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https://notepad-plus-plus.org/downloads/v7.8.1/
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def get base64 diff value(sl, s2):
base64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"
res

for i in xrange(len(s2)):
if s1[i] != s2[i]:

return abs(base64chars.index(s1[i]) - base64chars.index(s2[i]))

return res

solve stego():
with open('BBQ.txt', 'rb') as f:
file lines = f.readlines()
bin_str =
for line in file_lines:
steg line = line.replace('\n', "'")
norm_line = line.replace('\n', '').decode('base64').encode( 'base64').replace('\n’,
diff = get_base64_diff value(steg line, norm_line)
print diff
pads_num = steg line.count('=")
if diff:
bin_str += bin(diff)[2:].zfill(pads_num * 2)
else:
bin_str += '@"' * pads_num * 2
print goflag(bin_str)

def goflag(bin_str):
res_str = "'

for i in xrange(@, len(bin_str), 8):
res_str += chr(int(bin_str[i:i + 8], 2))

return res_str

if __name__ == '__main__"':

solve stego()
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"123456", "123456789", "111111", "5201314", "12345678", "123123", "password", "1314520", "123321", "7758521", "1
234567", "5211314", "666666", "520520", "woaini", "520131", "11111111", "888888", "hotmail.com", "112233", "1236
54", "654321", "1234567890", "al23456", "88888888", "163.com", "0000OO", "yahoo.com.cn", "sohu.com", "yahoo.cn",
"111222tianya", "163.COM", "tom.com", "139.com", "wangyut2", "pp.com", "yahoo.com", "147258369", "123123123", "
147258", "987654321", "100200", "zxcvbnm", "123456a", "521521", "7758258", "111222", "110110", "1314521", "11111
111", "12345678", "a321654", "111111", "123123", "5201314", "00000000", "ql23456", "123123123", "aaaaaa", "al234
56789", "qgql23456", "11112222", "woainil314", "a123123", "alll111", "123321", "a5201314", "z123456", "liuchang",
"a0oooee", "1314520", "asdl23", "88888888", "1234567890", "7758521", "1234567", "woaini520", "147258369", "1234
56789a", "woainil23", "qlqlqlql", "al2345678", "qwel23", "123456q", "121212", "asdasd", "999999", "1111111", "12
3698745", "137900", "159357", "iloveyou", "222222", "31415926", "123456", "111111", "123456789", "123123", "9958
123", "woaini521", "5201314", "18n28n24a5", "abc123", "password", "123qwe", "123456789", "12345678", "11111111",
"dearbook", "©0000000", "123123123", "1234567890", "88888888", "111111111", "147258369", "987654321", "aaaaaaaa
", "1111111111", "66666666", "al23456789", "11223344", "lgaz2wsx", "xiazhili", "789456123", "password", "8765432
1", "gqqqqqqq", "0000000e0", "qwertyuiop", "qql23456", "iloveyou", "31415926", "12344321", "0000000000", "asdfgh
k1", "1g2w3e4r", "123456abc", "0123456789", "123654789", "12121212", "gazwsxedc", "abcd1234", "12341234", "1101
10110", "asdasdasd", "123456", "22222222", "123321123", "abcl123456", "al2345678", "123456123", "al234567", "1234
gwer", "qwertyui", "123456789a", "qg.com", "369369", "163.com", "ohwelzvq", "xiekaill21l", "19860210", "1984130",
"81251310", "502058", "162534", "690929", "601445", "1814325", "asl1l230", "zz123456", "280213676", "198773", "48
61111", "328658", "19890608", "198428", "880126", "6516415", "111213", "195561", "780525", "6586123", "caonima99
", "168816", "123654987", "qq776491", "hahabaobao", "198541", "540707", "leqingl23", "5403693", "123456", "12345
6789", "111111", "5201314", "123123", "12345678", "1314520", "123321", "7758521", "1234567", "5211314", "520520"
, "woaini", "520131", "666666", "RAND#a#8", "hotmail.com", "112233", "123654", "888888", "654321", "1234567890",
"al23456"
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