Z4-Pass152 B/ 5%t (upload-labs)

/NMIVEFM F 2021-08-20 16:02:41 KA 287 WO 1
FRER. RE#HEYEI] WEFE: php i1
WA B : A SO E RGN E, @ﬁwmwu, %ﬁm By bR SCH b BE R A A B
ACEERE: https://blog.csdn.net/smallfox233/article/details/119823212

FERAL

91 FICE 9T
TR ER

_2

24 WX EATH
B E A

XEHZ

2L S
Eﬁli/l

M=

HRNA
HAtAA

—. @H

—. WriteUp
[1]. BB A
[2]. RS i
[B]. B Bgeid

=k
il


https://blog.csdn.net/smallfox233
https://blog.csdn.net/smallfox233/category_9833515.html
https://blog.csdn.net/smallfox233/category_11523188.html
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2596%2587%25E4%25BB%25B6%25E4%25B8%258A%25E4%25BC%25A0%25E6%25BC%258F%25E6%25B4%259E&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8%25E6%25BC%258F%25E6%25B4%259E&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/smallfox233/article/details/119823212
https://blog.csdn.net/smallfox233/category_9833515.html
https://blog.csdn.net/smallfox233/category_11523188.html

o HIM13RMEIL T LR php MELAITE T, ZEMXERILAEM, RAFE LS T
o php Bl Hypertext Preprocessor I AMiAt# A, ZH T web )5
o BUUCTFffjupload-labsfE £k $E 7 A M ¥E A M E R, WRAEMINERIESGEN, HEE— FTHEBESE 3

upload-labs

htins://blog.csdn.net/smallfo

MR A

PHP BEEF

PHP: PHP Fi - Manual
PHP:image_type_to_extension - Manual

PHP: getimagesize - Manual

php getimagesize %l - SREVER S B | RS #HE
HAotbsrA

MBS B RS

upload-labs#3% T
upload-labs7E £ #13%-BUUCTF

I S AntSword


https://baike.baidu.com/item/PHP/9337
https://www.php.net/manual/zh/index.php
https://www.php.net/manual/zh/function.image-type-to-extension.php
https://www.php.net/manual/zh/function.getimagesize.php
https://www.runoob.com/php/php-getimagesize.html
https://www.cnblogs.com/8gman/p/12319141.html
https://gitee.com/aaaddc/upload-labs
https://buuoj.cn/challenges#Upload-Labs-Linux
https://gitee.com/AntSwordProject/antSword

3¢ J]Cknife

Seay

—. &H

Pass-01
Pass-02
Pass-03
Pass-04
Pass-05
Pass-06

. 1{?:ﬁEJ: \] B 3 = .
Pags_[}? ‘F; E E‘j J:lL E EFI {E 5!’5 'El.. = 7o E Eﬂ —ah& ﬁ webshell ﬁ ﬁg o
Pass-08 2. FHN S RAEEETERSITNESERE
Pass-09 : -

SIHE]g .Jjpg , .png , .gif :Wﬁé‘%%%tﬁ?ﬁﬁmj%ﬂ% |

Pass-10

FE are MRS EE.

TR

Pass-11
Pass-12 FEEEFEELIENEER:
Pass-13

Pass-14 SRR,

Pass-15
Pass-16

log.csdn.net/small

B~

ApassfEfHgetimagesize &2 NE 4!

https://blog.csdn.net/smallf

php J& 5 g


https://github.com/Chora10/Cknife
https://github.com/f1tz/cnseay

function isImage($filename){
$types = '.jpeg|.png|.gif';
if(file_exists($filename)){
$info = getimagesize($filename);
$ext = image_type_to_extension($info[2]);
if(stripos($types, $ext)>=0){
return $ext;
}else{
return false;
}
Yelse{
return false;
¥
}

$is_upload = false;
$msg = null;
if(isset($_POST[ 'submit'])){
$temp_file = $ FILES['upload_file']['tmp_name'];
$res = isImage($temp_file);
if(!$res){
$msg = “ICMRHE, EBAERM! M
telse{
$img_path = UPLOAD_PATH."/".rand(10, 99).date("YmdHis").$res;
if(move_uploaded_file($temp file,$img path)){
$is_upload = true;
} else {
$msg = " _HAEHAE!
¥
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show.php

<?php

= getimac
print_r(

<bpr>
print_r(

<br>

= image_type_to_extension(
print_r(
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<form action="show.php® method="post" enctype="multipart/form-data">

® <input type="file" name="upload"/>< br>
<input type="submit" value="submit"
</form>
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Array ( [0] => 346 [1] => 306 [2] => 3 [3] => width="346" height="306" [bits] => 8 [mime] => image/png)
3
-png
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1 GIF
2 JPG
3 PNG
4 SWF
5 PSD
6 BMP
7 TIFF(intel byte order)
8 TIFF(motorola byte order)
9 JPC
10 JP2
11 JPX
12 JB2
13 SWC
14 IFF
15 WBMP

16 XBM
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