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1.crypto-not rsa

BERMEE, r2— VS, g=n+t1, S&1(pow(g,mn*n)*pow(r,n,n*n))%(n*n)=c, BIFxc, RKMHATmM. &
TR 38 — T = e # 5 J el B pow(g,m,n*n)=pow(n+1,m,n*n)=pow(m*n+1,n*n). HFn=p*q, FTAFRAIENIE
phi(n*n)=p*(p-1)*q*(q-1). TAIXTIN2E A XFEM FE B0 (p-1)*(g-1)K &, AT E R (pow((m*n+1),(p-1)*(g-
1),n*n))%(n*n)=pow(c,(p-1)*(g-1),n*n) \Ta s rit. fEi b . FRATEAE B — T e BAL B 48 ((p-1)*(9-1)*m*n+1)%
(n*n)=pow(c,(p-1)*(g-1),n*n). ((p-1)*(a-1)*"m*n)%(n*n)=pow(c,(p-1)*(q-1),n*n)-1, ((p-1)*(a-1)*m*n)-(pow(c,(p-
1)*(a-1),n"n)-1)=k*n*n. KB EATR I (pow(c,(p-1)*(q-1),n*n)-1)%n=0, FRBAEHE —SHFE AR ((p-1)*(a-
1)*m)%n=(pow(c,(p-1)*(g-1),n*n)-1)/n, m=((pow(c,(p-1)*(q-1),n*n)-1)/n)3k LA (p-1)*(q-1)HENEIIE, AIREmMRAE,
BRI T

import gmpy2
€=290889110547115092522156152310151629980425794259179144349623762434771767574480537226024226722517583320523
n=640101395461244581816550728987058004135856925881761328214285288196588479998894153591093966406850336730334
p= 80006336965345725157774618059504992841841040207998249416678435780577798937819

g = 80006336965345725157774618059504992841841040207998249416678435780577798937447

assert p*qg==n

phi=(p-1)*(q-1)

cl=pow(c,phi,n*n)-1

c2=cl/n

m=(c2*gmpy2.invert(phi,n))%n

print hex(m)[2:].decode("hex")

2.crypto-ComplexEncode
B R E

from Crypto.Util.number import *
from flag import FLAG,false_flag
import gmpy2
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import random
import hashlib
import base64

def rsaEncode(msg):
f=open("out","a")
while True:
ran=random.randint(3, 12)
if isPrime(ran):
break
e=ran*getPrime(30)
p = getPrime(1024)
g = getPrime(1024)
while (not gmpy2.gcd((p-1)*(g-1),e)==ran or p*qg<pow(msg,ran)):
p = getPrime(1024)
g = getPrime(1024)
n=p*q
assert(pow(msg,ran)<n)
print("rsaEncode_init_finish!")
dsaEncode(p)
f.write("rsaEncode n:"+hex(n)+"\n")
f.write("rsaEncode e:"+hex(e)+"\n")
c=pow(msg,e,n)
f.write("rsaEncode flag is:"+hex(c)+"\n")
f.close()

def rsaEncode2(m):
m=int.from_bytes(m.encode(), 'big")
f=open("out","w")
while True:
ran=random.randint (20, 50)
if isPrime(ran):
break
e=ran*getPrime(30)
p = getPrime(1024)
q = gmpy2.next_prime(p)
while (not gmpy2.gcd((p-1)*(q-1),e)==ran or p*g>pow(m,ran)):

p = getPrime(1024)
q = gmpy2.next_prime(p)
n=p*q

assert(pow(m,ran)>n)

c=pow(m,e,n)

f.write("n2:"+hex(n)+"\n")
f.write("e2:"+hex(e)+"\n")
f.write("rsakncode2 re is:"+hex(c)+"\n")
f.close()

print("rsakEncode2_finish!")

return pow(m,ran,n)

def dsaEncode(p):
key=genkey(p)
(r,s,k,q)=sign(rsaEncode2(false_flag),key)
sig= r.to_bytes(205, 'big') + s.to_bytes(205, 'big') + k.to_bytes(205, 'big')+ q.to_bytes(205, 'big')
f=open("out","a")
f.write("dsaEncode :"+base64.b6dencode(sig).decode()+"\n")
f.close()

def genkey(x):
# DSA

N-1021



L=2048-N-1
while True:
q = getPrime(N)
if g-1>x:
break
assert(g-1>x)
while True:
t = random.getrandbits(L)
p=(t*2*% + 1)
if isPrime(p):
break
e=(p-1) // q
g = pow(2, e, p)
y = pow(g, X, p)
print(“"genkey_finish!")
return {'y':y, 'g':g, 'p':p, 'q':q, 'x':x}

def sign(m, key):
g P, 4, x = key['g"], key['p'], key['q"], key['x"]
k = random.randint(1, g-1)
Hm = int.from_bytes(hashlib.md5(str(m).encode('utf-8"')).hexdigest().encode(), 'big')
r = pow(g, k, p) % q
s = (inverse(k, gq) * (Hm + x*r)) % q
return (r, s, k, q)

if _name__ == "__main__":
msg=int.from_bytes(FLAG.encode(), 'big")
rsakEncode(msg)
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import gmpy2

import base64

import hashlib
n2=0x431a834246a5969d460cee6b7db@lec4e@5daffd60d6674fd1lcf3ab96544ad788df5ef729eba08fce3d6c237b47b7cbda093fb
e2=0x57e6b0c63
rsaEncode2=0x174e74204d09ee859030c9fa292c266f9de@6bf833dcffc5d24a4382251620cac743cf2d500428d57841c271e61096
dsaEncode="AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
n=0x769bf99295e9f446788300bfc679b04126498d26celf1384ef22a4bc606d2fdcf4af86b8e9b26003f561532613a8b7bcb0@9c00
e=0x12a316381
flag=0xa97f8fd2cbfd4aalcae331dc5261c93a8da3c@adaadd33cf204cdb2e38e3afddlbaedla23cd911f96ddc7152b14120949235¢
p2 920382548029925893348360212110217224168923430749885028207384259608428629855916209261984227591020715728
g2 920382548029925893348360212110217224168923430749885028207384259608428629855916209261984227591020715728
assert p2*qg2==n2

phi=(p2-1)*(q2-1)

g2=gmpy2.gcd(e2,phi)

d2=gmpy2.invert(e2/g2,phi)

m2=pow(rsakEncode2,d2,n2)

Hm=int (hashlib.md5(str(m2).encode()).hexdigest().encode("hex"),16)

key=base64.b64decode(dsaEncode)

r=int(key[:205].encode("hex"),16)

s=int(key[205:410].encode("hex"),16)

k=int(key[410:615].encode("hex"),16)

g=int(key[615:820].encode("hex"),16)

x=(gmpy2.invert(r,q)*(k*s-Hm))%q

p=n/x

phi=(p-1)*(x-1)

g=gmpy2.gcd(e,phi)

d=gmpy2.invert(e/g,phi)

m=pow(flag,d,n)

for i in xrange(1000000):
ss=gmpy2.iroot(i*n+m,g)
if ss[1]:
print ss[@]
print hex(ss[0])[2:].decode("hex")
break

reverse- \ | ¥ [A]

7| alloca(@xleu);
3 main();
9| std: :operator<<<std: :char_traits<char>>((int)&std: :cout, "input your key: ");
10| std: :operator=><char,std: :char_traits<char>>(&std::cin, &v5);
11 for{i=0; i<strlen(&v5); ++i)
@1z
13| if { !strcmp(&v5, "akhb~chdaZrdaZudqduvdZvvv|") )
14| std::operator<<<std::char_traits<char>>((int)&std::cout, "yes!youare right"};
15| else
16| std::operator<<<std::char_traits<char>>((int)&std::cout, "try again");
17| system("PAUSE");
18| returno;
19}
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c="akhb~chdazrdazudqduvdzvvv|"

m
for i in c:
m=m+chr((ord(i)-1)"6)
print m

reverse-encrypt3

v3 =std: :operator=<<<std: :char_traits<char>>(&std::cout, "Please input your magic number", a3);
std: :ostream: :operator<<(v3, &std::endl=char,std: :char_traits<char>>);
std: :istream: :operator>>(&std::cin, &v11);
if (vil<==9)
return @xFFFFFFFFLL;
v15 =operatornew[](vil)};
for(i=0; i<vlil; ++i)
std::operator>><char,std: :char_traits<char>>(&std::cin, i +v15};
v6 = std: :operator<<<std: :char_traits<char>>(&std::cout, "You have input sth.", v5};
std: :ostream: :operator<<(v6, &std: :endl<char,std: :char_traits<char==};
vE =std: :operator<<<std: :char_traits<char>>(&std::cout, "I willmix themwith the enc_flag!", v7);
std: :ostream: :operator<<(vi, &std: :endl<char,std: :char_traits<char>>);
for(j=0; j<=37; ++j)
{
vie=@;
for (k=9; k<vll; ++k)
vl “=*({ BYTE *}{k +v15);
putchar{v1o ~ (unsigned int8)*(&v16+7j));
}
std: :operator<<<std::char_traits<char>>(&std::cout, "\nMaybe you have found the ~flag \n", v3);
return OLL;
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c="$.#%9! qups#&wtu!z$pws$ spwp&rgt{r!'{?"
for j in xrange(128):

for i in c:

m=m+chr((ord(i)*j))

print m
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