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BENJG R —ANISHIERR, 7E index.js BB —T destroyed KM, WEKXK—L, WTF:

5 Networ Performance Memory Security Application Audits EditThisCookie HackBar
{index) indexjs* X
T S B Bk AP IR R
if(!asteroids[j].ldestroyed) {
distance = Math.sgrt(Math.pow(
asteroids[j].realX - bullets[i].realX, 2) +
Math.pow(asteroids[j].realY - bullets[i].realY, 2)
i
if (distance < (((asteroids[j].width/asteroids[j].size) / 2) - 4) + ((19 / 2) - 4)) {
destroyed += 180004];
astercids[jl;be5thugeﬂ = true;
bullets[i].destroyed = true;
explosions.push(asteroids[j]);
¥
}
t
3]
}
ks
destroyed ~ | v | Aa * Cancel

MG EIL— T EtaefS 2lflag T :

flag is :34684e294d0fb5a48f9769e4a29eb2a5

O

Total destroyed: 1200000

RECORD: 1200000




FRH A7, #ENERIERR EEAAThEE, KA index.php —ANKMH,

XXX TIRESGE
Bm @AM B8
[Eizheazsy

B BB FEAE page=index , TRERHEE, ¥ HKbase6445Kpayload< ik Al not base , Mi%ZiLJE T base, f#H
rot1 34 AL EL, SBiE index.php A LA R Biflag?ER B, payloadfii F:

/index.php/?page=php://filter/read=string.toupper|string.rotl3/resource=/flag

XXX TIZESF
DY e =8
[Fusnaz=]

SYNT{9N48QQNQ2656385SPR58NS47NORS56PS}

[w ﬂ Elements Console Sources Network Performance Memory Security Application Audits EditThisCookie HackBar

LOAD SPLIT EXECUTE TEST -~ sQLl - X8s - LFI - SSTI ~ ENCODING ~ HASHING -~

URL
http://183.129.189.60:10002/index.php/?page=php:/filter/read=string.toupper|string.rot13/resource=/flag

rot13f#i%15 2lflag .

Crypto1
BE WA T 3 pngM— NI A I T

fflag.png fflag_e.png flag_e.png



from itertools import *
from key import key

ki= cycle(key)

frl = open("flag.png","rb")
fr2 = open("fflag.png","rb")
fwl = open("flag_e.png","wb")

fw2 = open("fflag_e.png","wb")

for now in fri:
for nowByte in now:
newByte = nowByte " ord(next(ki))
fwl.write(bytes([newByte]))
frl.close()
fwl.close()

for now in fr2:
for nowByte in now:
newByte = nowByte " ord(next(ki))
fw2.write(bytes([newByte]))
fr2.close()
fw2.close()

Hfflag.png$T T L E W Kflag, &— FRHE, flag.pngln# & 3flag_e.png, fllag.pngin#& & flag_e.png, 1ERINZEFHHIKIA
HIiB. BEST—T, WETERLERAKE L ascif 5B TR, HRRKNFTRE—FF, BABBRERET.

FATE flag.png N j5 #iflag_e.png, BIEMAZ T XM, EEMEITELC, MELENNc=mok, MAMEDFmAlc, &S5

B3lk=méc
AR At H kiR ascii:

fr_m = open("fflag.png", "rb")
open("fflag_e.png", "rb")

for now in fr_m:
for nowByte in now:
m.append(nowByte)

for now in fr_c:
for nowByte in now:

c.append(nowByte)

for i in range(len(m)):
ki.append(m[i] ~ c[i])

fr_m.close()

fr_c.close()
print(ki)

RAEZBEKIIT

[65, 108, 105, 116, 97, 95, 185, 115, 95, 115, 111, 95, 99, 117, 116, 101]

F R xtflag_e.pngBEiTAZEUT



flag r = open("flag_e.png","rb")
flag_w = open("flag.png","wb")
ki = [65, 108, 105, 116, 97, 95, 105, 115, 95, 115, 111, 95, 99, 117, 116, 101]*500
c =[]
for now in flag_ r:
for nowByte in now:
c.append(nowByte)

for i in range(len(c)):
newByte = c[i] »~ ki[i]

flag w.write(bytes([newByte]))

flag_r.close()
flag_w.close()

121718 2lflag.png:

flag{657be30363225dfa595d3c8e59577181}

Crypto2

—IERSAKIEH, SHIMAIT:



from Crypto.Util.number import *
import gmpy2

import random

from flag import flag

p = getPrime(1024)
r = random.randint(2, 10)
e =65537

n=p**r

m=flag

assert(int(m.encode('hex"'), 16) < n)
c = pow(int(m.encode('hex"'), 16),e,n)
c=long_to_bytes(c)

print 'c =\n', c.encode('base64'),n

apxy3z3DgGnzaEedcUy3A49wAsqyyn9sqx6eYZL5iDrCqOWjs8B0OY20fza5wuaFigm32PVpO57jpu
Dgw9b60X8KM2ZB9/dDmwQc7IKnAKhCQrIclvoqt7iQbnTKODTQj/xvQkz/IBeSjoWBmHOx4s0@tDx
ZRAjOPuiS5wwAywNM3ynULEPczv+xN2v+6HBeoS2YuyfF5mq/pIAMPWZs+QpkuwxSbNQ6XPNPOOX1
IeKz/41F7/D2fDsGB5CcFdAiQqg+r95BhVeGzeaiQBpzwAXAPKIyO+fP6/MIXmpSIwjaMSiAUnksp
9KFVOXgEGIZOFmxP6rgqPloOvU+rVeJ2RsTUYCSP8Vy+PD3PGwDDdUtNzvcEXKr2BKiNoOUxprBAt
yvcsmGqRLgD11ZVgzSZ1U4MAmI9x42mIUGXvolqa0CIZzaymlkJoBlw7/7+NejdowEtan/c3TIkD
kr/gCenUD/8MS1vnfTUMGAQLKkSht2BZiuiHxVVRVzY5ETG6V+WIAtDMC
4600616808891590817884946117009414083548013610469076381106568481948720521467073218024827360073980550620353792084
5207673723043471325357848756710265631605835983867737185861110348265556896028245631724634469242870725703867127198
7034886290493637089469510830249086782609435207213269674311674163511186020504912971794852053427092483431870424499
9690532431941248905257880347561221151841978982240191397364038490250930604211256385925496658620755582058753376328
5830013128465082953192869418372205225637292159281111642740428906967718207598567909944619442092697327692695592576
0844068671320662211164927589842604093130100571144605581970770408620135771295992281430006790753616184125553317180
5313149332383712997091780368142625499055149806043238057037400510197255364471685815004154357049874205884682322443
3913740201691148337226168512578953696484720481163202665485607877337641262811026454742520137145070145776204508164
59153848279084910457288549191

BT Ce, WUERINZEHpHIKE, rh2~10KENE, 2 —Tntik, WTF:

‘460061680889159081 788494611700941408354801361048907638110656848194872052146707321 802482736(| ‘ Factorizel | @

status (2) digits number
FF 925 (show) (1663177830...31 .309>)"3 = (1663177830...31 <309-) "3

RIVAT AR 3, FFHAErNS, XEMRESRBAT, BEMRAWT:



import base64

from Crypto.Util.number import bytes_to_long
import gmpy2

import libnum

n = 460061680889159081788494611700941408354801361046907638110656848194872052146707321802482736007398055062035379
2084520767372304347132535784875671026563160583598386773718586111034826555689602824563172463446924287072570386712
7198703488629049363708946951083024908678260943520721326967431167416351118602050491297179485205342709248343187042
4499969053243194124890525788034756122115184197898224019139736403849025093060421125638592549665862075558205875337
6328583001312846508295319286941837220522563729215928111164274042890696771820759856790994461944209269732769269559
2576084406867132066221116492758984260409313010057114460558197077040862013577129599228143000679075361618412555331
7180531314933238371299709178036814262549905514980604323805703740051019725536447168581500415435704987420588468232
2443391374020169114833722616851257895369648472048116320266548560787733764126281102645474252013714507014577620450
816459153848279084910457288549191

e =65537

c ="apxy3z3DgGnzaEedcUy3A49wAsqyyn9sqx6eYZL5iDrCqeWjs8B0OY20fza5wuaFigm32PVp05jpuDgwOb60X8KM2ZB9/dDmwQc7IKnAKhCQr
Iclv9qt7iQbnTKODTQj/xvQkz/IBeSjoWBmHOX4s0tDXZRAjOPuUiSwwAywNM3ynULEPczv+xN2v+6HBeoS2YuyfF5mq/pIAMPWZs+QpkuwxSbNQ6
XPNP90x1IeKz/41F7/D2fDsGB5CcFdAiQqgq+r95BhVeGzeaiQBpzwAXAPKIyO+fP6/MIXmpSIwjaMSiAUnksp9KFVOXgEGIZOFmxP6rggPlovU+rV
eJ2RsTUYCSP8Vy+PD3PGwDDdUtNzvcEXKr2BKiNoOUxprBAtyvcsmGqRLgD11ZVgzSZ1U4AMAMmI9x42mIUBXvolqa0CIZzaymlkJoBlw7/7+Nej4o
wEtan/c3TIkDkr/gCenUD/8MS1vnfTUMGdQLkSht2BZiuiHXVVRVzY5ETG6V+WIOALDMC"

p = 166317783008561461619809354338149369955529500804877784696135394445562837564392263478378996752766024769472311
0349300585359766249520227964497116507661553073595082897242671805517585034279122712167170746100902836351316226124
35152898135011648054004511857955351506722712213877180074987292198905073222084609633471831

r=3

phin = pow(p, 3) - pow(p, 2)

d = gmpy2.invert(e, phin)

c = bytes_to_long(base64.b64decode(c))

m = pow(int(c), d, n)

flag = libnum.n2s(m)
print(flag)

E'??%?Uﬂag:

PS C:\Users\Lethe\Desktop\RSA> python3 .\exp.py

flag{7422e7ed91c8089%9alf2aa323a6a@abf9}
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