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>>> from z3 import *
>>> x = Int('x")
>>>y = Int('y")

>>> solve(x+y==4)

[y =0, x = 4]
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>>> solve(x==3,x+y==4)
[y = 1) X = 3]
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>>> from z3 import *

>>> x = Real('x")

>>>y = Real('y")

>>> solve(x**2 + y**2 == 3 x**3 == 2)
[x = 1.2599210498?, y = -1.1885280594?]
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vl = 0;
gets(flag);
for (i =0; 1i<=35; ++i )
{
if ( !flag[i] )
{
flag[i] = 1;
++v1;
¥
}
if (vl !=9)
exit(o0);
convert(a);
Transposition(a);
Multi(a, b);
for ((j =0; j<=05; ++j )

{
for ( k = 0; k <= 5; ++k )
{
if ( c[0][k + 6 * j] !=d[0][k + 6 * j] )
exit(0);
}
}

printf("congratulations!you have gottern the flag!");
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#coding:utf-8

@DateTime: 2017-11-28 10:19:29
@Version: 1.0
@Author: Unname_Bao

from z3 import *

import time

t1 = time.time()
#EE—MERTT R LB

solver = Solver()
#flagK B AR EN36, AFERHNIIM
flag = [Int('flag%d'%i) for i in range(36)]
#RFFLagh AR

a = [i for i in flag]
#RFFflaght# BIERE

b = [i for i in range(36)]
#{RFFa*b M FERE

c = [0 for i in range(36)]

#HEPIEHflaglizEHE R



d = [0x12027,0x0F296,0x0BFOE,0x0D84C,0x91D8,0x297,
OXx0F296,0x0D830,0x0A326,0x0B010,0x7627,0x230,
OXOBFOE,0x0A326,0x8FEB,0x879D,0x70C3,0x1BD,
0x0D84C,0x0B010,0x879D,0x0BOOD, OX6E4F ,0X1F7,
©x91D8,0x7627,0x70C3,0x6E4F,0x9BDC, 0x15C,
0x297,0x230,0x1BD,0x1F7,0x15C,0x6]

#RBalt % BAERE

for i in range(6):
for j in range(6):

b[i+6*j] = a[6*i+]]

#2Ha*b

for i in range(6):
for j in range(6):

for k in range(6):

c[j+6*1i] = c[j+6*i] + a[6*i+k]*b[6*k+]]
HNMAR, Efiflagi@BZER
solver.add(simplify(c[j+6*i]) == d[j+6*i])
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for i in range(6,36-10):
solver.add(flag[i]>=32)
solver.add(flag[i]<=127)

HAMAR, BT flaghiER, BT66—E Awhctf{

for i in range(6):
solver.add(flag[i] == ord('whctf{'[i]))

HRIMAR, flagfBEH AN

for i in range(36-9,36):
solver.add(flag[i] == ox1)

HIRMAR, flaglhiBE—NEEL]}

solver.add(flag[-10] == ord('}"))

#IXE—FEH, RNcheckif&iRss



if solver.check() == sat:

3
]

solver.model()
s =[]
HRBER
for i in range(36):
s.append(m[flag[i]].as_long())
#irHflag
print(bytes(s))
else:
print('error')
t2 = time.time()

print(t2-t1)
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from z3 import *
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def gen():
print ('[*]Computing key...")
a = [6xA4, 0x19, 0xe4, 0x82, Ox7E, 0x85, Ox50, OxA8, ©xD1l, OxEA,
OxE3, OxF9, OxE8, OxEl, Ox60, Ox3A, Ox1A, Ox0A, 0x87, OxDD,
OxE1l, Ox61, OxAQ, 0xCO, Ox60, OxA4, Ox48, Ox28, Ox16, OxOB,
0x05, 0x20]
num = BitVec('x', 64)#numitfEA<iEE64r

s = Solver()#E XizH
s.add(num >= 2 ** 31)#FRANZIR &
s.add(num < 2 ** 32)
num2 = 0
b=20
for i in range(32):
if i < 5:
s.add((a[num2] ~ (num & Oxff) ~ b) & Oxff == ord("FLAG{"[i]))#ZIR& AT JLAL 9 E &
elif 5 <=1 < 31:
s.add(0or( #Or
And((a[num2] ~ (num & Oxff) ~ b) & Oxff <= ord("Z"),#JWHEE“@’“Z”22IA And
(a[num2] ~ (num & Oxff) ~ b) & @xff >= ord("A")),
(a[num2] ~ (num & @xff) ~ b) & Oxff == ord("_")))#FHRZJEA
else:
s.add((a[num2] ~ (num & Oxff) ~ b) & Oxff == ord("}"))

b = a[num2]
b &= oxff
num2 += 1
num >>= 1
if s.check() == sat:#RMWETHM B Nsat
a = s.model() #KERRAa
print (a)
return
print ('[*]No Result ,end')

gen()
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