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<?php

error_reporting(E_ALL || ~ E_NOTICE);

header('content-type:text/html;charset=utf-8");

$cmd = $_GET['cmd'];

if (!isset($_GET['img']) || 'isset($_GET['cmd']))
header('Refresh:0;url=./index.php?img=TXpVek5UTTFNbVUzTURabE5qYz0&cmd=");

$file = hex2bin(base64_decode(base64_decode($ GET['img'])));

$file = preg_replace("/[”a-zA-Z0-9.]+/", "", $file);
if (preg_match("/flag/i", $file)) {

echo '<img src ="./ctf3.jpeg">";

die("xixi~ no flag");

} else {
$txt = baseb4_encode(file get contents($file));
echo "</img>";
echo "<br>";

}

echo $cmd;

echo "<br>";
if (preg_match("/1ls|bash|tac|nl|more|less|head|wget|tail|vi|cat|od|grep|sed|bzmore|bzless|pcre|paste|diff|file]|e
chosh\" [\"I\" 5 [, INVFIN2 NI NN N E [\ [\xAS N{I\NFINCIN) N&LANATT@INT NS INDINTTLTYINCIN) [ - [ <[>/74", $emd)) {
echo("forbid ~");
echo "<br>";
} else {
if ((string)$_POST['a'] !== (string)$ POST['b'] &% md5($_POST['a']) === md5($_POST['b'])) {
echo “$cmd”;
} else {
echo ("md5 is funny ~");

?>

<html>

<style>
body{
background:url(./bj.png) no-repeat center center;
background-size:cover;
background-attachment:fixed;
background-color:#CCCCCC;

}

</style>

<body>

</body>

</html>
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if (preg_match("/ls|bash|tac|nl|more|less|head|wget|tail|vi|cat|od|grep|sed|bzmore|bzless|pcre|paste|diff|file|e
cho|shN"IN"[\" 51, INFIN2 NN INNAN AN NE NP [AXAB [N \FINCIN) IN&LANTT@INT NS INCINTILIFINCIN) [- 1< [>/4i", $cmd)) {
echo("forbid ~");
echo "<br>";

} else {
if ((string)$_POST['a'] !== (string)$_POST['b'] && md5($_POST['a']) === md5($_POST['b'])) {
echo ~$cmd”;
} else {

echo ("md5 is funny ~");
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