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githubih it https://github.com/angr/angr

angr %%

#H e 2 F K

sudo apt-get install python-dev libffi-dev build-essential virtualenvwrapper
#%Z%angr

mkvirtualenv angr && pip install angr

R IEA Gimport angr

## sudo pip install angr
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.text:0000000000400831

rax, [rbp+s]

.text:0000000000400838 mov rdi, rax
.text:000000000040083B call sub_4006FD
.text:0000000000400840 test eax, eax
r- . text:0000000000400842 inz short loc 408855
.text:0000000000400844 mov edi, offset s ; "Nicel"
P 3T % 15515 1 55 5 T o s e call _pucLs
.Text:000000000040084E mov eax, ©
.text:0000000000400853 jmp short loc_40086B
. Text:0000000000400855 ; - - -
.Text:0000000000400855
-text:0000000000400855 loc 480855: ; CODE XREF: main+5Atj
1 .text:0000000000400855 mov edi, offset alncorrectPassw ; "Incorrect password!"” |
L TexT ddudduabduious5A call _puts
.Text:000000000040085F mov eax, 1
.Ttext:0000000000400864 jmp short loc_40086B
.text:0000000000400860 ; ----- -
.text:0000000000400866
.text:0000000000400866 loc 4P0866: ; CODE XREF: main+471j
.Text:0000000000400866 mov eax, ©

.text:000000000040086B
.text:000000000040086B loc_A0086B:

In [2]: import angr

WARNING | 2018-09-23 23:00:21,741 | angr.analyses.disassembly utils | Your version of capstone does not sup

In [3]:

In [4]:

In [5]:

In [6]:
Out[6]:

In [7]:
Out[7]:

XIER H K MET LB E XA

simgr = proj.factory.simgr(state)

; CODE XREF: main+6B1j

proj = angr.Project("./r10@",auto_load_libs=False) #HfUXANRBERBEFZT BEFRBRFELEHH

state = proj.factory.entry_state() #XANREMBHBEFEENDRS

simgr.explore(find=0x400844,avoid=0x400855) #finditRIEFMIAEE avoidsEiRi
<SimulationManager with 1 found, 2 active, 12 avoid> #3RZ T —&%EKE

simgr.found[@].posix.dumps(@) #Code_TalkersmiZflag
'Code_Talkers\xf5\xf5\xf5\Xf5\xF5\XF5\xF5\XF5\XF5\XF5\XF5\XF5\XF5\xF5\XxF5\XxF5\xF5\XxF5\xF5\xF5\xF5\x
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L T v Paa,  prouang

.text:00000000004005F6 mov rdi, rax

.text:00POAROAROARASFI call verify

.text:00000000004005FE test eax, eax

.text:0000POR0RBA00600 jz short loc 4BB6BE

.text:0000000000400602 mov edi, offset aCorrectThatIsT ; "Correct! that is the secret key!”
—texts 400607 ot _puL:

.text:000000000040060C jmp short loc_400618

text:000080BOBOAOBEOE ; - - - - - -~ - <.
.text:000000A0B40060L

. text:000000NAOO4RR6AE loc_4PBG6OE: ; CODE XREF: main+3BTtj
I .text:PAPAARRARRARBGRE mov edi, offset aIMSorryThatSTh ; "TI'm sorry, that's the wrong secret key!”
= LEAL. ULro Lall _PUuLs
.text:0000000000400618
.text:0000000000400618 loc_400618: ; CODE XREF: main+471j
-text:0000000000400618 mov eax, @
.text:000000000040061D
.text:000000000040061D locret 40061D: ; CODE XREF: main+241j
.text:000000000040061D leave
-text:000000000040061E retn

(angr) root@kali:/# python

Python 2.7.15+ (default, Aug 31 2018, 11:56:52)

[GCC 8.2.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> import angr  #3Aangr

WARNING | 2018-09-24 02:00:03,499 | angr.analyses.disassembly utils | Your version of capstone does not sup
>>> import claripy #8 ANclaripy

>>> proj = angr.Project("./ais3_crackme") HEN SO

>>> argvl = claripy.BVS('argvl',50%*8) #BRbit 1FTW=8bit BWMAASLTF50FET HiRZ50*8

>>> state = proj.factory.entry state(args=['./ais3_crackme',argvl])

>>> simgr = proj.factory.simgr(state)

>>> simgr.explore(find=0x400602,avoid=0x40060E ) HRLTH L B R R B

<SimulationManager with 1 found, 4 active, 46 avoid>

>>> print simgr.found[@].solver.eval(argvl) ##ERascl11iB % H
98258555959157598537470557556759296005297673422675047953095862682125718585910497108264649432140497523405083
>>> print simgr.found[@].solver.eval(argvl,cast_to=str) HEBERH TR

ais3{I_tak3_good_not3s}

>>>

B LAEH: http://www.freebuf.com/sectool/143056.html

http://www.360doc.com/content/18/0307/21/31784658 735232878.shtml
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