LIS 2 picked WriteUp

FrancisQiu F 2019-02-25 11:05:06 K47 6151 R

4y2EFE:  CTFwriteup crypto CTF SEIGIE 25502

R B AR SONTEE RIS E, BIE.CC 4.0 BY-SA MM, FBIEM LR SCH AMBEEMAREH .
ACEERE: https://blog.csdn.net/qq_40737798/article/details/87902272

CTFwriteup [FBS#F 3 ML 20k
8 WX EOITH
WTEER

4 crypto
5mXE0ITH
1T b &4

B CTF
TRXEOITH
T &R
i B

We just found a dead robot. It seems there is some useful data left but somehow it got confused with other data and now we don’t know
what’s useful and what'’s junk. We just know there is only one way to go but there are many dead ends.

Announcements:

Think outside the box - being several types at once like an animal that can change its color. Excuse the inaccuracy, but that’s what
you’re searching for.

fRRRSER::  http://ctf5.shiyanbar.com/crypto/Packed/packed.rar
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@ =0 ;vzcbeg unfuyvo ,flf ;

gel :xrl =flf .neti [1 ]

rkprcg VaqrkReebe :flf .rkvg ( .qrpbgr (
)

s =trgngge (unfuyvo , .qrpbgr ( )))
juvyr a <(5 *10 6 ):xrl =(s (xrl ).qvtrfg ());a =a +1

xrl =xrl [:5 ].hccre ()

juvyr yra (xrl )<yra (pvcure ):xrl =xrl *2

cynva .wbva (znc (pue ,[beq (n )“beq (o )sbe n ,o va mvc (pvcure ,xrl )]))
gel :rkrp cynva

rkprcg :cevag .gqrpbgr ( ), erce(cynva)
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n =0 ;import hashlib ,sys ;
try :key =sys .argv [1 ]
except IndexError :sys .exit ( .decode (
)
L (hashlib , .decode ( )))
while n <(5 *1@ **6 ):key =(f (key ).digest ());n =n +1
key [:5 ].upper ()
(key ) (cipher ):key =key *2
.join ( ( 5[ (a) (b )for a ,b in (cipher ,key )1]))
:exec plain
:print .decode (

try:key=sys.argv[1]

except IndexError :sys .exit (

£ (hashlib , )

while n<5000000:
key=f(key).digest()
n+=1

key=key[:5].upper()

while (key) (cipher):
key=key*2

plain .join ( s [ €D (b )for a ,b in (cipher ,key )1))

try:exec plain

except :print

S EIRARES, AT LLAIRE]: BATE ANciphers—Avkey. FEFE:%Zargvi fkey, keyfEmd5F I T HT AR 25, key
MET AN FE W REHFERFE PR L R Bkey, FHEkeyIKEE FeipherkEZ AT, KkeyEd K24%, FF¥izp(chipherkey)F & —
MR BITREAE, 2 EiEEmapHchrig B R ERF IR IR plaind, B & ATplain.
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import time
from itertools import permutations

from math import ceil

cipher

-join(map(chr, (256)))
(ceil( (cipher) (num_key chars)))
time.clock()
for key in permutations(alphabet , num_key chars):
expanded key keylen
plain .join( ( s [ €)) (b) for a,b in (cipher ,expanded)]))
try:
exec plain
except:
pass
else:
print ((time.clock() start),)
print key

https://blog.csdn.net/gq_4
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Usage

| python3 is not supported, use python 2.x

xortool [-h|-help] [OPTIONS] [<filename>]

Options

-I,—key-length length of the key (integer)

-c,—char most possible char (one char or hex code)
-m,—max-keylen=32 maximum key length to probe (integer)
-x,—hex input is hex-encoded str

-b,—brute-chars brute-force all possible characters
-0,—brute-printable same as -b but will only use printable
characters for keys

B %%, A% H010editorsk# 1 F pythonfi A< ¥ cipher A 28 5 A\ — i 1l S #:cipher.

010editorsz i :


https://pypi.org/project/xortool/

Hecipherffi 7 RBIKENG, IEFESCAF->FE->16E B30, ARKN, HEXMF->AIFALEEL FHRERREMLE.

ITHE(N): |cipher w
CRTFMET): FRETH »
~ ERrTiE FES) i
pythonzz B :

.write(cipher)

.close()

BENERIHL, SE%dxortool, 2 5HAT A4 (BhkaliAfl, w5 & ubuntui® 78 & 4 1% Asudo):

2 3 xortool:

pip install xortool

{¢ F xortool:

xortool cipher

:~# xortool cipher
The most probable key lengths:

5: 21.4%

MAEF AT BLANTE: charR5Hinfl, IR T

xortool -I 5 -c 5 cipher



&

;~# xortool -1 5 -¢ 5 cipher
1 possible key(s) of length 5:

Found 1 plaintexts with 95.0%+ printable characters
See files filename-key.csv, filename-char_used-perc_printable.csv
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xortool -I 5 -c 10 cipher

:~# xortool -1 5 -c 10 cipher
possible key(s) of length 5:

ound @ plaintexts with 95.0%+ printable characters
ee files filename-key.csv, filename-char used-perc printable.csv

xortool -I 5 -¢ 15 cipher

:~# xortool -1 5 -¢ 15 cipher
1 possible key(s) of length 5:

Found @ plaintexts with 95.0%+ printable characters
See files filename-key.csv, filename-char used-perc printable.
#I

xortool -1 5 -c 20 cipher

.~# xortool -1 5 -c 20 (]pﬁer
1 possible key(s) of length 5:

Found 1 plaintexts with 95.0%+ printable characters
See files filename-key.csv, filename-char_used-perc_printable.csv
P
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import sys

print

if (sys.argv) 2:

if (sys.argv[2])%2**32 2824849251 :

XEERNMBITH—AHE: what do you call a file that is several file types at once?X HSE R MR a2, FHERFEMHA
leetspeak 5 . @it S5googleZs il & 5| %, & R £ “Chameleon’, Hlleetspeak$ 5 N A“chdm3I30n”. K

iE“hash(‘ch4m3I30n’) %2A32", Tid92824849251, B HAagit/"chdm3130n"5" 3peQKYRHBISZOTNpU" EEHE I &
$ o


http://en.wikipedia.org/wiki/Leetspeak
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