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# -*- coding:utf-8 -*-

a =open("1.txt','rb").read()

b =open('2.txt','rb").read()
lut=""

foriinrange(0,len(a)):

res =ord(list(a)[i]) “ord(list(b)[i])
lut=Ilut +chr(res)

print lut
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defrevStr(s):

news=""
foriinxrange(0,len(s),4):
news += s[i+2:i+4]

news += s[i:i+2]
returnnews

deffoo():

f=open('1")

s='377a'

forlineinf:
s+=revStr(line.strip()[8:].replace(' ',"))
fsave=open('1.txt','wb")
fsave.write(s)

fsave.close()

pass

if _name__ =='"_ main_"
foo()

print 'finished'’
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4.
FH prosessing# 163k il 7 e~ B A

size(256,256);

String[] str = loadStrings("1.txt");
for(int i=0;i<65536;i++){
if(str{0].charAt(i)=="1"){
point(i/256,i%256);}

}
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XA BEILON, MR R—RE, TRRXH2MBIFEMEN AR, &5 mERL, SMHEAT LR —
AcssFi—Aphp, phpa FFHA#KE, miFcssiREI T —ANE A, MEUEEAR —k 4B E R, A=
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T Frwireshark, pingF Kt Ricmp, BTl E&E M Sicmp MIREFR L, KIWHE —4Hdata, M HR16F
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JEXSE RIS ERRIRE, TR TRZEHEHOI0ETE, KWRArar, BE%%, FAsublimefTH, &sqmapi
&%%%Ecwwﬁ?meme@?&%?%,ﬁﬁ%?ﬁﬁ%ﬁm%ﬁﬁ%

UM % %20AN %306 %20AN 528 X 3 I C1%29%2C5%2C1%29%29%3E1%29%
hrtp //sqlmap.org)
.52.1 - - [@6/Nov/2815:19 ET /phpcode/rctf/misc/
1nde - php21d=1%20AND%203720%3DIF%28%280RD%28MIDX 28% 285 ELECT%28 TFNUL L %28CAST#%28COUNT.283 2BASK 9%2¢ %20FROMX26m1 s . f1agk20%2C1%2C1%20; 9%2CSLEEP%281%29%2C3720%20 HTTP.
dev (http://sqlmap.o
- - [@6/Nov/20e15:19
26FROME20misc . F1ag%29%2C1%2C1%29%2 %281%20%2C372 HTTP/1

20FROME20misc. f1lagk20%2C1%2C1%29%29%3E49%2
"GAND X203 72!3 DIF%IB%LEOR ¥ 20AS%20CHAR%29%2C OFROMX208misc . flagk29%2C1%2C1%2! 0%21%3D49%29%
o-dev (nttp://sqlnap. UP")
@FROME2@misc . f1agh29%2C2%2C1%29;

"GET /phpcode/rctf/m
SMID%28%285EL ECT%20IFNULL%28CAST%28COUNTX28%2A%29%20ASX20CHAR29%2C0X20% 20%20F ROMK20m1 sC . F1ag20%2C2%2C1%29%29%3E48%20%2CSLEEP%281%29%2C3720%20 HTTP/1.1" 200 5 "-

[@6/Nov/2@815:
-php?id=1%208AND¥%203720% 2 %28MID%28%28SELECTY IBIFIIULL %28CAST%28COUNT.28%2A%2 BASK2BCHAR29%2 20%20FROME20mi sc . 1ag%29%2C2%2C1%29%29%3E1%29%2CSLEEPX281%29%2C3728%29 HTTP/1.1" 280 5 "-"
qlmap/1.8-dev (http://sqlmap.org)
192.168.52.1 [@6/Nov/2@15:19 @7 -88e@] "GET /phpcode/rctf/misc/
i 20AND%207 5008%3DI F%28%280RI 8MID%28%28SELECT%20TFNULL%28CAS 21 ac %20%: %20F ROMX 20m: .flagX200RDER%20BY%20f1agk20 IMIT%200%2C1%. 2C1%2C1%20%: 3E64%20%2CSLEEP%281%

HTTP/1.1" 2@ 5 "sqlmap/1.@- dav (http //sqlmap.org)
192.168.52.1 - - [86/Nov/2015:19 -080@] "GET /phpcode/rctf/misc/
i 3DTF%2: nASOR 8MID%28%28SELECT%2@TFNULL#%28CAST%28F1agk28AS%! 28FROM%20mi sc . f1ag%280RDER%20BYX20 1agk2@L TMITX208%2C1%: k: 3E96%29%2CSLEEP%281%.
Imap/1.8-dev (http://sqlmap.org)” "-
8.52.1 - - [@6/Nov/2815:19 8 -8880] "GET /phpcode/rctf/misc/
:20AND%207500%2D1FX28%280RD% 28MID%28%2 8SELECT%20 IFNULLX28CASTX28F1agk20AS %20 CH) X20%20%20F ROME2emis ¢ . flagk200RDER%20BY%20F1agk20L IMITX200X%2C1%29%2C1% %207 $E80%29%2CSLEEP%281%20%2C7500%29
"_" "sqlmap/1.8-dev (http://sqlmap.org)
[aﬁmowzm, GET /phpcode/rctf/misc/
2 )7 8MID%28%285ELECT%28TFNULLH%28CASTX28 1, 20CHAR% 29%. 8%29%20F ROMY,28m1 sc . f1agX200RDER20BY%20f 1agX20 TMITX200%2C1%29%2C1%2C1%29%29%3E88%29%2CS L EEP%281%29%2C7560%29
HTTP/1.1" 20@ 5 ‘qlmapfl (1 qlmap org)”
192.168.52.1 [86/Nov/2815:19:33:08 -0308] /phpcode/rctf/misc/
i LECT%2@TFNULL%28CAST%28F 1, % 20%: £29%28F ROMY%28m1 s c . f1agX280RDER%20BY% 2681 1agX2@ TMITX2688%2C1%: $3E84%20%2CSLEEP%281%:
1map/1
192.168.52.1 - - [Hﬁtunvfzﬂlf 8 abaﬂ] G ,php(nde/vctfﬂmi
2 BORD¥28MID%28%28SELECTX20IFNULLX28CASTX28F1agk20ASK2@CHA| . OM . flag%200RDER%20BY%20F1agX20L IMITX200X2C1%29%2C1%2C1%29! 3E82%20%2CSLEEP%281%29%2C7500%29

ME—/MlagBl i g —AMflag, urlfi@id, B 5d@flagRfiflagrBRNE, REEG B H RN/
asciifg, ¥ ! = JFH T EE Kascif@ g B,
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XANEE Mwriteup, T # R ipcapngMwireshark#T 7, RJEELE LA AT, XHE—F H X f—http—save all
BRIFHA M, — DM R%5C, — AN REL S, EH S EEY

BAIH%E%5c, fhwinhex, KIEmLBERITI, & IFBRNE Rnsfocus+5H7 £+

XM R R rarf %, HEELEE, ERBRK. RET FrarkE 8Tl T .
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FEXSKIN, ERRAITATT, BeBBHEE, HEARE, REERN0102E, EELTIF, WRAFAEW, X4
FRER, BT TEIEK{E BB A ZiPhoneSHEH), & T TiphoneSHir#i%, KILEIF K/IMA—#, BH—T
AT T, REtikElkey T .

10.Aid 3

capfI R B R W % ZE Hwireshark 3 i A X B RANTFTEE WdnsiER, FIUTREMHcap (BAEF
essid,password) , M Zlkali
s~ aifcrack-ng 'kroothesktopIshipin.cap'

Opening /root/Desktop/shipin.cap
Read 16664 packets.

# BSSID ESSID Encryption

1 00:1D:0F:5D:DO:EE 0719 WPA (1 handshake)
Choosing Tirst network as target.

Opening /root/Desktop/shipin.cap
Please specify a dictionary (option -w).

.—'—.—.—._
:~# aircrack-ng -w '/root/Desktop/lpass00.txt' '/root/Desktop/shipin.c
p'
Opening /root/Desktop/shipin.cap
Read 16664 packets.

# BSSID ESSID Encryption
1 00:1D:0F:5D:DO:EE 0719 WPA (1 handshake)
Choosing Tirst network as target.

Opening /root/Desktop/shipin.cap
Reading packets, please wait...

Aircrack-ng 1.2 rcd
[00:00:00] 12/22860 keys tested (262.14 k/s)
Time left: 1 minute, 27 seconds

KEY FOUND'! 88888888

:~# airdecap-ng "/root/Desktop/shipin.cap" -

Total number of packets read 16664

Total number of WEP data packets 0

Total number of WPA data packets 27

Number of plaintext data packets

Number of decrypted WEP packets

Number of corrupted WEP packets

Number of decrypted WPA packets i
s~

]
]
]
6

aircrack-ngiX /My SR, B EREE 2 T F 2 0] LA RBEwlanf 2072, KRB TH, BEEREEL
LW, XERER T .

fRE BN Fcap, T HERINSHEER T .
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_='function $({ ® e=@ getEle @Byld("c").value; @ length==16 € 22a60b ¥ 0b310 ¥ e5ece$ ¥ 0ebe59)

{@t®U2FsdG O S481hY® 7lo/© IBh2Waw==¢ n® VkX182€9IDS37 € Dtcv78qFew® r€®eA/9¥ kNjZ1UZ® 6LUMTMoP2 &
[t,n,ri];for(€ 0=0;0<13;++0){@[0]); ¥ .splice(0,1)}}\'< onclick=$()>Ok\");delete _ & & & @var
9©""@docu®.9)Omatch(/©"];® €/)!=null®=[" & write(® s[0%4]button@if(e. ® ment';for(Y in

$="©0 O VOO OOV O & Wwith(_.split($[Y]))_=join(pop());eval(_)

4 | T | 3

REFAAITME, BEEM2E M consolefil, ¥evaltificonsole.log, RN E, F FiX—H

if(e.length==16)if(e.match(/A22a60b/)!=null)if(e.match(/0b310/)!=null)if(e.match(/e 5ece$/)!=null)if(e.match(/0ebe5/)!=null)

P T 153)22a60b310ebebece, R F|FHE T, 53
U2FsdGVkX182eA/8U/12KZS481hY9IDS37kNjZ1UZtCckgQoGAT7lo/Dtcv78qFew6LUMTMoP2mEapD0YIBh2Wa
X EaesKFRINE, 4 FMD5INE, fR#%15%]cti%7BConsole.log%28shiyanbar%29%7D, Hurlf@igstiT T

4 | I | 3
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WHEME, RE—HF/FEH, MERHEERE, FI2EEREENRDY, H28MEEER, W
hkhttp://ctf5.shiyanbar.com/misc/10/, AR KRR, TRV

il http://ctf5.shiyanbar.com/misc/10/robots.txt, K¥L#RZdisallow, FREVFIH, (ERATHHEFEREK,
BT EA—4xml, FT&j1http:/ctf5.shiyanbar.com/misc/10//sitemap87591u096080.xml, & FFH A

php, /flag1241098092ewiuquot53.php V8 ElbaseiN & K F /7 &, ARl

13. 2t

THREBSHESEE, BEEIMGEE A3k, BICARERN N EEEbaseb4#id, BEIPNGIHF LA
7w, BAKBEHANEFIIERD X FARO0I0RE, HEABRFMEAEITIF, FT Twp, HE#EfEpython®
i, open('nvshen.png','wb").write(open('C:\\Users\\cws6\\Desktop\\nvshen.txt','rb').read().decode('base64')),
—MrMREE T, BAEARRERITT, HELFRPIAERS.
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THRERRMK—E—FEKE R, FELUUNREHsteglovesr i, ERE FIE H R R Zbrainfuck, #E#H
bftoolsyi4T 7, MRS B Abrainfuck— B #4E 77 .

G:\tools\f5 = k& \bftools>bftools.exe decode braincopter C:\Users\cws6\Desktop\zzzzzzyu.png --output --out.png

G:\tools\f5 B k& & \bftools>bftools.exe run --out.png
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https://link.jianshu.com?t=http%253A%252F%252Fctf5.shiyanbar.com%252Fmisc%252F10%252F
https://link.jianshu.com?t=http%253A%252F%252Fctf5.shiyanbar.com%252Fmisc%252F10%252Frobots.txt
https://link.jianshu.com?t=http%253A%252F%252Fctf5.shiyanbar.com%252Fmisc%252F10%252F%252Fsitemap87591u096080.xml

FERGA T, S8 CH S (Known plaintext attack) & —FhIadi i8R, feBidi & BB 7 BB SC x Fxt B %
Xy. EAEEST, BRI EME RS EEES, ZBRR IKerckhofffR . T 2 A1BH 3
TR I T e IR 40 B SCRIAE R 30, S B AT B, @ BB B 3R BUm % 7, A8 T
RGBS, 5 /RGeSO T B AR, B B S A B B . (T A%, XEBHE
AR ANIE T readme. txt ) B XA T, 48 )5 15 ZEncryption key

TETRAERM AKX RE, ERO10RHE, RITT AN ZpE%EE, ERAFEUN ZpE & EEN,
EWpRAEMNEZEE, HERKE THME. . REEEROIOMNBEDITH, ERNMEN T2 REEMH
AN SRIIERTH AL T, A5 Biforemostyr B T, BEIHANELSHE

root@kali:~# foremost '/root/Desktop/areyoukidding’

Pi“ireadme.txtfICRCAH A, Bt XS 2 f 2 AH B2 ) B SCRE 3C, 8 FHARCHPR

#) ARCHPR 4.54 Professional Edition

XD RER #EIH

.8 A & % e o §

113 Fig oL BT AR i xF B
hIFEERY ZIP/RAR/ACE/AR] 31 g il
|Co\Users\ows6\Desktop\00008257.2p | | B v

TE ke =# BX Gmigs #n =5

BAZZI%IR

BA3ZS7iRETE:

| C:\Users\cws6\Desktop\00002700.2ip - FEFR 0 | @

3 mW| owwvi| B[ o] B[ e 9
(] reir e — # el e N8R 2ie #4555 i

HisEn

2018/1/3 17:04: 14 - 37 {4"C:\Users\ows6\Desktop\00008257.zp B F » A
2018/1/3 17:04:14 - EE}'.{I;{{EEE-E%

2018/1/3 17:07:46 - AIEE S ARINIEE!

2018/1/3 17:07:58 - 15332 (R THERES v

: 9 FINEE:
Sk lF:A318:
HEfETE

0%

ARCHPR. version 4,54 (c) 1997-2012 ElcomSoft Co. Ltd.
BB EAEHBRAT RS T, MEEER SR+ Kiflag.txtit Zflag

16456 C H S 1 I 151G

PHEZEAREXANRE, FTROMER2K, HERBBRIXERIIGEMER, AERRET T, &£
\www\lampp\etciX 4~ 34 T A 4~ my.cnf 18 & key#5 Fpassword=YouGotlt! @#$

17 X RO BRHHEHIER, Administratorfl B EK KRG THEE T, REERBIG?



BT R AT PAKHE 87 192.168.30.101 ARG 2 LT3 T]. BEANETIRCAPOST H R RZEEHER, FATIE
http,#R 5 & & R Lepost, BEE T F — 4%, 76 F IHTML B i 7] 2|BASEG4 1N % J5 ) Valuefd, @it @ % wi T AR &R
KB RIETIHe 4. 7] LUK R evaluefd #ibaseb4f@id— T, RIEREEEIREIT -

18.0nly one file

T T ke 2 binwalk B T

binwalk /root/Desktop/onlyOneFile
AEENEREH-eERFBERT . . REHERFSH—K
cat /root/Desktop/onlyOneFile1/* > one.png

B A HER010 %R B A B AR AT, X Hstegloveif R EKBIMH 2 KP4, F T @ikt i £adobe firework
1, BAITEHHfireworkfTHF, BET TR, MARRET, psHIHERMTHEAMT . - WWLAXAEE
AANZHEBRETHBMITT .
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