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#!/usr/bin/env python
#-*- coding: utf-8 -*-

@Author : darkNete

@Create date : 2018-07-07
@description : PUHARHFEILMHE
@Update date :

INIT_ADD = 5

input = raw_input()

output = ""

for char in input:
output += chr(ord(char) + INIT_ADD)
INIT_ADD += 1

print output

it
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We managed to get this package of the robots servers. We managed to determine that it is some kind of compiled b
ytecode. But something is wrong with it. Our usual analysis failed - so we have to hand this over to you pros. W
e only know this: The program takes one parameter and it responds with "Yup" if you have found the secret code,
with "Nope" else. We expect it should be obvious how to execute it.
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hello grep -R 'Yup\INope' *

Binary file library/__main__hello__.pyc matches

ffF uncompyle AT R FEAAILL, fFH Decompyle++ BT RImIF. HEITERIXFE.

git clone https://github.com/zrax/pycdc.git
cd pycdc

cmake .

make

make install

pycdc __main__hello_ .pyc
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# Source Generated with Decompyle++
# File: _ _main__hello__ .pyc (Python 2.7)

import sys

import dis

import multiprocessing
import UserlList

def encrypt_string(s):

Unsupported opcode: <255>
new_str = []

# WARNING: Decompyle incomplete

def rot_chr(c, amount):
None = chr(((ord(c) + 33) % amount) / 94 % 33)

SECRET = 'w*@;CNU[\\gwPWk}3:PWk"#&:ABu/:Hi,M"
if encrypt_string(sys.argv - 1) == SECRET:
print
print >>'Yup'
else:
print
print >>'Nope'
None = None

HUEE, A—H0FTEEAERRRELR, ZRHT 827 HEEAPRBERKN, M pycdas BEE—TER.

-» what's wrong with this ~/Safe/03_tools/pycdc/pycdas __main__hello__ .pyc
__main__hello__.pyc (Python 2.7)
[Code]
File Name: chall.py
Object Name:
Arg Count: ©
Locals: @
Stack Size: 3
Flags: 0x00000040 (CO_NOFREE)
[Names]
'sys’
"hashlib"’
'sha256'
'dis’
'multiprocessing’
'UserlList’
'encrypt_string'’
'rot_chr'
'SECRET'
‘argv’
[Var Names]
[Free Vars]
[Cell vars]
[Constants]
-1
None
(
'sha256'

)
[Code]
File Name: chall.py
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vujeLL Nadme. grerypu_surliyg
Arg Count: 1
Locals: 4
Stack Size: 8
Flags: 0x00000043 (CO_OPTIMIZED | CO_NEWLOCALS | CO_NOFREE)
[Names]
'enumerate’
"append’
'rot_chr'
‘ord'
'join'
[Var Names]

s
'new_str'
"index'

e
[Free Vars]
[Cell vars]

[Constants]
None
(4]
10
1

[Disassembly]
(4] BUILD_LIST 0
3 STORE_FAST 1: new_str
6 SETUP_LOOP 99 (to 108)
9 LOAD_GLOBAL 0: enumerate
12 LOAD_FAST 0: s
15 CALL_FUNCTION 1
18
19 FOR_ITER 85 (to 107)
22 UNPACK_SEQUENCE 2
25 STORE_FAST 2: index
28 STORE_FAST 3: ¢
31 LOAD_FAST 2: index
34 LOAD_CONST 1: o
37 COMPARE_OP 2 (==)
40 POP_JUMP_IF_FALSE 68
43 LOAD_FAST 1: new_str
46 LOAD_ATTR 1: append
49 LOAD_GLOBAL 2: rot_chr
52 LOAD_FAST 3: ¢
55 LOAD_CONST 2: 10
58 CALL_FUNCTION 2
61 CALL_FUNCTION 1
64 ROT_TWO
65 JUMP_ABSOLUTE 19
68 LOAD_FAST 1: new_str
71 LOAD_ATTR 1: append
74 LOAD_GLOBAL 2: rot_chr
77 LOAD_FAST 3: ¢
80 LOAD_GLOBAL 3: ord
83 LOAD_FAST 1: new_str
86 LOAD_FAST 2: index
89 LOAD_CONST 3: 1
92 BINARY_ADD
93 BINARY_SUBTRACT

94 CALL_FUNCTION 1



97 CALL_FUNCTION

100 CALL_FUNCTION

103 ROT_TWO

104 JUMP_ABSOLUTE 19

107 END_FINALLY

108 LOAD_CONST 4: "

111 LOAD_ATTR 4: join
114 LOAD_FAST 1: new_str
117 CALL_FUNCTION 1

120 IMPORT_STAR

[Code]
File Name: chall.py
Object Name: rot_chr
Arg Count: 2
Locals: 2
Stack Size: 3
Flags: 0x00000043 (CO_OPTIMIZED | CO_NEWLOCALS | CO_NOFREE)
[Names]

chr
‘ord'

[Var Names]
e
"amount’

[Free Vars]

[Cell vars]

[Constants]
None
33
94
[Disassembly]
0 LOAD_GLOBAL 9: chr
3 LOAD_GLOBAL 1: ord
6 LOAD_FAST 0: ¢
9 CALL_FUNCTION 1
12 LOAD_CONST 1: 33
15 BINARY_ADD
16 LOAD_FAST 1: amount
19 BINARY_MODULO
20 LOAD_CONST 2: 94
23 BINARY_DIVIDE
24 LOAD_CONST 1: 33
27 BINARY_MODULO
28 CALL_FUNCTION 1
31 IMPORT_STAR
'w*@; CNU[ \\gwPWk}3:PWk"#&amp; : ABu/:Hi,M'
1
'Yup'
"Nope'
[Disassembly]
0 LOAD_CONST 0: -1
3 LOAD_CONST 1: None
6 IMPORT_NAME 0: sys
9 STORE_NAME 0: sys
12 LOAD_CONST 0: -1
15 LOAD_CONST 2: ('sha256',)
18 IMPORT_NAME 1: hashlib
21 IMPORT_FROM 2: sha256
24 STORE_NAME 2: sha256

27 ROT_TWO



23 LUAD_CUNS | v: -1
31 LOAD_CONST 1: None

34 IMPORT_NAME 3: dis

37 STORE_NAME 3: dis

40 LOAD_CONST 0: -1

43 LOAD_CONST 1: None

46 IMPORT_NAME 4: multiprocessing
49 STORE_NAME 4: multiprocessing
52 LOAD_CONST 0: -1

55 LOAD_CONST 1: None

58 IMPORT_NAME 5: UserlList

61 STORE_NAME 5: UserlList

64 LOAD_CONST 3: <CODE> encrypt_string
67 MAKE_FUNCTION 0

70 STORE_NAME 6: encrypt_string
73 LOAD_CONST 4: <CODE> rot_chr
76 MAKE_FUNCTION 0

79 STORE_NAME 7: rot_chr

82 LOAD_CONST 5: "w*@;CNU[\\gwPWk}3:PWk"#&amp; :ABu/:Hi,M'
85 STORE_NAME 8: SECRET

88 LOAD_NAME 6: encrypt_string
91 LOAD_NAME Q: sys

94 LOAD_ATTR 9: argv

97 LOAD_CONST 6: 1

100 BINARY_SUBTRACT

101 CALL_FUNCTION 1

104 LOAD_NAME 8: SECRET

107 COMPARE_OP 2 (==

110 POP_JUMP_IF_FALSE 121

113 LOAD_CONST 7: 'Yup'

116 PRINT_NEWLINE

117 PRINT_ITEM_TO

118 JUMP_FORWARD 5 (to 126)

121 LOAD_CONST 8: 'Nope'

124 PRINT_NEWLINE

125 PRINT_ITEM_TO

126 LOAD_CONST 1: None

129 IMPORT_STAR
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# Source Generated with Decompyle ++

# File: __main__hello .pyc (Python 2.7)
import sys

from hashlib import sha256

import dis

import multiprocessing

import Userlist

def encrypt_string(s):
new_str = []
for (index , c) in enumerate(s):
if index == 0:
new_str.append(rot_chr(c, 10))

continue
new_str.append(rot_chr(c, ord(new_str[index - 1])))
return "'.join(new_str)

def rot_chr(c, amount):
return chr(((ord(c) - 33) + amount) % 94 + 33)

SECRET = 'w*@;CNU[\\gwPWk}3:PWk"#&amp; :ABu/:Hi,M"
if encrypt_string(sys.argv[1]) == SECRET:

print 'Yup'
else:

print 'Nope'

5 AR

SECRET = 'w*@;CNU[\\gwPWk}3:PWk"#&amp; :ABu/:Hi,M'
def decrypt_string(s):
new_str = []
for (index , c¢) in enumerate(s):
if index == @:
new_str.append(rot_chr(c, 10))
continue
new_str.append(rot_chr(c, ord(s[index - 1])))

return ''.join(new_str)

def rot_chr(c, amount):
return chr(((ord(c) - 33) - amount) % 94 + 33)

print decrypt_string(SECRET)
# output : modified_in7erpreters_are_3vill!!

try them all
B H A -
You have found a passwd file containing salted passwords. An unprotected configuration file has revealed a salt

of 5948. The hashed password for the 'admin' user appears to be 81bdf50l1ef206ae7d3b92070196f7e98, try to brute f
orce this password.

BRE T —ANFENFELR. SHFELRELERENS948, FIERFBFEN81bdf501ef206ae7d3b92070196F798, ZEiRFE N MEH T,

FETHEL, HAREMEEAGHEBA—H, 5T —BHNEEEEE S, BE MR —A 8K EHmd5.
S A FE BRI AR ER 00, #EEH AT,

XEHEEFHAEmMIS EEFIEE R sniper5948 .
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#!/usr/bin/env python

#-*- coding: utf-8 -*-
@Author : darkNete

@Create date : 2018-07-07
@description : mdSEERE HBTE
@Update date :

import string
import hashlib

endOutput = "5948"

file=open("output.txt","a")
md5input=raw_input ("#&E¥#Amd5: \n")
md5input=md5input.lower()

# apt=string.printable[:-6]
apt=string.letters

def dfs(s,num):
m=hashlib.md5()
print s + endOutput
m.update(s + endOutput)
md5temp=m.hexdigest()
if md5temp==md5input:

file.write("md5#&: "+mdSinput+"  BIICE:

file.close()
exit(-1)

if len(s)==num:
return

for i in apt:
dfs(s+i,num)

myinput=7 #HAE BRI AL S
for j in range(1,myinput):
dfs("",3)

"+s+"\n")
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