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You have found a passwd file containing salted passwords. An unprotected configuration file has revealed a salt of 5948. The
hashed password for the ‘admin’ user appears to be 81bdf501ef206ae7d3b92070196f7€98, try to brute force this password.
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2. ffiflhashlib GEE
import hashlib

m2=hashlib.md5()

m2.update(src)

print m2.digest()

& : md5.update(“l am cys”.encode(“utf8”)) # 5 H B N % I A HE 1 R update() b T8 & BN I RF B I R g b
print(md5.digest()) #IN % G K4 R (Z3#HD
print(md5.hexdigest()) #IN % G &R, H+N#Hl 7/ 8RR
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import itertools as its
import hashlib
def uncipher(maxlenth,salt,ciphertext_s,str letter):
ciphertext_s=ciphertext_s
salt = salt
maxlenth = int(maxlenth)
ste_letter = str_letter
ciphertext ="'
for i in range(1,maxlenth+1):
# BRI (Fliabe, repeat=2 4£HRA (a,a)(a,b)(a,c)(b,b)(b,a)(b,c)(c,c)(c,a)(c,b)
= its.product(str_letter,repeat=i)
for j in r:
plaintext = "".join(j)#ERERFRH
plaintext = "%s%s" % (plaintext,salt) #HEIMBIBASCHIETE R4 RZLH T
print(plaintext)#{TEIB 3
HEAICHER, INERRE L, R SCEE SUHO B
md501 = hashlib.md5()
md501.update(plaintext.encode("utf8")) #Xt8H XiH4Tmd5 %
ciphertext = md501.hexdigest() #MFEFHILRE, H/SBkH 7/ 8RR
# 0 O ST B SC
if ciphertext == ciphertext_s:#i®E% X —3 BH2EMEHF
break
if ciphertext == ciphertext_s:
print("task finished(plain,cipher)")
print("%s:%s") % (plaintext,ciphertext)
break
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H#str_letter = "abcdefghijklmnopqgrstuvwxyz@0123456789"

f#str_letter = "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"
H#str_letter = "abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ"
str_letter = "abcdefghijklmnopqrstuvwxyz" #Bi3CHIZRFERE

maxlenth = 6 #P SRR K, — Al idehn, 75 M A i AR 32 ) 5

salt = '5948'  #in#: #WIRAMEE, NEHAIEF KImdSHE%

ciphertext_s ='81bdf501lef206ae7d3b92070196f7e98" 258
uncipher(maxlenth,salt,ciphertext_s,str_letter)
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H-*- coding:utf -*-

_author__="xiaoyu'

_date  ="$2017-7-30 9:47:51%"

from hashlib import md5

def bruteforce():

Hrb UL S NI I, file. readlines () IR E—4T
A — T, .readline() BRREE—1T, B .readlines() BB Z£.
A 2R R A AT DA — IR BUCREAN U, A M i%fEA . readline()
=open('F:\p\webshellpassword.txt', 'rb"').readlines()
salt='5948"'.encode("utf-8")#hE LR FT
m="'81bdf501ef206ae7d3b92070196f7e98 " #hash{H
for line in f:

t=1ine.strip()+salt

HPython strip() HEMATBERFMRFLEREEHNFER (BRINATH .
HmdS . digest () IR B 3k i 45 1

Hmd5 . hexdigest () RE7SEEHl L 45 R
t=md5(t).hexdigest()

if(t==m):

print(line.strip())
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