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<html>
‘head>
<meta charset="utf-5" />
<meta httpequiv="¥-TACompatible” cortent="IF=edge, chrome=1" f%ﬁﬁm&%
<meta name="renderer” comtemt="webkit” />
<meta name="admin® copbent="admin@einnl sue, comt
<meta name="editor” ontent="Vim" /> T
<titlerlogiced/title
<ztyle type="text/cas’>
body, ktml {
pozition: relative;
height: 100%: %{ﬁj{t‘:
width: 100%;
padding: 0O;
margin: 0;
backgromd-color: H2TZ8E22;
color: #Eff
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HTTP/1.1 200 OK
Date: Wed, 30 A

ug 2017 13:28:01 GMT

Server: Apache/2.4.18 (Win32) OpenSSL/1.0.2e PHP/5.2.17
X-Powered-By: PHP/5.2.17

Content-Length:

1060

Content-Type: text/html

<meta http-equiv=refresh content=0.5;URL="./stepl.php">check error!<!DOCTYPE html>

<html>
<head>
<meta charset=
<meta http-equ
<meta name="re

"utf-8" />
iv="X-UA-Compatible" content="IE=edge,chrome=1" />
nderer" content="webkit" />

<meta name="admin" content="admin@simplexue.com" />

<meta name="ed

itor" content="vim" />

<title>logic</title>

<style type="t
body, html{
position: re

ext/css">

lative;

height: 100%;

width: 100%;
padding: ©;
margin: 0;

background-color: #272822;

color: #fff;
}
form{
position: ab
top: 50%;
left: 50%;
width: 400px

solute;

3

margin: -70px -200px;

¥

form input{
display: blo
margin: 10px
width: 100%;
border: none

ck;
auto;
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height: 2rem;

border-radiu
}
</style>
</head>
<body>
<form action="
<hl>a %a a~
email:<input
token:<input
<input type="
</form>
</body>
</html>

s: 5px;

submit.php" method="GET">
¢ step2</hl>
name="emailAddress" type="text" value="youmail@mail.com"

name="token" type="text" /></br>
submit"” value="® a°eun">

disable="true"/></br>
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Go Cancel < | > | Follow redirection

Target: http:/fctf5.shiyanbar.com lﬂ l;?J

RILBHE K Dstep2.php (k2 LT reponse) HEIRA 4 57 4h—A submit.phpX 4, %L,
R—iRk.submit.php.swp, OK, KRILVEMIL . JERZEsubmitFiEINA ( GE—RILEImH) )

i
ENSNESMIDRBIRERIEHE S ITHEI die(
HEmIEEEER G

— 1B | HEE Tuser”

CFEATE TAELE IF NOT EXISTS “user |
Tid” dnt(11) WOT MULL AUTO INCREMENT,
"username” warchar(255) NOT NILL,
“emzil” warchar (255) NOT HULL,
“token int (255) MOT NULL DEFAULT ° 07,
PRIMARY KEY ("id')
} EN-INE=MyISiM LEFAULT CHARSET=utfS LUTC INCREMENT=2 ;

-— RORE T HEHISIESG user

INSERT INTO “user” (" id", "username’, email’, “token ) VALTES
(1, " eo REIEIRG o, T GRIEIEG ey, )
*/

if (' empty (Ftoken) ! empty (femailiddress)) |
if {strlen($token) '=10) die( fail );
if ($token!="0") die( fail’);

br = my=ql_queryi$sql) or diel db error’) .
$r = my=ql_fetch associdr);
fir = fr [ mam’ 1

$zql = “SELECT cowrt(*) as mm from user where tokere $token’ AND email=" $emailiddress™

Tt R
echo $flag;
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Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render]
GET /10/upload/stepl.php?email=voumaillmail.comécheck=7222222%22 HTTP/L.1 " top: 50%; "
Host: ctf5.shiyanbar.com - left: 50%; -
Proxy-Connection: keep-alive width: 400px;
Upgrade-Insecure-Requests: L margin: -70px -200px:
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) AppleWebFit/537.3€
(KHTNL, like Geeko) Chrome/€0.0.3112.113 Safari/537.36 form input{
Accept: display: block;
text/html, application/xhtml+xml, application/xml;g=0.9, image/ webp, imags/apng, * margin: 10px auto;
f*iq=0.8 width: 100%;
DNT: 1 border: none:;
Accept-Encoding: gzip, deflate height: 2rem;
Accept-Language: zh-CN, zh:;qg=0.8 border-radius: 5px;
Cookie:
Hm_lvt_34d&f7353ab0915a4c582e4516dffhe3=1503509355, 1504006569, 1504009665, 1504 </style>
024105; Hm lpwt 34def7353ab0915a4c58224516dEfhe3=1504090237; </head>
Hm cwv 34dE6£7353ah0915a4c582=4516dEfhe3=1*visitor*100557%ZCnickName%3AGunther <hody>
- <form action="submit.php" method="GET">
<l l> step2</hl>
mtﬁmewallmmress" type="text"}
valus="youmaillfmail.com 13 e=ttrus/></br>
token:<input name="token" type="text” /x</br>
<input type="submit" valu=s="00">
</ form>
</body>
</html>
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v v
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Rz, fEstepl.phpHH & H R MBFHadmin@simplexue.com

i token0e00000000

http://ctf5.shiyanbar.com/10/upload/submit.php?emailAddress=admin@simplexue.com&token=0e00000000
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